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I. Introduction to Scheduler

A. What is Scheduler for ArcGIS?

Scheduler for ArcGIS is a powerful tool that allows users to customize and automate the
setup and management tasks associated with managing an ArcGIS® Organization in a
quick, easy, and efficient manner. By combining multiple tools and workflows,
Scheduler allows users a greater variety of resolutions than ever before. Furthermore,
by leveraging webhooks, Scheduler allows users to be much more responsive and have
more control over what happens in their ArcGIS Organizations. Scheduler also supports
back-end operations, such as starting and stopping services, rebuilding spatial indexes,
publishing services, monitoring server health and status, and responding to monitored
events based on server logs.

Some examples of things users can do with Scheduler include:

e Regularly scan an organization for invalid content, flag it for review, and send an
email to responsible parties. If that content is not addressed within a certain
time frame, Scheduler can perform various escalation tasks.

e Pull data from an external API every day, write the information to a CSV, then
publish that CSV as a feature service.

e If a member of an ArcGIS Organization shares sensitive content (such as a
service containing personally identifiable information, or Pll), immediately
unshare it and send an email to alert the appropriate contacts.

Note: This is only possible for ArcGIS® Enterprise Organizations

e Automatically run resource-intensive tasks during off hours.

Additional functionality includes:

e Automate routine tasks, including multi-step operations, so that they run on a
schedule of the user’s choosing.
e Manage webhooks, both ones used in Scheduler and elsewhere.
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e Automate server operations, such as starting and stopping services, rebuilding
indexes, checking for and restarting stopped services, monitoring portal health,
and publishing services from CSV.

e Bulk manage services on demand (start, stop, edit, delete, as well as view their
properties and manifest information) (Enterprise only).

e Take action in response to events that occur in the ArcGIS® Server logs
(Enterprise only).

e Monitor geoprocessing jobs and cancel jobs that become unresponsive.

e Ensure optimization of spatial data and underlying tables by rebuilding database
indexes.

e Create administrative reports on a schedule, with the option to have them
emailed to administrators upon completion.

e Run custom scripts. Scheduler can run any script that can be run in the
command line.

e Report on the progress of tile caching.

B. Acquiring Scheduler for ArcGIS

Scheduler can be acquired in one of two ways:

1. Visit the ArcGIS Marketplace and search for “Scheduler for ArcGIS”
2. Contact the GEO Jobe Sales Team at sales@geo-jobe.com

C. Installing Scheduler for ArcGIS

Scheduler is installed on-premise. This means users are in total control over where their
copy of Scheduler is installed and what data from their ArcGIS Organization it may
access. Scheduler can be run on any machine that can access your ArcGIS Organization

and can run as a service or locally on a workstation*.
* If using webhooks, Scheduler must be installed on a server with a fully qualified domain

name and a valid certificate from an external certificate authority (i.e. not self-signed). If a

user wishes to run Scheduler on localhost and leverage webhooks, they can do so if they use
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a URL rewrite to create a fully qualified domain name for localhost. Scheduler comes with a
default web.config file that can be used to enable a URL rewrite.

Scheduler for ArcGlIS relies on MongoDBg (included in the install ZIP file) to operate. This
will need to be installed on any machine that Scheduler (or Scheduler Satellite) is
installed on. We also recommend installing MongoDB Compass as part of the
installation process. MongoDB Compass is a GUI interface used for interacting with the
database, enabling a user to access the database’s information more easily.

Scheduler for ArcGIS also requires that Internet Information Services (lIS) is installed on
the machine to operate. Verify that IIS has been installed before performing the
Scheduler installation. For Windows Server, you can install IIS by visiting the Start Menu
> Administrative Tools > Server Manager, then Add roles and select Web Server
(11S). For Windows 10, you can install it by visiting Control Panel > Programs >
Programs and Features > Turn Windows features on or off and select Internet
Information Services. For Windows 11, it is installed by default.

Scheduler can be installed on the same machine as other GEO Jobe products. We
recommend that Scheduler not be installed on the same machine as ArcGIS Monitor,
though ArcGIS Monitor and Scheduler can work together in the same environment if
they are installed on different machines. If a user wants to install Scheduler on the
same machine as ArcGIS Monitor, they will need to change the default ports Monitor
runs on so as not to conflict with IIS. Scheduler Satellite can be installed on the same
machine as ArcGIS Monitor without needing to change Monitor's default ports

1. Installation Requirements

e System Requirements:

e Windows Server 2016 or higher server OR
e Windows 10 or higher personal computer
e MongoDB installation required

e Recommended server specs:
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e Quad-core processor minimum, 8 core or higher recommended for larger
organizations

e 16 GB RAM for optimal performance

e If users want to run tasks based on ArcGIS Server Logs, Scheduler Satellite must
be installed on the machine where the log files are located.

e If users plan to utilize webhooks, Scheduler must be installed on a machine with
a valid certificate from a certifying authority (i.e. not self-signed). Scheduler can
run on localhost but users must use a URL rewrite in IIS to create a fully qualified
domain name that is HTTPS. Scheduler comes with a web.config file that
contains default information for setting up a rewrite.

2. New Installation Instructions

a. Unzip the Scheduler for ArcGIS build to the desired location. This can be
under C:\inetpub\wwwroot\scheduler or any location you wish.
Wherever the files are extracted, that location will need to be added as an
application in 1IS. Make sure that your license file,
SCHED-geojobe.license.txt, is in the main directory.

C J > ThisPC > OS(C) > inetpub > wwwroot >

T Sort = View

Mame Dat dified Type

Scheduler ile folder

@ isstart

8| jisstart 8/1/2024 11:08 AM PN

b. Install scheduler/installs/MongoDB-windows-*.exe. If MongoDB is not
already installed on your server, you can find the installation file,
mongodb-windows-x86_64-7.x.x-signed.msi, in the scheduler/installs
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folder that was unzipped in step a. Follow MongoDB's installation wizard
to install (default options are recommended).

Mame Date modified Type Size
mongodb-migration-tools 11/25/2024 3:3% PM File folder
satellite 25/2024 3:39 PM File folder
standalone 1/25/2024 3:40 PM File folder
« edit_server 2572024 2:39 PM Windows Batch File
= install_server 1 024 3:39 PM Windows Batch File
¥ mongodb-windows-x86_64-8.0.3-signed Windows Installer Pa... 734, 668 KB!
# nssm U2l 3539 P Application 324 KB
«| FEMOVE_SErver 25/2024 3:33 PM Windows Batch File
& Scheduler for ArcGIS Installation Instructions 25/2024 3:39 PM Chrome PDF Docum.. 332 KB

c. Install the required IIS Modules. In the scheduler/installs/standalone
folder, there are two files - 1_rewrite_amd64_en-US.msi and
2_requestRouter_amd64.msi. These IIS modules must be installed in the
order listed for Scheduler for ArcGIS to work properly. The modules are
used by the application to create a reverse proxy to forward requests
through IIS to the server application.

C (J > ThisPC > 0S(C) > inetpub > wwwroot > Scheduler > installs > standalone
Tl Sort = View
Name Date modified lype Size
"8 1_rewrite_amd64_en-US Windows Installer Pa 5,936 KB
B | 2_requestRouter_amd64 Windows Installer Pa.. 2,440 KB

d. Install and start the Windows Service.

m Run the scheduler/installs/install_server.bat file.
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G O > ThisPC > 0S(C) > inetpub >  wwwroot Scheduler > installs
(8] ED = 0] T Sort~ = View ~
Name Date modified Type Size
" mongodb-migration-tools 11/25/2024 3:46 PM File folder
 satellite 11/25/2024 3:46 PM File folder
" standalone 11/25/2024 3:47 PM File folder
[% edit_server 1120 24346 PM Windows Batch File 1K8
||E install_server Windows Batch File 1KB
8 mongodb-windows-x86_64-8.0.3-signed 11/ec 24 3:46 PM Windows Installer Pa... 734,668 KB

m Click the three dots next to the Path setting. Navigate one
directory up to the main Scheduler folder. Then select the
server.exe file and click the open button.

m Click the Install Service button.

M MNSSM service installer »

Application | Detailsl Lag u:unI Dependenciesl F'ru:u:essl Shutdu:uwnl Exit_1 I ’I

L
N

— Application
Path:

|D:ASCHEDULER server. exe

Startup directary: ID:"-.S CHEDLULER

Arguments; ||

Service name: IScheduler Server |nztall zervice I Cancel |

Run the services application on Windows and make sure that
“Scheduler Server” is running. If not, start the service.
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?@, Routing and Remote Access  Offers routi.. Disabled
-S;‘, RPC Endpoint Mapper Resolves RP.. Running Autm

AScheduler Server Running

@, Secondary Logon Enables start.. Mai. . rocal System
£} Secure Socket Tunnelina Pro_ Provides sun_.  Runnina Manual Local Service

Note: If you need to edit the application path later, you can run the
edit_server.bat file. If you need to delete the service, run the
remove_server.bat file.

&} LJ > ThispC > OS(C) > inetpub > wwwroot > Scheduler > installs >

Tl Sort ~ = View ~ .ee
=
Name Date madified Type Size

= mongodb-migration-tools 11/25/2024 3:46 PM File tolder

satellite 11/25/2024 3:46 PM File folder

" standalone 11/20 24 3:47 PM File folder
h % edit_server Windows Batch File 1KB
. %] install_server 11/508 4 2:46 F‘Ml: Windows Batch File T KB
' “H mongodb-windows-x86_64-8.0.3-signed 11/25/2024 3:46 PM Windows Installer Pa... 734,668 KB
» B2 nssm 1138 ‘A 2-Ak DAA Application 324 KB
P %] remove server : Windows Batch File 1KB
[ 4 Scheduler for ArcGIS Installation Instructions 11/25/5. 4 3:46 PM Adobe Acrobat Docu... 332 KB

In 1IS, enable Application Request Router proxy.

Under connections, click on the server entry under the start page.
In the center panel under the IIS section, double-click on the
Application Request Routing icon.
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&5 Internet Information Services (IIS) Manager — a X
« €3 » EC2AMAZ-IVGALM2 » 7] ® -

File View Help

Connections y
@ - 8 UJ' EC2AMAZ-1VGALM2 Home
.- & Start Page . -
: Filter: B 2 Show All | Group by: e
€5 ECZAMAZ-1VGALM2 (EC2AM e A roup by: Area
ASP.NET ~
=n ¥ d = E 2 [
2 - @ 8 = @ @ B T .
NET NET NET Error NET NETTrust  Applicstion Connection Machine Key Pages and
Authorizat.. Compilation  Pages  Globalization  Levels Settings Strings Contrals

Providers  Session State SMTP E-mail

s ~

e £ - - - =

ég "»}?,: \E:ﬁ (] |i§;j—f -E <‘;71 @

Application | Authentic.. Compression  Default Directory  Error Pages  Handler HTTP ISAPI and
Request Document  Browsing Mappings  Respon..  CGI Restri.
Royting - " s » <3

i e % a= =4 &

& JE « = » = &Y

ISAPIFilters  Logging  MIME Types  Modules Qutput Request Server URL Rewrite  Worker
Caching Filtering  Certificates Processes

Click the Enable Proxy checkbox in the center panel, then on the
right panel click the Apply button.

¥5 Internet Information Services (IIS) Manager . [m] X
« €2 ) EC2AMAZ-TVGALMZ » W oM @
File View Help

Connections - . . .

- 8 UJ' Application Request Routing W Rt

B"\j Start Page been created. Click "Use URL
« 65 ECIAMAZ- 1VGALM2 (EC2AM Use this feature te configure proxy settings for Application Request Routing. Rewrite to inspect incoming

at- ~ requests” to create these
ol Application Pools Enable proxy rules,
_‘?— z'tEs . Proxy Setting /A Enabling proxy allows
23 Server Farms requests to be potentially
HTTP wersion: routed to servers outside of
Pass through - your server farm.
Keep alive L
& Appl
Time-out (secandsh
[120 48 Back to ARR Cache

Reverse rewtite host in response headers Advanced Routing

Custom Headers _ VR
@ Help

Preserse client [P in the folloainn header:

m You can now open a browser to
https://yourdomain.com/scheduler and use the application.

2. Installing Scheduler Satellite on an ArcGIS/Data Source Server

Scheduler Satellite is an additional, optional application that can be used to access
local files that cannot be accessed remotely. It will be included as a zip file in the
main Scheduler build and can be installed on multiple other machines. The Satellite

application communicates directly with the main Scheduler for ArcGIS application to
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enable users to perform actions from the Scheduler interface that require access to
local ArcGIS Server files..

To Install Scheduler Satellite:

a. Unzip the Scheduler Satellite build to the proper location. This can be
under C:\SchedulerSatellite or any location you wish. You will need to
add this location as an application in lIS. Be sure to include your license
file, SCHED-geojobe.license.txt, in the main directory of Scheduler
Satellite.

G (J > ThisPC » 0OS(C) > SchedulerSatellite > installs »

(
&,
@
=
(3'
g
l
<
m
s

Name Date modified ype

standalone 12/12/2024 4:56 PM File folder

% | edit_server

[%] install_server Windows Batch File

¥ mongodb-windows-x86_64-7.0.2-signed 12/12/2¢24 4:56 PM

5 | remove_server 12/12/2024 4:56 PM
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b. To add an IIS application, open IIS. Click the drop-down menu next to
DESKTOP. Then, click the drop-down for Sites. Right-click on Default
Web Site and select Add Application from the menu.

% Internet Information Services (I1S) Manager

& @ » DESKTOP-DMETILK » Sites » Default Web Site »

© View Help
. «tons
by ° Default Web Site Home
~ 93 DESKTOP-DM67TLK (DESKTOF
¥ Applicatior ™ ols S ~ ¥ Go - GShow Al |
~ -[&] Sites s -

> | Default vy =< N pa=
> 451 Server Farms| s Explore /] =D
Edit Permissions... ession Default Directory
] Browsing

[ 2>  Add Application... - _
& Add Virtual Directory... F ¥} %

Edit Bindings... est  SSL Settings URL Rewrite

c. Please enter a name of your choice under the "Alias" section, such as

"SchedulerSatellite."
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Add application

Site name:  Default Web Site
Path: '

Alias:

SchedulerSatellite]

Example: sales

Physical path:

i ation sank

Pass-through authentication

Connect as... Test Settings

[ Enable Preload

oK Cancel

d. Please select the three small dots adjacent to the physical path.

Add Application

Site name: Default Web Site
Path: r

Alias: Application poolk
SchedulerSatellite DefaultAppPool
Example: sales

Physical path:

Pass-through authentication

Connect as... Test Settings

(] Enable Preicad

OK Cancel

e. Please choose the directory where SchedulerSatellite is installed then
click ok.
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Add Apnplication
Browse For Folder >

m Select a directory for the application.

=1 -_

> 1 inetpub
~  Moved from one drive
T PerfLogs

-

___ Program Files
T Program Files (x86)

-

__ ProgramData
[ SchedulerSatellite |

___ client-side
= installs

—

W

{ v v v

- 2
server-side

>
>
~ Users

MakeNewFolder [ ok ] cancel

f.  Onthe "Add Application" screen, please select the "OK" button to
proceed.

Add Application 2 b4

Site name: Default Web Site
Path: 4

Alias: Application pool:

SchedulerSatellite DefaultAppPool Select...
Example: sales

Physical path:

C:A\SchedulerSatellite [ i

Pass-through authentication
Connect as... Test Settings...

(] Enable Preload

d-K Cancel
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g. The application has been successfully integrated into the Internet
Information Services (lIS).

ﬁ Internet Information Services (1IS) Manager

@0 @ DESKTOP-OMETILK » Stes » Defoult Web Site »

- DESKIOP-OMGTILK (DESCIOR | 5 . e vos view and manage the st of appications. Applcations contain content and code.

2} Application Pools
v mSms Filter: * W Go -G ShowAll |Groupby: NoGrouping =
* ) mm? Virtual Path Physical Path Site Application Pool
» -5 Scheduler @ /admintocks  C:AAT Download D" WebSite  DefaultAppPool (v..
) SchedulerSatelite ¥ /SchedulerSatell.. C:\SchedulerSatelite DefaultAppPool ..
> 33 Server Farms |

h. Install scheduler/installs/MongoDB-windows-*.exe. If you don't already
have MongoDB installed on your server, you can find the installation file,
SchedulerSatellite/installs folder that was unzipped in step a. Follow
MongoDB's installation wizard to install (default options are
recommended).
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G ) > ThisPC > OS(C) > SchedulerSatellite > installs >

N Sort v = View - e
Name : Date modified Type Size
__ standalone 12/12/2024 4:56 PM File folder
(%] edit_server 12/12/2024 4:56 PM Windows Batch File 1KB
install_server 12/12¢ 24 456 PM Windows Batch File 1KB
3 mongodb-windows-x86_64-7.0.2-signed Windows Installer Pa... 584,304 KB
remove_server 12/1e/ 24 4:56 PM Windows Batch File 1KB

i. Install and Start the Windows Service.

m Click on "install-server," then right-click on it and select "Run as
administrator."SchedulerSatellite/installs/install_server.bat file.

(@] (JJ > ThisPC > 0S(C) > SchedulerSatellite > installs >

M Sort + = View -
Name B Date modified Type Size
" standalone 12/12/2024 4:56 PM File folder
edit_server 12/1212024 4:56 PM Windows Batch File 1KB
install_server Windows Batch File 1KB
¥ mongodb-windows-x86_64-7.02-signed 12/12/2024 4:56 PM Windows Installer Pa... 584,304 KB
remove _server 12/12/2024 4:56 PM Windows Batch File 1KB

m Click the three dots next to the Path setting. Navigate one
directory up to the main Satellite folder. Then select the
satellite.exe file and click the open button.
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N NSSM service installer >

Application I Details | Log on | Dependencies | Process | Shutdown | Exit 4] »

] | T
Startup directory: | _I

Argurnents: |

Service name:  [Scheduler Satelite Install service | Cancel |

Search SchedulerSz

‘older =
-~
Name Date modified

T client-side 12/12/2024 4:56 PM

T installs 12/13/2024 3:05 PM

T server-side 126052024 4:56 PM

O satellite

No preview ava

le name: | satellite ~ | Apph ons

Open

m Click the Install Service button.

N NSSM service installer X
Application I Details | Log on | Dependencies | Process | Shutdown | Exit 4| »
Application
Path: IC:\SMS&B“WQ\S&E"“&GH& B
Startup directory: [CAG chedulers atelite =]
Arguments: |
Service name:  |Scheduler Satellite Install service I Cancel I

m  Run the Services application on Windows and make sure that
“Scheduler Satellite” is running. If not, start the service.

Page 22 of 269




302 Courthouse Road, Suite H

geo jo be Gulfport, MS 39503

(844) GEO-JOBE (436-5623)

N

Application l Details | Log on | Dependencies | Pracess | Shutdown | Exit 4] *

Application

Path: [C: \SchedulerS atellite\satellite. exe J
Startup directory: [C: \SchedulerS atellite J
Arguments: [

 NSSM X
Service name: |§

_[_E]E]
3%E

Service “Scheduler Satellite” installed successfully!

m See Section I: Scheduler Satellite for more information on how
to configure Satellite in the Scheduler for ArcGIS application.

3. Updating an Existing Version of Scheduler for ArcGIS or
Scheduler Satellite

a. To stop the current Scheduler for ArcGIS/Scheduler Satellite service,
search for services, click on Scheduler Satellite, right-click it, and then
select Stop from the pop-up menu.
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" Services (Local)

Scheduler Satellite Name Description Status Startup Type Log On As
‘L) Realtek Audio Universal Serv.. Realtek Audi.. Running  Automatic Local System

Stop the servic-e -S‘.’; Recommended Troubleshoo.. Enables aut.. Manual Local System

Pause the service

Restart the service £k Remote Access Auto Connec.. Creates a co.. Manual Local System
£ Remote Access Connection .. Manages di.. Running Manual Local System
.r." Remote Desktop Configurati.. Remote Des.. Manual Local System
-._‘,.;?3 Remote Desktop Services Allows users ... Manual Network Se...
-.',;3; Remote Desktop Services Us.. Allows the re.. Manual Local System
-f;;’; Remote Procedure Call (RPC) The RPCSSs..  Running Automatic Network Se...
.C(’ Remote Procedure Call (RPC).. In Windows ... Manual Network Se...
.':; Remote Registry Enables rem... Disabled Local Service
£} Retail Demo Service The Retail D... Manual Local System
.‘; Routing and Remote Access  Offers routi... Disabled Local System
ELRPC Endpoint Mapper Resolves RP..  Running Automatic Network Se...

heduler Satellite F—— a i Local System

f." Scheduler Server Automatic Local System
-.5‘,-\}; Secondary Logon Stop Manual Local System
-f.;"_. Secure Socket Tunneling Pro... 5 B Manual Local Service
Af.,\!e Security Accounts Manager Automatic Local System
£} Security Center " Automatic (De.. Local Service
-,-’,;-3‘: Sensor Data Service Manual (Trigg.. Local System
£ Sensor Monitoring Service iiasks > Manual (Trigg.. Local Service
2 Sensor Service Manual (Trigq.. Local System
Extended /{ Standard / Refresh

b. Update the name for your current Scheduler or Satellite folder to include
the suffix “_old". This is recommended best practice until the update is
complete, so you can roll back if an unexpected error occurs during

installation.

| LJ'LrIJi!i-J._iLULI\

Scheduler old

c. Recreate the original Scheduler or Satellite folder, then move the Zip file
containing the update to the same location where you installed Scheduler
for ArcGIS or Satellite, then extract it. We recommend moving the files
while they are still zipped, as this is a faster and more efficient use of both

your computer’s resources and your time. If you do not have it, we
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G J > ThisPC > 0OS(C) > inetpub > wwwroot >

T Sort = View wen
Name Dat: dified Type Size
Scheduler File folder
¢ iisstart &) 1 11:08 AM Chrome HTML Docu.. 1 KB
] jisstart 8/1/2024 11:08 AM PNG File 97 KB

d. recommend using 7zip to extract the files. 7zip is faster, more efficient,
and more reliable than the default Windows process.

e. If you made custom changes to config/nodeconfig.json, copy those files
as needed from the _old directory into the new directory.

[ g e 4 e e e 4 e

‘ N web.config 11/25/2024 3:47 PM CONFIG File 2 KB

f. Torestart the Scheduler Service or Satellite Service, search for services,
click on Scheduler Satellite, right-click it, and then select Stop from the
pop-up menu.

Services

File Action View Help

e m B o= HEmE > n o
. Services (Local) ~ . Services (Local)
Scheduler Satellite Name Description  Status Startup Type Log On As
£k Retail Demo Service The Retail D... Manual Local System
Start the service &)k Routing and Remote Access  Offers routi.. Disabled Local System

C Endpoint Mapper Resolves RP..  Running  Automatic Network Se...

heduler Satellite Automatic Local System
heduler Server Start aning  Automatic Local System
&} Secondary Logon Manual Local System

ure Socket Tunneli aning  Manual Local Service
curity Accounts Mar ning Automatic Local System

curity Center wning  Automatic (De..  Local Service

&k Sensor Data Service Manual (Trigg.. Local System

& Sensor Monitoring Se (S 5 Manual (Trigg.. Local Service

£} Sensor Service Manual (Trigg.. Local System
Refresh

& covioar L Relresh e Bitmrmatic (Tei Lmral Cuetam

g. For Scheduler for ArcGIS, test the update at the same URL you used to
access Scheduler for ArcGIS before. If the webpage loads and you can
sign into Scheduler for ArcGilS,
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AEO B

5

Scheduler for ArcGIS

Tasks Logs Calendar

[___o°] L]
= A5 =l
Services Webhooks |dentities

h. you may delete the _old folder created in step b.

=] Lo

Scheduler old

i. Ifthe webpage does not load or you cannot sign into Scheduler for ArGIS,
please reach out to GEO Jobe's Support Division (support@geo-jobe.com)
for additional help. For Scheduler Satellite, you can verify that the update
was successful by going to the Satellites page within the main Scheduler
for ArcGIS application and verifying that the connection to the Satellite is

valid.
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AE O & Satellites p -

Satellites | Server Event Collections

Filter method @ | Content that satisfies all filters ("AND") ¢ 1l Delete Satellites
& Refresh B Rows perpage | 25 * e
O | s -7 Name N Connections N URL <
o v 108satellite Enterprise 108 (ArcGIS Server Machine) https:// - Wscheduler-satellite/api =B
(a} X Enterrise 112 | Enterprise 112 (ArcGIs Server Machine) hitp://44:20757.42.7510 ZzB

4. Changing the port of Scheduler Service or Scheduler Satellite
Service

a. Scheduler by default runs internally on port (7501), and Scheduler
Satellite runs on port (3000). If you wish to change the port number,
follow these steps:

m  Temporarily stop the Scheduler or Satellite service if it is running.

Scheduler Satellite Name Description Status Startup Type Log On As
':S}, Realtek Audio Universal Serv.. Realtek Audi.. Running  Automatic Local System

Stop the Semc.e -Q Recommended Troubleshoo.. Enables aut... Manual Local System

Pause the service e

Restart the service Q Remote Access Auto Connec.. Creates a co.. Manual Local System

o :@*Remote Access Connection .. Manages di.. Running  Manual Local System
':Q}. Remote Desktop Configurati.. Remote Des... Manual Local System
&Ramote Desktop Services Allows users ... Manual Network Se..
@k Remote Desktop Services Us.. Allows the re.. Manual Local System
@}, Remote Procedure Call (RPC) The RPCSSs.. Running  Automatic Network Se..
'ék Remote Procedure Call (RPC).. In Windows ... Manual Network Se...
\.‘% Remote Registry Enables rem... Disabled Local Service
1€ Retail Demo Service The Retail D.. Manual Local System
(‘.‘%‘Rnuting and Remote Access  Offers routi... Disabled Local System
@k RPC Endpoint Mapper Resolves RP..  Running  Automatic Network Se..

Scheduler Satellite ST utomatic

%&heduler Server Start Automatic Local System
16 Secondary Logon Stop Manual Local System
'\Q‘(Secure Socket Tunneling Pro... % Manual Local Service
'{‘%Securlty Accounts Manager Automatic Local System
@Secu rity Center " Automatic (De.. Local Service
'@}}tSensor Data Service Manual (Trigg.. Local System
@Senscr Monitoring Service ruiasks > Manual (Trigg.. Local Service
1k Sensor Service Manual (Trigg.. _Local System
Extended A Standard / Refresh
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In the Scheduler base directory, edit the web.config file, find the

|
line
<action type="Rewrite"
url="http://localhost:7501/{R:1}" />
J > ThisPC > O0OS(C) > inetpub >  wwwroot > Scheduler >
web.config x —+

bmo-logs bmo-logs-1733923569312.txt
"application/font-woff" />

File Edit View
<mimeMap fileExtension=".woff"” mimeType=
<remove fileExtension="_.json" />
<mimeMap fileExtension=".json" mimeType="application/json” />
</staticContent>
<security>
<requestFiltering>
<requestLimits maxAllowedContentLength="1073741824" />
<hiddenSegments>
<add segment="server-side" />
</hiddensegments>
</requestFiltering>
</security>
<rewrite>
<rules>
<remove name="ReverseProxyInboundRulel" />
<rule name="Rewrite /proxy? to proxy.ashx">
<match url=""proxy?(.*)" />
<action type="Rewrite" url="proxy.ashx?{R:1}" />
</rule>
<rule name="ReverseProxyInboundRulel" stopProcessing="true">
<match url="api/(.*)" />
<action type="Rewrite" url="http://localhost:7501/{R:1}" />
</rule>
</rules>
</rewrite>
<httpProtocol>
<customHeaders>
m  And change it to
<action type="Rewrite"
url="http://localhost:yourPortNumber/{R:1}" />
m Save this file and edit your text editor.
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m Under the <schedulerhome>/config directory, edit the
nodeconfig.json file and update the port to your new port

number.

J > ThisPC > 0S(C) > inetpub > wwwroot > Scheduler > server-side > config

[ @ ® W NSty = Viw-
s
e Date modified Type Size
«deconfig 11/25/2024 3:47 PM JSON File 2KB
rsion 11/25/2024 3:47 PM JSON File 1KB
bmo-logs_bmo-logs-17 12.txt web.config nodeconfig.json
B fig.j X

File Edit  View

k
“port": 7561,
"hostname": "https., >cainost:7501",
"licenseFilename": "SCHED-geojobe.license.txt",
"useHTTPS": false,
"certs”: {

"certificate": "certificate.pem”,
"key": "key.pem"
€
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<schedulerhome>/installs/install_server.bat to create the
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service.
C J > ThisPC > 0OsS(C) > inetpub >  wwwroot Scheduler > installs >
(8 @D & m N Sort ~ = View ~
Name Date modified Type Size
mongodb-migration-tools 11/25/2024 3:46 PM File folder
satellite 11/25/2024 3:46 PM File folder
standalone 11/25/2024 3:47 PM File folder
&l edit_server 11/25/2024 3:46 PM Windows Batch File 1KB
%] install server 11/25/2024 3:46 PM Windows Batch File 1KB

¥ mongodb-windows-x8b_.4-8.0.3-signed
B nssm
[%] remove_server

Scheduler for ArcGIS Installation Instructions

5. Licensing

11/25/2024 3:46 PM
11/25/2024 3:46 PM
11/25/2024 3:46 PM

11/25/2024 3:46 PM

Windows Installer Pa...
Application
Windows Batch File

Adaobe Acrobat Docu...

324 KB

1KB

332 KB

The licensing for Scheduler for ArcGIS is based on connectors, specifically per connector

or the URL used to access your ArcGIS Organization. Each unique ArcGIS Organization

requires a separate connector for Scheduler usage. The license encompasses unlimited

implementations of Scheduler Satellite, facilitating access to data sources for

integration with your Scheduler application. Additionally, a Scheduler license allows

access for unlimited users to the application.

Your license is contained in a file in your main Scheduler/Scheduler Satellite directory

called SCHED-geojobe.license.txt. Opening this file in a text editor you can see your

expiration and connector information. You may also change the name of the license file

that Scheduler for ArcGIS is looking for by opening
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scheduler/server-side/config/nodeconfig.json and changing the licenseFilename
field.

C (J > ThisPC > OS(C) > inetpub > wwwroot > Scheduler >

© @D ® W N Sort ~ = View .ee
Name h Date modified Type Size

assets 11/25/2024 3:46 PM File folder

BMOfetch 11/25/2024 3:46 PM File folder

client-side 11/25/2024 3:46 PM File folder

installs 11/25/2024 3:46 PM File folder

server-side 11/25/2024 3:47 PM File folder
@ apple-touch-icon 11/25/2024 3:46 PM PNG File 5 KB
@ favicon 11/25/2024 3:.46 PM ICO File 34 KB
GEO Jobe Software EULA 11/25/2024 3:46 PM Adobe Acrobat Docu... 185 KB
GEO Jobe Software Support Packages 11/25/2024 3:46 PM Adobe Acrobat Docu... 172 KB
€ index 11/25/2024 3:46 PM Chrome HTML Docu... 1 KB
¢ login 11/25/2024 3:47 PM Chrome HTML Docu... 0 KB
= manifest 11/25/2024 3:47 PM JSON File 1KB
€ oauth-callback 11/25/2024 3:47 PM Chrome HTML Docu... 1 KB
@ oauthkeepalive 11/25/2024 3:47 PM Chrome HTML Docu... 1 KB
,J SCHED-geojobe.license 11/25/2024 3:47 PM Text Document 44 KB
Scheduler for ArcGIS Installation Guiae 11/25/2024 3:47 PM Adcbe Acrobat Docu... 374 KB

5 bmo-logs_bmo-logs-1733923569312.txt web.config SCHED-geojobe.license.txt

File Edit View

lscheduler for ArcGIS License #-

Expiration: 2025-85-03

Connectors: https:// , https://enterprisel@7l-iwa.geopowered.c
https://enterprisele8.geopower . com/portal, https://enterprisell3.geopowered.com/por
===START LICENSE FILE == ===
Lj6b24ZDtGnFReyk5CTPWygA7KX6bLdfGchEdLZk4CFIgaihLUxpNhIFCMBaGxyMK1U60tF ZyHy6FhPXZEZ1V
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G ) > ThisPC > 0OS(C) > inetpub > wwwroot > Scheduler > server-side > config
© @B = N sort v = View ~
Name Date modified Type Size
| nodeconfig 11/25/2024 3:47 PM JSON File 2 KB
= version 11/25/2024 3:47 PM JSON File 1 KB
E nodeconfig.json X =

File Edit View

i
"port": 7501,
"hostname": "https://localhost:7501",
"licenseFilename"”: "SCHED-geojobe.license.txt"”,

"useHTTPS": false,

W mamde = 1T,

D. Configuring Scheduler for ArcGIS

When you open Scheduler for ArcGIS for the first time, you will be taken through
several configuration steps. These steps are not necessary when upgrading or replacing

a previous version of Scheduler.

1. When the application first loads, you will be asked to create both an organization

superuser account and an internal superuser account.
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S

Scheduler for ArcGIS

Create Superusers

The organization superuser account will login with credentials from one of the
ArcGIS organizations licensed for Scheduler. The internal superuser account will
login with credentials saved to and encrypted in a MongoDB database and
verified by Scheduler and will not interact with the organization to login. This
internal superuser account can serve as a backup account in case you are not
able to login with your organization credentials. Scheduler must have at least
one internal superuser to function and ensure that you won't ever get locked out
of the application. Both superuser accounts (and all other superuser accounts)
will be able to perform all functions on all licensed identities, so they should
belong to someone who is an administrator in the organization.

a. For the ArcGIS organization superuser, the username should be the
username of whatever organization credentials you're going to be logging
in with. For the internal superuser, the username can be whatever you
want. We strongly recommend that any superuser be a native admin in
their organization. Superusers have the ability to refresh tokens, and
some aspects of Scheduler will not work properly if the saved token
doesn’t belong to an admin.
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5

Scheduler for ArcGIS

Create Superusers

Create an account to be used as the initial Scheduler for ArcGIS superuser. The username must match the
username that will be used to login to one of the licensed organizations. You will be asked to enter your
organization credentials in the next step. Additionally, create an internal Scheduler user account that can be
used to login with credentials saved to Scheduler, independent of your organization. @

First Name Last Name

Portal ‘ ‘ Admin ‘
ArcGIS Organization Username @ Email
} portaladmin ‘ ‘ portaladmin@yourdomain.com ‘
Internal Scheduler Username @ Password @

Scheduler_Super_User ‘ ........... | ‘

2. Once you've created the initial users, you will be asked to add one or more
identities from those that are licensed for Scheduler.

Scheduler forArcGIS
You must add one o more identites to use Scheduler for ArcGIS. Once you have added one or more identities, you will be able to login to Scheduler.

Organizations ~ Connections

ArcGIS Online Organizations

Organization N Log Folder ID N URL N Auth - Token Expires

ArcGIS Enterprise Organizations

Organization [ Verson ~ Log FolderID < URL < Ath - Token Expires <

You must add the identity that you are using for the superuser’s credentials and
can add others as well. You can use Scheduler with both ArcGIS® Online and
ArcGIS Enterprise Organizations. When you click the + ADD Button, you will be
prompted to enter your organization’s name and URL, which is the licensed
connector to your ArcGIS organization.
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Organizations | Connections

ArcGIS Online Organizations

Organization - Log Folder ID - URL - Auth - Token Expires

ArcGIS Enterprise Organizations

Organization - ‘ Version ~ ‘ Log Folder ID R URL - Auth R Token Expires

a. If your organization uses OAuth authentication, you will need to enter an
app ID/client ID. If your organization uses IWA (Windows Authentication),
you will not need an app ID/client ID. For more information on identities,

see the Setting Up Identities section below.

S

Scheduler for ArcGIS

hitpsi// . bortal

ClientID (App ID)
c

[J Click to save organization credentials in Scheduler @

3. After you're done adding identities, click Proceed to Login. Once you arrive at the
login page, you should log in with the superuser credentials and identity that

were just set up.
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<

Scheduler for ArcGIS

Organizations | Connections

ArcGIS Online Organizations

Organization Log Folder ID URL Auth Token Expires

ArcGIS Enterprise Organizations

Organization Version Log Folder ID URL Auth Token Expires

Enterprise 11.4 20242 676355d01676b783067f4b77 https://1 I portal OAuth2 1/1/2025 5:08 PM

Proceed to login

4. Once you're logged in, you should configure the following in Settings. You won't
be able to create tasks until you have configured at a minimum the logs folder
and task output files folder. For more information on these settings and others,

see the Settings section below.

a. REQUIRED - The logs folder. This is where the logs that Scheduler
generates for each task will be stored. You will have the option to
regularly delete these log files after a selected period of time.
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A E O B O Settings
[J Check this box to enable Accessibility Mode

General Settings =~ Users

Logs Folder (Required)

Input the folder path where task logs will be stored. Each identity will be given a subfolder in this folder where task logs for that identity will be stored. Logs will
have the file name <Task Name>_<Start Date And Time>_log.json. To avoid problems when updating your Scheduler build, this folder should be located

outside of the Scheduler application folder.

Delete Logs
Checking the box below will automatically delete logs and their associated log files after the chosen period of time.

[ Delete logs and log files after |30 | days

Task Output Files Folder (Required)

Input the folder path where task specific output files (e.g. downloaded CSVs) will be stored. You can override this by entering a full file path in the output file
name for a particular task. To avoid problems when updating your Scheduler build, this folder should be located outside of the Scheduler application folder.

Set Task Run Concurrency
Choose the maximum number of tasks that will run at a time.

Number of tasks: | 1

Token Expiration Reminders

Choose whether to receive an email warning that a saved token for one of your organizations has expired and/or is expiring soon. You will not receive emails

about organizations with saved credentials, as Scheduler will refresh these tokens automatically.

Send an email reminder when a token will expire within| 3 days
Send an email reminder when a token is expired
Choose how often to send reminders:

Just once s

b. REQUIRED - The task output files folder. This is where files generated by
Scheduler tasks will be saved (for example, if your task includes a step
that exports content to CSV). Within an individual task, you will also be
able to choose a different location for output files.

& 08 Settings

LIHECKINY U1E UOX UEIOW WIIT dULOTTIdULdIly URIELE 10YS dllU LIEN dSSULIdLEU 10Y HIES dILEl LIE LIUSET PETIUU UL UITE.

[] Delete logs and log files after |30 | days

Task Output Files Folder (Required)

Input the folder path where task specific output files (e.g. downloaded CSVs) will be stored. You can averride this by entering a full file path in the output file
name for a particular task. To aveid problems when updating your Scheduler build, this folder should be located outside of the Scheduler application folder.

c. OPTIONAL - Token expiration reminders. In order to perform operations
in your organization, you will need to have a current token for that
organization saved on the Identities page. Tokens expire after two weeks.
If an organization’s token is expired, tasks for that organization will not
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run. If you save credentials with the identity, Scheduler will automatically
refresh tokens for you. Otherwise, you will need to do so manually, and
Scheduler can send you emails reminding you to do so.

AE O OO Settings

Token Expiration Reminders
Choose whether to receive an email warning that a saved token for one of your organizations has expired and/or is expiring soon. You will not receive emails

about organizations with saved credentials, as Scheduler will refresh these tokens automatically.

Send an email reminder when a token will expire within| 3 days
Send an email reminder when a token is expired
Choose how often to send reminders:

Justonce s

Choose who to send email reminders to

All Scheduler superusers -

d. OPTIONAL - The Scheduler URL for Webhooks and Satellite. This is the
URL where the Scheduler application is installed so that webhooks and/or
Satellites can communicate with it. If you want to use Satellite, the URL
needs to be reachable from another machine (i.e. you need either a fully
qualified domain name (FQDN) if you have one, or the IP address of the
machine). If you want to use webhooks, see the section about
requirements for using webhooks. If you do NOT want to use webhooks
or Satellite, you don’t need to update this setting.

AE OB O Settings

Scheduler URL for Webhooks and Scheduler Satellite
Input the URL of the location where Scheduler is currently running, which can be used as the payload URL for webhooks, and/or as the parent URL for Scheduler
Satellite to communicate with the main application. If you do not intend to use webhooks or server event triggers, you can leave this blank. If you are using the

default IS web.config settings, this URL will end in /api. @

https://dns.domain.com/ApplicationName/api

Validate for Webhooks Validate for Satellite

e. OPTIONAL - Event collections and event logs files folder. This is where
event collections and event logs will be stored. This is optional and you
can leave it blank if you don't intend to use event collections or event
logs.
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A @B OB O Settings

Validate for Webhooks Validate for Satellite

Event Collection and Event Log Files Folder

Input the folder path where webhook event collection and event log files will be stored.

f. OPTIONAL - Email settings. This is what will be used for Scheduler to send
emails. Enter the information for your SMTP email server, or use the
Custom Settings option for additional settings. This is optional but highly
recommended, as the ability to send emails to alert people of potential

problems is an important use for Scheduler. For more details on setting
up email, see below.
AE O 8O Settings @ :mff:}mig;

Event Collection and Event Log Files Folder

Input the folder path where webhook event collection and event log files will be stored

ceive email reminders when tokens are expiring, and to use tools

Email Settings

Configure email settings. These settings are optional, but you must have them
that send emails.

SMTP Connection

configured in order to receive emails when tasks are completed, to re

SMTP Hostname:
SMTP Port 587

SMTP Email

SMTP Username

(optional)

SMTP Password:
Maximum 3
Concurrent

Connections:

2}

Test Mail Settings ‘

5. You are now ready to make tasks and start using Scheduler.

E. Settings

The Settings tab, accessible via the cog icon in the top bar in the upper left of the
Scheduler application, contains various configuration options for Scheduler. After
initially configuring Scheduler for the first time, when you initially login, you will be

directed to the Settings page first. This is because some settings must be configured
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before you can begin using tasks. You can also edit these settings at any time by
navigating to this page.

A E OO Settings

1. General Settings

This tab contains general settings, and is visible to all Scheduler users. The settings
are described below:

e Accessibility Mode enables some additional options to make Scheduler more
accessible.

e The Logs Folder indicates where to store the task logs. If you change this option,
all current logs will be moved to the new location.

o Users shouldn’t move logs manually, otherwise, Scheduler won't be
able to find them.

e The Delete Logs option allows users to choose to automatically delete logs after
a certain number of days.

e The Task Output Files Folder is the default location for files generated by tasks,
such as CSVs. For each individual step in a task, a different output file location
can be specified by putting in a full file path. Otherwise, entering a file name
with no file path will cause the file to be saved to the folder indicated here. Files
will also be saved here if the input file path is invalid.

e Task Run Concurrency indicates the number of tasks that can run at once. In
most cases, this should be 1. A robust server may be able to run more than 1
concurrent task; however this should be done with caution as multiple tasks

could use a lot of resources or cause Scheduler to run slowly.
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Set Task Run Concurrency
Choose the maximum number of tasks that will run at a time.

Number of tasks: 1

e Token Expiration Reminders gives you the option to have Scheduler send you an
email to warn you of organization tokens that have expired and/or are expiring
soon. You can choose how often Scheduler will email you, and who the emails
will be sent to. You will not receive emails about organizations with saved
credentials, as Scheduler will refresh these tokens automatically.

Token Expiration Reminders
Choose whether to receive an email warning that a saved token for one of your organizations has expired and/or is expiring soon. You will not receive emails

about organizations with saved credentials, as Scheduler will refresh these tokens automatically.

Send an email reminder when a token will expire within| 3 days
Send an email reminder when a token is expired
Choose how often to send reminders:

Justonce

Choose who to send email reminders to:

All Scheduler superusers

e The Calendar Settings specify the number of years worth of tasks that are
displayed on the calendar, more years means the calendar will take longer to
load, depending on how many tasks you have and how frequently you run them.

Calendar Settings
Choose how many years of scheduled tasks to display on the calendar.

Number of years: 5

e Check for Feature Service Updates Frequency applies to tasks that are triggered
by feature service updates. This property indicates how often Scheduler will

check for feature service updates.
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o The default is once per hour. Checking for feature service updates is a
relatively resource-intensive process, so if your triggered tasks will be
watching many feature services and/or very large feature services,
checking too frequently could lead to decreased performance.

Check for Feature Service Updates Frequency
For tasks triggered by updates to feature services, choose how frequently to check for updates.

Check feature services for updates every 1 hours :

e The Scheduler URL For Webhooks and Scheduler Satellite is the URL where the
Scheduler application can be reached from another machine. This will be used
for Satellite and it will also be the payload URL for webhooks, but there are
different requirements depending on what you want to use it for. For Satellite,
this can be any valid URL that is reachable from an outside machine. For
webhooks this URL must be a fully qualified domain name (FQDN) that is
recognized by the DNS (it should not contain the web adaptor or an IP address),
it must be HTTPS, and the hosting server where Scheduler is installed must have
a valid certificate that is not self-signed, per Esri's current requirements.

e Esri’'s current requirements

o To validate the payload URL for Enterprise, a test organization webhook
will be created and then deleted in one of the Enterprise organizations to
ensure that the URL is valid and able to receive the message from the
webhook. To validate the payload URL for ArcGIS Online, the URL will be
tested to ensure that it is reachable. If you don’t intend to use webhooks
or Satellite, this property isn't necessary.

Scheduler URL for Webhooks and Scheduler Satellite

Input the URL of the location where Scheduler is currently running, which can be used as the payload URL for webhooks, and/or as the parent URL for Scheduler
Satellite to communicate with the main application. If you do not intend to use webhoaks or server event triggers, you can leave this blank. If you are using the

default IIS web.config settings, this URL will end in /api. ©

e hitps://dns.domain.com/ApplicationName/api

Validate for Webhooks Validate for Satellite
event logs, this isn't necessary.
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Event Collection and Event Log Files Folder

Input the folder path where webhook event collection and event log files will be stored.

e Email Settings are described in greater detail below.

2. Setting Up Mail Capabilities

Email settings can be found at the bottom of the General Settings tab. Setting up
email isn't required to use Scheduler or run tasks, but it is necessary if you want

to be able to receive emails from tasks, reports on whether tasks succeeded or
failed, and reminders to refresh tokens for your identities.

There are two options for mail types that can be configured:

e SMTP

Standard SMTP options are available in this section, including host, port,

username, and password. If there is a configuration that is not supported
here, the Custom Settings can be used instead.

Email Settings

Configure email settings. These settings are optional, but you must have them configured in order to receive emails when tasks are completed, to receive email reminders when tokens are expiring, and to use t

ools

587

SMTP Username

(optional)

SMTP Password!

e Custom

o Scheduler uses Nodemailer for its mail system, so any transport

configuration that works in Nodemailer can be entered here. The format
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for this section is JSON, and you can get a list of options at
https://nodemailer.com/smtp/#examples.

If you are using a credential-less internal email server without authentication, use the
following format under the Custom Settings section, below:

C/C++

{
"host": "yourhostinfo",
"port": 25,

"tls": { "rejectUnauthorized": false}

Additional Settings:
Maximum Concurrent Connections: Different email services have rules about the

number of concurrent connections that can be made at one time. If you are unsure
of the correct value, consult the documentation for the email service you wish to

use.
Test Mail Settings
To test your connection settings, you can use the Test Mail Settings button to check

if your connection settings are valid. You will see a modal with a response message

(testing mail settings will not actually send an email).

3. Users
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For a person to use Scheduler, they must be added as a Scheduler user.
Organization users in Scheduler can login with the credentials from their ArcGIS
organization if that organization has been added as an identity, but the fact that
someone is a user in an ArcGIS organization that is added as a Scheduler identity
does not automatically mean that they will be able to use Scheduler; they must be
added in the Users tab. The Users tab is only visible to Scheduler superusers, and
allows you to create, edit and delete Scheduler users. Scheduler has several options
for configuring users, including different login types, different roles and different

permitted organizations that users can interact with.

Adding and Updating Users

Superusers can add and update users with the Add / Update Users button. You can
choose to add a single user, or to bulk add or update users from a CSV. When
uploading a CSV, users whose username already exists in Scheduler will be updated,
while users not already present will be added. For users who are administrators,
you can bulk add and remove permissions for organizations and connections using
the Add Identities and Remove Identities buttons.

User Types
Scheduler has two user types: organization users and internal Scheduler users.
These user types are not related to user types in ArcGIS.

General Settings = Users

Filter method @ | Content that satisfies all filters ("AND") * Delete Users
RVECREEIRA Rowis perpage | 25 % @

Name Username Email Role User Type Enabled Identities
»
] |An am am @ com Superuser Internal user https:// maps.arcgis.com D’ P
O [An am am @ .com Superuser Organization user https:// .maps.arcgis.com @

e Organization users are users with accounts in one or more of your ArcGIS

organizations licensed for Scheduler. Organization users login to Scheduler by
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using either Esri's OAuth2 authentication or Integrated Windows Authentication
(IWA) to login to their organization, depending on the authentication type
configured for that organization. Thus, an organization user’'s username in
Scheduler should match their ArcGIS username in the organization they are
using to login. When an organization user logs in, if they are a native admin in
the ArcGIS organization, their token is saved to Scheduler’'s database, with the
token encrypted and used to run tasks, create and view webhooks, and perform
other functions. If they are not a native organization admin, their token will not
be saved, because a native admin’s token is necessary to perform many of
Scheduler's operations. However, they will still be able to use the native admin
token that is stored with Scheduler's identities if they are a superuser or
administrator role ( see User Roles below ).

e Internal Scheduler Users are users who do not have credentials in one of your
ArcGIS organizations ( i.e. a supervisor running reports, but who doesn't need to
access the ArcGIS Organization itself ). These users login with a unique set of
credentials that are saved and encrypted in a MongoDB database and validated

by Scheduler. Internal users do not interact with your organization to login.
User Roles

Scheduler has three roles: Superuser, Administrator, and Viewer. These roles are

not related to user roles in ArcGlIS.
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User Information X

User Type @

Select... =
First Name Last Name
Username

Email

Role

‘Serect... s

Administrator

Viewer

e Superusers can perform all activities, including creating, editing, and deleting
users, identities, and connections. Superusers can also access and use all
identities licensed for Scheduler. Scheduler must have at least one organization
superuser and one internal superuser. When you open Scheduler for the first
time, you will be required to create both an organization and an internal
superuser, who will then be able to create other users. Only people who are
administrators in the organizations licensed for Scheduler should be superusers.

e Administrators can create and run tasks, create and use webhooks, event
collections and event logs, and manage services, but they cannot create or
manage users, identities or Satellites. Additionally, you can grant administrators
access to only certain organizations and connections that you have licensed for
Scheduler. In this case, administrators will only be able to create, edit, and use
tasks, webhooks, event collections, event logs and services for the permitted
organizations and connections. For example, you may want to give someone
access to use Scheduler within your development environment, but not your
production environment. This will give you greater control over what users can
do in Scheduler, allowing you to add more users without worrying that a user

from one organization will interfere with tasks in another.
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Satellites, but cannot create, update, use, or delete them. Most buttons will be

disabled for viewers. Junior level members of your organization or people

outside your organization would be good candidates to be viewers.

Scheduler is a powerful tool that can reach deep into your organization and allow

you to interact with content, services, server machines, and other components.

Because of this, GEO Jobe highly recommends that only native admins in your

ArcGIS organization be permitted to use Scheduler as superusers or administrators.

If you want someone who is not a native admin to be able to use Scheduler, GEO

Jobe highly recommends making them a viewer.

Table: Scheduler Roles and Permissions:

identities (if a task has

Action Role
Superuser Admin Viewer
Yes for permitted
Login with org credentials Yes identities, but not No
recommended
View tasks Yes Yes Yes
Yes for permitted
Add custom task Yes . .. P No
identities
Yes for permitted
Add template task Yes ) o P No
identities
Yes for permitted
Enable task Yes . . P No
identities
Yes for permitted
Disable task Yes . .. P No
identities
Yes, as long as both the
Yes, as long as the
g Scheduler user and the
target user has
Transfer task . target user have No
permission to use all of o
s o permission to use all of the
the tasks' identities Ve "
tasks' identities
Yes f i
Delete task Yes . es or permitted No
identities
RUN task Yes Yes for permitted No
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Action Role
Superuser Admin Viewer
more than one identity it
will run it only for the
permitted ones)
Yes f i
Edit task Yes . es or permitted No
identities
View logs Yes Yes Yes
Yes for permitted
Delete logs Yes . - P No
identities
View check flags Yes Yes Yes
Yes for permitted
Add check flag Yes ) o P No
identities
Yes for permitted
Update check flag Yes . - P No
identities
Yes for permitted
Delete check flag Yes . . P No
identities
View schedule adjustments on
W ! u Yes Yes Yes
the calendar
Add or remove schedule Yes for permitted
. Yes . - No
adjustments on the calendar identities
View services Yes Yes Yes
Yes for permitted
Start service Yes . P ! No
connections
. Yes for permitted
Stop service Yes . P No
connections
View individual service info Yes Yes Yes
Yes for permitted
Edit service Yes . b ! No
connections
View service database tables Yes Yes Yes
Add service database table Yes Yes No
Update service database table Yes Yes No
Delete service database table Yes Yes No
View service workspaces Yes Yes Yes
View webhooks Yes Yes Yes
Yes for permitted
Create webhook Yes . . P No
identities
Yes f itted
Delete webhook Yes . es or permitte No
identities
Yes for permitted
Update webhook Yes . . P No
identities
Yes for permitted
Update payload URL Yes . - P No
identities

Page 49 of 269




302 Courthouse Road, Suite H

eo .obe Gulfport, MS 39503
g j (844) GEO-JOBE (436-5623)

Action Role
Superuser Admin Viewer
Yes for permitted
Activate webhook Yes . .. P ! No
identities
Yes f i
Deactivate webhook Yes . es or permitted No
identities
Export webhook Yes Yes Yes
Yes for permitted
Import webhook Yes . . P No
identities
View event collections Yes Yes Yes
. Yes, with webhooks for
Create event collection Yes No

permitted identities

Yes, if all of the
Update event collection Yes webhooks are for No
permitted identities

Yes, if all of the

Delete event collection Yes webhooks are for No
permitted identities
View event logs Yes Yes Yes
Yes, with webhooks for
Create event log Yes No

permitted identities

Yes, if all of the
Update event log Yes webhooks are for No
permitted identities

Yes, if all of the

Delete event log Yes webhooks are for No
permitted identities
View organizations Yes Yes Yes
Add organization Yes No No
Update organization Yes No No
Refresh organization token Yes ) Y?.S for permitted No
identities
Delete organization Yes No No
View connections Yes Yes Yes
Add connection Yes No No
Update connection Yes No No
Delete connection Yes No No
View server logs Yes Yes Yes
View users Yes Yes No
Add user Yes No No
Update user Yes No No
Delete user Yes No No
View Satellites Yes Yes Yes
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Action Role
Superuser Admin Viewer
Add Satellite Yes No No
Delete Satellite Yes No No
Update Satellite Yes No No
View server event collections Yes Yes Yes
Yes for permitted
Create server event collection Yes . P No
connections
. Yes for permitted
Delete server event collection Yes . P No
connections
. Yes for permitted
Update server event collection Yes . P No
connections
View Settings Yes Yes Yes
Update Settings Yes No No

F. Setting Up Identities

The identities page allows you to set up your ArcGIS Online and ArcGlIS Enterprise
organizations, and also to edit them, delete them, and refresh their tokens. You can also
create, update and delete connections to ArcGIS Server, ArcGIS Monitor and databases.
You can use Scheduler with all of the organizations that are included in your license,
which you can view in the License tab. You can also use Scheduler with unlimited ArcGIS
Server, ArcGIS Monitor and database connections.
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5

Scheduler for ArcGIS

Tasks Logs Calendar

[ ee] A
— S (=]
Services Webhooks Identities

1. Organizations

You can add an organization by clicking on the blue + next to the appropriate
organization type.
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Organizations @ Connections

ArcGIS Online Organizations

Organization

GEQO Scheduler 67441dE

ArcGIS Enterprise Organizations

Organization Version

Enter an organization name, which can be any name you want. If you have a
Standard license, select one of the licensed organizations from the dropdown. If you
have a Site License, manually type or copy/paste the organization URL in the box. If
your organization uses OAuth2 for authentication, enter a Client ID (App ID).

To obtain an App or Client ID, follow our instructions for creating an App or Client
ID for your ArcGIS organization. If you have never created an application item for

a GEO Jobe product, follow the instructions all the way through. If you have an

existing application item that you have used for other GEO Jobe products, go to that
application and skip to Step 5 to add the Scheduler application to the Redirect URLs.
If your organization utilizes IWA Authentication you do not need a Client ID (App ID).
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Organizations ' Connections

Organization Name

URL

Select v

Client 1D (App D)

] Click to save organization credentials in Scheduler (7]

Cancel ‘ Add

Optionally, you can choose to save organization credentials to Scheduler.

Click to save organization credentials in Scheduler @

Username

Password

This will allow Scheduler to refresh tokens automatically so you will not have to
remember to do so. If you choose this option, the username and password will be
saved in the Scheduler database, with the password encrypted. If you choose not to
save credentials, you will need to remember to refresh tokens every two weeks (by
default, if you have email set up, Scheduler will send email reminders to do this,
which you can configure in Settings).

Page 54 of 269



302 Courthouse Road, Suite H

eo .obe Gulfport, MS 39503
g j (844) GEO-JOBE (436-5623)

AE O8O Settings

Token Expiration Reminders

Choose whether to receive an email warning that a saved token for one of your organizations has expired and/or is expiring soon. You will not receive emails

about organizations with saved credentials, as Scheduler will refresh these tokens automatically.

Send an email reminder when a token will expire within| 3 days
Send an email reminder when a token is expired
Choose how often to send reminders:

Just once

Choose who to send email reminders to:

All Scheduler superusers

When you click Add, you will be asked to login to your organization. If the login
screen does not load properly, you may need to add the URL of the Scheduler
application to the Redirect URLs section of the App or Client ID application in your
organization (see above). Once you successfully login, the identity will be added and
you will be able to see when its token expires. You can refresh a token with the

orange button next to the expiration date.

Organizations | Connections

ArcGIS Online Organizations

Organization Log Folder ID URL Auth Token Expires

GEO Jobe Demo 63bde68b10b0000529ddc6bf https://geo-jobe-demo.maps.arcgis.com OAuth2 11/22/2023 3:55 AM

ArcGIS Enterprise Organizations

Organization Log Folder ID URL Auth Token Expires
Enterprise 108 645bb 1477 cbabdBe9a9109 hitps://enterprise108.geopowered.com/portal OAuth2 11/21/2023 1:43 PM
Enterprise 11 654423¢427a4{8dbe7d0b383 https://enterprise1.geopowered.com/porta OAuth2 11/16/2023 4:34 PM

a. Organization Tokens

To interact with organizations, Scheduler requires a valid token for that
organization. Organization tokens expire after 14 days. The Identities card on the
home page will show an error or warning if a token is expired or expiring soon,
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and an error or warning will also appear next to the identity on the Identities

page. Scheduler tokens are generated in three ways:

1. When an organization user logs in with their credentials, their token
will be saved to that identity if they are a native org admin.

2. Superusers can generate a new token by clicking the “Refresh token”
button and entering their organization credentials.

3. Ifyou have selected to save the identity's credentials, Scheduler will
automatically refresh the tokens before they expire.

GEO Jobe highly recommends that only native organization admins save their
tokens to Scheduler by clicking the Refresh token button. Scheduler will not

save a user’s token when logging in if they are not a native admin. If the token

saved to an identity does not belong to a native admin, some functionality may

fail or behave unexpectedly. A warning will appear at the top of every page if a
token saved to Scheduler does not belong to a native admin. If this occurs, a
native admin should replace the token with their own by refreshing the token
for the organization in question.

2. Connections

The Connections tab manages connections to additional components of an ArcGIS
environment, including ArcGIS Server machines, SQL Server databases, and ArcGIS
Monitor instances.

Organizations | Connections

Filter method @ | Content that satisfies all filters ("AND") ¢ + Add Connection

Download Table v [T P
=]

Name. Type Subtype Credentials

For ArcGIS Server machines, you can add the machine as either a federated
server or a standalone server. If the server is federated to one of the organizations
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in the Organizations tab, you can choose to use that organization’s credentials. If
your server is not federated or you don't want to use the organization’s credentials,
or if you are connecting to a SQL Server database or ArcGIS Monitor instance, you
will need to input the credentials manually. Credentials will be saved to the
Scheduler database with the password encrypted. For ArcGIS Server machine
connections, you can also configure Scheduler Satellite (see below). Once you have
done so, you will be able to view the server logs for that machine with the “View

server logs” button.

G. Configuring Scheduler Satellite

Scheduler Satellite is an additional, optional application that can be used to access local
files that cannot be accessed remotely. Satellite works by reading local files, storing the
information in a more manageable format in MongoDB, and then sending that data
back to the parent application. Satellite is included as a zip file in the main Scheduler
build and can be installed on multiple other machines. Satellite is needed to do the

following:

e View the server logs in the Server Logs Viewer (see the Scheduler Satellite
and Server Logs section of this document for more information).

e Trigger tasks based on events in the server logs (see the Server and
Database-Event Driven Tasks subsection of the Tasks section of this

document for more information).

If you don't want to perform any of the above functions, Satellite is not necessary. If you
do want to use Satellite, it should be installed (along with MongoDB) and run as a
service in the same way as the main application, on any machine where you want to
access local files to use in Scheduler (for example, an ArcGIS Server machine). Satellite
does not have its own interface; everything is managed via the parent application. Like
the main Scheduler application, Satellite can be run on localhost, but will need to be

accessible from the parent application, via an IP address or configuration in 1IS. You can
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install Satellite on multiple machines, but each machine should only have one Satellite
installed. Installations of Satellite on different machines do not interact with each other.

Once you have Satellite running, do the following in the parent Scheduler application:

a. Go to the Settings page, accessible via the settings cog in the top bar.

Settings

ogs will have the file name <Task Name>_<Start Date And Time>_logjson. To avoid problems

particular task. To avoid problems when updating your Scheduler build, this

Validate

b. Ifitis not already set, configure the Scheduler URL for Webhooks and Scheduler
Satellite. Input the URL where the main Scheduler application is installed, which
should be accessible externally. This is the URL that Satellite will use to send

information to the parent application. Test the URL and, if it is valid, save the
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settings.

Choose how often to send reminders:

Just once

Choose who to send email reminders to:

All Scheduler superusers

Calendar Settings

Choose how many years of scheduled tasks to display on the calendar.
Number of years: |5

Check for Feature Service Updates Frequency
For tasks triggered by updates to feature services, choose how frequently to check for updates.

Check feature services for updates every |1 hours ¢

Scheduler URL for Webhooks and Scheduler Satellite

Input the URL of the location where Scheduler is currently running, which can be used as the payload URL for webhooks, and/or as the parent URL for Scheduler Satellite to communicate with the main application. If you do not intend to use webhooks
or server event triggers, you can leave this blank. If you are using the default IS web.config settings, this URL will end in /api.

Jscheduler/api

Validate for W

date for Satellite

Event Collection and Event Log Files Folder

Input the folder path where webhook event collection and event log files will be stored.

Email Settings

Configure email settings. These settings are optional, but you must have them configured in order to receive emails when tasks are completed, to receive email reminders when tokens are expiring, and to use tools that send emails.
SMTP Connection

SMTP Hostname:

SMTP Port: 587

SMTP Email: username@domain.com -
SMTP Username username m
(optional):

If it is not already set up, configure the Connections by the following process
i.  Gotothe Home page, and choose Identities

A E O 8O

S

Scheduler forArcGIS

=]

Tasks Logs Calendar

i &S =]

Services Webhooks Identities

Page 59 of 269



302 Courthouse Road, Suite H

€0 .Obe Gulfport, MS 39503
g ’ (844) GEO-JOBE (436-5623)

ii.  Choose the Connections Tab, then Add Connection

A@Oe o Identities oo ;“;:l‘.,

iii.  Enter the required information. See the Connections section for more
information about all of the possible data to enter here. Click Add

Add Connection

Connection Name: @

Enterprise 11.4

Connection Type:

ArcGIS Server Machine
Input the server URL:
https://enterprise114.geopowered.com/server

Is this server federated with one of your organizations licensed for Scheduler?

No

Choose how to input credentials:
Input credentials manually
Username:
portaladmin

Password:

essscscccce

Page 60 of 269




° 302 Courthouse Road, Suite H
geo ’obe Gulfport, MS 39503

(844) GEO-JOBE (436-5623)

d. Go to the Satellites page, accessible via the satellite icon in the top bar next to the
settings icon.

A3 O 8 O Satellites

e. Click Add Satellite.

Satellites | Server Event Collections
Filter method @ Content that satisfes all filters ("AND") ¢

O | s - Name

0-00f 0 satelltes

f. Select a connection to use the Satellite with. You can only have one connection of
each type per Satellite. If you want to use Satellite with multiple servers, you will

need one Satellite per server. Currently, only ArcGIS Server machines are
supported.
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g. Enter a name for the Satellite. This can be whatever you want.

Add Satellite Information

Select connections for this Satellite. Only one connection of each type may be selected. A connection
cannot be used for more than one Satellite.

Enterprise 11.4 (ArcGIS Server Machine)

Satellite Name: @

‘ Enterprise 114

Scheduler Satellite URL: @
Enter the URL where Satellite is running. If you are using the default IIS web.config settings, this URL will
end in /api.

https://dns.domain.com/ApplicationName/api ‘

Log files path(s): @
C:\arcgisserver\logs\<folder name>, C:\arcgisserver\logs\<folder name 2>

Polling frequency: @

Every ‘5 H minutes ¥

Event collection files path (optional): @

| =3

Delete Satellite Server Logs:

Checking the box below will automatically delete server logs stored in Scheduler Satellite after the

chosen period of time. @

[_] Delete server logs stored in Scheduler Satellite after days
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h. Enter the Satellite URL. This is the externally accessible URL where Satellite is
running. Click Validate.

Add Satellite Information X

Successfully connected to Scheduler Satellite.

Select connections for this Satellite. Only one connection of each type may be selected. A connection
cannot be used for more than one Satellite.

Enterprise 11.4 (ArcGIS Server Machine)

Satellite Name: @

Enterprise 114 ‘

Scheduler Satellite URL: @
Enter the URL where Satellite is running. If you are using the default IIS web.config settings, this URL will

end in /api.

I https://enterprise114.geopowered.com/schedulersatellite/api ‘

Log files path(s): @

‘ Ci\arcgisserver\logs\<folder name>, C:\arcgisserver\logs\<folder name 2>
%

Polling frequency: @
Every

Event collection files path (optional): @

| =3

Delete Satellite Server Logs:

Checking the box below will automatically delete server logs stored in Scheduler Satellite after the
chosen period of time. @
[] Delete server logs stored in Scheduler Satellite after days

i. Enter the log files path. The server logs can be found in the logs folder of your
ArcGlIS Server installation, for example, C:\arcgisserver\logs. The exact location
will depend on where you have installed ArcGIS Server. Within the logs folder,
there will be one or more folders. Include the full path(s) for one or more of these
folders in the log files path property, separated by commas. Do not include the
/server, /services, or /errorreports subfolders in the file path, as Satellite will

Page 63 of 269




302 Courthouse Road, Suite H

€0 .Obe Gulfport, MS 39503
g ’ (844) GEO-JOBE (436-5623)

automatically search those folders. Click Validate.

Add Satellite Information X

Successfully validated log files location(s).

Select connections for this Satellite. Only one connection of each type may be selected. A connection
cannot be used for more than one Satellite.

Enterprise 11.4 (ArcGIS Server Machine)

Satellite Name: @

Enterprise 114 ‘

Scheduler Satellite URL: @
Enter the URL where Satellite is running. If you are using the default IS web.config settings, this URL will

end in /api.
https://enterprise114.geopowered.com/schedulersatellite/api ‘
Log files path(s): @
1 C\arcgisserver\logs\EC2AMAZ-OE151ALIWA-PORTALGEOPOWERED.COM
~

Polling frequency: @

Every ‘5 H minutes 3‘

Event collection files path (optional): @

\ =3

Delete Satellite Server Logs:

Checking the box below will automatically delete server logs stored in Scheduler Satellite after the
chosen period of time. @
[ Delete server logs stored in Scheduler Satellite after days

j.  Choose a polling frequency. This determines how often Satellite will consume the

server log files and transfer them to MongoDB, and it is also how often Satellite
will check for server logs to trigger tasks. More frequent polling will allow tasks to
respond more quickly to events on your server, but it will also consume more

resources. The Server Logs Viewer always pulls the latest logs and so will always
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be up to date.

Add Satellite Information X

Successfully validated log files location(s).

Select connections for this Satellite. Only one connection of each type may be selected. A connection
cannot be used for more than one Satellite.

Enterprise 11.4 (ArcGIS Server Machine)

Satellite Name: @

Enterprise 114

Scheduler Satellite URL: @
Enter the URL where Satellite is running. If you are using the default IIS web.config settings, this URL will

end in /api.

https://enterprise114.geopowered.com/schedulersatellite/api Validate

Log files path(s): @
C:\arcgisserver\logs\EC2AMAZ-OE151AL.IWA-PORTAL.GEOPOWERED.COM Validate

Polling frequency: @

Every ‘5 H minutes ¥

Event collection files path (optional): @

Checking the box below will automatically delete server logs stored in Scheduler Satellite after the

Delete Satellite Server Logs:

chosen period of time. @

[] Delete server logs stored in Scheduler Satellite after days

Cancel Add

k. Enter a file path on the machine where Scheduler Satellite is installed to store
event collections (see below), and click validate. If you don’t want to use server
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event collections, leave this blank.

Add Satellite Information X

Successfully validated event collections location.

Select connections for this Satellite. Only one connection of each type may be selected. A connection

cannot be used for more than one Satellite.

Enterprise 11.4 (ArcGIS Server Machine)

Satellite Name: @

Enterprise 114 ‘

Scheduler Satellite URL: @
Enter the URL where Satellite is running. If you are using the default IIS web.config settings, this URL will

end in /api.

https://enterprise114.geopowered.com/schedulersatellite/api ‘

Log files path(s): @

‘ Ci\arcgisserver\logs\EC2AMAZ-OE151ALIWA-PORTAL.GEOPOWERED.COM

y:

Polling frequency: @

Event collection files path (optional): @

‘ .
‘ D:\Satellite Event Collections ‘

Delete Satellite Server Logs:

Checking the box below will automatically delete server logs stored in Scheduler Satellite after the

chosen period of time. @
[ ] Delete server logs stored in Scheduler Satellite after days

l.  If you would like to delete Satellite Server Logs after a prescribed amount of time,

click the check box next to “Delete server logs stored in Scheduler Satellite after x
days” and choose the number of days to keep the server logs. This is unchecked
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by default.

Add Satellite Information

Successfully validated event collections location.

cannot be used for more than one Satellite.

Enterprise 11.4 (ArcGIS Server Machine)

Satellite Name: @

Select connections for this Satellite. Only one connection of each type may be selected. A connection

Enterprise 114

Scheduler Satellite URL: @

end in /api.

https://enterprise114.geopowered.com/schedulersatellite/api

Log files path(s): @

C:\arcgisserver\logs\EC2AMAZ-OE151ALIWA-PORTAL. GEOPOWERED.COM

Polling frequency: @

Every ‘5 H minutes ¥

Event collection files path (optional): @

D:\Satellite Event Collections

Enter the URL where Satellite is running. If you are using the default IS web.config settings, this URL will

Validate

Validate

Validate

Delete Satellite Server Logs:

chosen period of time. @

Delete server logs stored in Scheduler Satellite after days

m. Click Add. Scheduler will attempt to connect to Scheduler Satellite. If the
connection is successful, the Satellite will be added.

For more details about viewing, managing and using Satellite, see the Scheduler
Satellite and Server Logs section of this document.
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Il. Tasks

A3 0 8O

S

Scheduler for ArcGIS

B

Tasks Logs Calendar
= &S (5]

Services Webhooks Identities

A. What is a Task?

Tasks are the core of Scheduler’s functionality. A task consists of one or more steps and
is highly configurable. These steps can be structured to create workflows where the
output of one step is used as the input for the next, or the steps can be unrelated to
each other and each take their own specific input. For example, you might want to have
a task that exports a set of items, exports a set of groups, and exports a set of users.
These steps don't interact with each other but it can be convenient to put them in a

single task if they all run at the same time.

Steps are added and configured in the Configure Steps page of the task setup wizard.
Each step uses a tool. Tools are designed to be simple and to perform a single action so
that users have the flexibility to combine them. These tools are grouped into several
categories.
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e Find and Export Content: These tools either find content in an ArcGIS Online or
Enterprise organization (items, users, and/or groups) in order to pass it to
another step, or export content, including items, users, groups, services, service
layers and service features.

e Update Content Tools: These tools update properties such as owner, tags, or

categories for items, users, and groups.

e Validate Content: These tools validate items, users, and groups based on a
variety of parameters. These tools classify content as either valid (success) or
invalid (failure). Users can then choose to take action on valid content (e.g. add a
collection of web maps to a group, but only if all of their layers are working)
and/or invalid content (e.g. tag it or email the owner to inform them of what they
need to fix).

e Manage Server Content: These tools manage services, geoprocessing jobs,

portals and databases.

e Monitor Changes: These tools provide a way for people with ArcGIS Online to
detect changes to items, users, and groups, since ArcGIS Online doesn't have
organization webhooks. Monitor Changes tools can also be used to detect
certain changes that aren't captured by organization webhooks (see the Monitor
Changes section under Tools later in this document).

e Miscellaneous: These tools perform a variety of other tasks, such as creating

administrative reports, sending emails or running custom scripts.

A B 0 & o Add Custom Task

> Add Tool x

eeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeeee
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Each step in a task has several configuration options. The Step Input determines what
content will be processed by that step. Options include all content in the organization,
content from a previous step, content that passes specific filters, or several other
options depending on the tool and the type of task.

Select Step Input b

Regardless ot your selection below, the following required filters will be applied to this step as a result of the tool you have selected:

Type is Web Map

Select the content thal will be processed by this step
F Y f Show Cache

O All items in the organization

Items that pass selected filters

‘ Cancel ‘ Save Step Input

The Successful Results Action and Failed Results Action determine what happens to
content that is marked as success or failure in that step, which can include proceeding
to another step or exiting the task. This can allow you to create different workflows
depending on whether content succeeds or fails for a particular step. For example, you
could check to see whether all of a web map’s services are valid (Validate Web Maps
Services). If they are valid, they can be added to a public group (Share Items With
Groups). If they're not, they can proceed to a different set of steps, which will tag them
(Add Tags to Items) and then email their owners to let them know that the maps need
to be fixed (Email Users). Finally, each step has configuration operations for the tool
being used, which are unique for each tool.

Select Template Task @ General Settings @ Configure Steps @
Export Task Steps Show Visual View
Step |Step Name (optional) Input Successful Results Action Failed Results Action Check Flags Notes
1 Allitems in the organization E,/‘ C,,‘ Validete the layers in web maps. If all of a web map's

Jayers are valid, exit reportng success. If any invalid
layers are found, proceed to the next step ta remove

them.

Output from previous applicable stepls) Exitreporting success  #| | | Exit reporting failure s Z Remove the invalid layers found in the previous step.
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To help you with your workflows, there is a Validate button in the upper right of the
Configure Steps table. This button analyzes the workflow and finds both errors (issues
that will break the task) and warnings (issues that won't break the task but are
undesirable in most cases, e.g. a step that is being skipped). The validation will run
whenever you click the button, when you go to the next step, or when you save the
task. When you validate by clicking the Validate button, a modal will appear with results.
When going to the next step or saving, the modal will only appear if there are errors or
warnings.

Validation Results

The follow errars and/or warnings were found. Errors must be fixed before proceeding. Warnings
indicate a potential problem but may be ignored if the behavier isintended.

A Error: The following steps have invalid input settings: Step 1.
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You can use the Visual View button to toggle between the table view and a flowchart
representing the workflow. You can edit your task by clicking and dragging components

of the flow chart in the same way you can move around rows in the table.

Select Template Task @ General Settings @ Configure Steps @
Export Task Steps Show Visual View
Step Tool Step Name (optional) Input Successful Results Action Failed Results Action Check Flags
1 |Validate Web Maps Services All items in the organization [# = Validate

layers ar
layers ar

them

2 |Remove Layers from Web Maps Output from previous applicable stepl(s) eporting succ 2| | [Exitreporting failure = = Remove

Select Template Task @ General Settings @ Configure Steps @
Export Task Steps Show Verbal View

> Instructions

v Legend
Outpiut for Siiccessful resilts
Output for failed results

v Task Steps

1 Validate Web Maps Services

2 Remove Layers from Web Maps

Finally, the Rewire Steps button can help you quickly reconfigure your task when the
identities used for the task change. This button, which is next to the Validate button,
only appears when one or more of your steps is using filters for the step input, and the
filters are configured for identities different from those selected for the task. For
example, say you originally set up a task for Organization A, and the input for several of
the steps use a filter for content in Organization A. If you then decide to run the task for
Organization B instead, the Rewire Steps button will appear, and you can use it to
automatically find and replace filters for Organization A with filters for Organization B.

Once all of the steps are configured probably, the Rewire Steps button will disappear.
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You can also use the Rewire Steps button if you import a task that someone else has
sent you. If their task was configured with filters for their organization, you can use the
Rewire Steps button to replace those filters with filters for your own organization.

For more details on task configuration, see the Tasks Wizard subsection.

B. Template Tasks
AEO B Tasks
Filter method @ | Content that satisfies all filters ("AND") + Add Template Task Add Custom Task
Qi mmoyide gev jobe (el Moulds) n 7‘7 7, ® D 7  Tasks \7 /7V : 77 ) IEEEVRER Rows perpage 25 ¢ e

Template tasks are pre-configured, commonly used tasks that are easily accessible.
Using the Add Template Task button on the tasks page, you may choose from a number
of templates that are ready to use, with all the steps and actions already set up. The
available template tasks are described below.

1. Scheduled Online Tasks

Scheduled online tasks are template tasks that can be configured to run on a
schedule.

Add Template Task

»
i1
®
o
7

v Scheduled Online Tasks

Disable Users Without Multi-factor Authentication (MFA) @
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a. Disable Users Without Multi-factor Authentication (MFA)

Find users who do not have MFA enabled and send them an email telling them
to enable MFA. After a certain period of time (the default is 4 days), if they have
not enabled MFA, send them a second email. After an additional period of time
(the default is 3 days), if they still haven't enabled MFA, disable them and send

them a final email informing them.
b. Find and Export Invalid Groups

Find groups that are missing selected details or properties and export them to
CSV/JSON, find groups with invalid items and export them to CSV/JSON, and find
groups with invalid users and export them to CSV/JSON.

¢. Find and Export Invalid Items

Find items that are missing selected details properties and export them to
CSV/JSON, then find web maps with invalid services and export those services to
CSV/JSON.

d. Find and Export Invalid Users

Find users that are missing selected details properties and export them to
CSV/JSON.

e. Remove Broken Services from Web Maps

Detect web map services with one or more problematic characteristics, then
remove them from their maps.

f. Remove Invalid Users from Groups

Find users that are missing selected details or properties and remove them from

groups.
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g. Share Non-Public Layers on Public Web Maps

Find non-public layers on public web maps and share them publicly. Layers can
be shared publicly if they belong to the organization(s) assigned to the task, or
optionally, to another of your organizations licensed for Scheduler. If the layers

cannot be shared publicly, they will be removed.

2. Triggered Online Tasks

Triggered online tasks are template tasks that can be configured to run in response

to webhooks in your organization.

a

50 & O Add Template Task

a. Prevent Public Sharing of Sensitive Information

This task is triggered by a webhook that fires when items are shared publicly.
The task will search the attribute data of services that are shared publicly for
sensitive information, such as Social Security Numbers, that shouldn't be made
public. You can choose to search attributes for particular text strings, or you can
search by regular expression. If a service is found to contain sensitive
information, its sharing will be reverted to org level and its owner will be

informed of what happened.

C. Custom Tasks

Schedu
of sche

ler has the ability to initiate tasks in several different ways. Not only is it capable
duling tasks based on a number of customizable criteria, it can also be
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configured to trigger tasks based on webhooks, information that appears in the server

logs or the number of changes that have been made to a service in your environment.

1. Scheduled Tasks

Scheduled tasks run on a schedule to be determined by you. There are three

options for scheduled tasks:

On demand only: This task will only run when the user tells it to, by using the
Run Now button in the Tasks table. Note that all scheduled tasks can be run on
demand at any time using the Run Now button; this option simply means that

this is the only way the task can be run.

On demand only

On a regular schedule: The task can run either every X minutes (as frequently as
every 5 minutes), hours, days, etc., or on the first or last Sunday, Monday, etc. of
every month or year. For tasks that run every X minutes, hours, days, etc., users
can select to only run the task on certain days of the week. For tasks that run
more than once per day, users can also choose to only run the task between
certain times of the day.

Page 76 of 269



302 Courthouse Road, Suite H

€0 .Obe Gulfport, MS 39503
g ’ (844) GEO-JOBE (436-5623)

A4 EH O 8 o Add Custom Task
Select Task Type @ General Settings @ Configure Steps @ Create Schedule @

Choose when to run this task.

| On areguiar schedule

© Every |1 days | starting on | 12/17/2024 02:13 PM )

Sunday Monday Tuesday Wednesday
B Thursday Friday [ Seturday

The | first <|[ sunday  s|ofevery [ month =] startingon | 12/17/2024 02:13 PM D

e Custom schedule: The user can type in or upload a CSV of custom dates and
times, either as Unix timestamps in milliseconds, or text strings in the format
yyyy-mm-dd hh:mm:ss (if users are not familiar with Unix timestamps, there are
several websites that can convert normal dates to Unix timestamps; users
should ensure that the results are in milliseconds).

AEO 8 Add Custom Task
Select Task Type @ General Settings @ Configure Steps @ Create Schedule @

Choose when to run this task.

Custom schedule

Type a list of dates separated by commas, or upload a CSV of dates. Dates can either be Unix
timestamps (milliseconds) or text strings in the format yyyy-mm-dd hh:mm:ss.
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Upload CSV

Choose File

Date Field:

ten_dates.csv

Select field

Upload CSV

Choose File

ten_dates.csv

Date Field:

Date
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Upload CSV

ten_dates.csv

2. Organization Event-Driven Tasks

Organization event-driven tasks run in response to events in your organization that
are captured by organization, service or Survey123 webhooks (see the Webhooks
section of this document for more information on webhooks [Section VI]).
Organization webhooks are available for all supported versions of Enterprise.
Service and Survey123 webhooks are available for Enterprise 11 and above and for
ArcGIS Online. For organization and service webhooks, users will be able to create
webhooks within the task wizard, or use existing ones. For Survey123 webhooks
users can only use existing webhooks (Survey123 webhooks can be created and
managed in the Survey123 application in the user’s organization). For all webhook
types, these tasks will run whenever the selected trigger fires. For items, users and
groups, if you want to use webhooks but don't want a task to run every time the
webhook fires, see the Event Collections and Event Logs subsections of the

Webhooks section of this document.

3. Server and Database-Driven Tasks

Server and database-driven tasks run in response to events on a server or involving
an Enterprise service. Currently, Scheduler supports two types of server event
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triggers, server logs and feature service updates. A task triggered by server logs will
run whenever Satellite detects server logs that pass filters defined by the user (such
as a particular severity level, code, or message text). For example, a server event
triggered task might detect server logs whose codes indicate that a service has
crashed, then automatically restart that service. To create this type of task, you must
have one or more connections to ArcGIS Server machines set on the Identities page,
and the ArcGIS Server you want to use must have Scheduler Satellite installed and
connected on the Satellites page (for more about Satellite, see the Configuring
Scheduler Satellite subsection of the Introduction to Scheduler section of this
document, above, and the Scheduler Satellite and Server Logs section, below).
Satellite will regularly pull information directly from the server log files on an ArcGIS
Server machine, allowing it to trigger tasks in the main Scheduler application. If you
want to respond to information in the server logs but don’t want a task to run every
time a log is detected, see the Server Event Collections subsection of the Scheduler

Satellite and Server Logs section of this document.

Tasks triggered by feature service updates do not require Scheduler Satellite. These
tasks will run when one or more Enterprise services, defined by filters,
accumulate(s) at least the selected number of updates (records added or deleted).
For example, if a feature service accumulates a certain number of updates, you
might want to rebuild the indexes of the service or its corresponding database in
order to improve performance. Scheduler monitors services by comparing the
service's current list of Object IDs against a snapshot from the last time it checked
those services. The frequency with which Scheduler checks services for changes can
be configured on the Settings page.

AE O & Settings
Check for Feature Service Updates Frequency

For tasks triggerec by updates to feature services, choose how frequently to check for updates

Check feature services for updates every |1 hours :
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4. ArcGIS Online Service-Driven Tasks

ArcGIS Online service-driven tasks run in response to events pertaining to a service
in ArcGIS Online. Currently, Scheduler supports one type of AGOL service event
triggers, service updates. These tasks work similarly to tasks triggered by Enterprise
service updates (described above), but take as their input items in an ArcGIS Online
organization rather than services on an ArcGIS Server connection. These tasks will
run when one or more services, defined by filters, accumulate(s) at least the
selected number of updates (records added or deleted). For example, if a service
accumulates a certain number of updates, you might want to rebuild the indexes of
the service. Scheduler monitors services by comparing the service's current list of
Object IDs against a snapshot from the last time it checked those services. The
frequency with which Scheduler checks services for changes can be configured on
the Settings page (one setting is used for both ArcGIS Online and Enterprise

services).

5. ArcGIS Monitor-Driven Tasks

ArcGIS Monitor tasks run in response to alerts in ArcGIS Monitor. Currently,
Scheduler can respond to alerts pertaining to service components. This type of task
requires one or more connections to ArcGIS Monitor in the Connections tab of the
Identities page. Within the task, you can choose the type of Monitor alerts that
trigger the task based on the alert metric, alert level, alert state, and various
properties of the component, such as service name. You can then use the service
corresponding to the component that triggered the alert as the input for a task. For
example, if a service's average response time is too high and this triggers an alert in
Monitor, Scheduler could then detect that alert and restart the service. You can
configure how frequently Scheduler checks for alerts in the Monitor's connection

properties in the Connections tab of the Identities page.
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Add Connection b4

Connection Name: @

Connection Type:

ArcGIS Monitor

4

Input the URL of the Monitor installation:

http://server.domain.com/arcgis

Username:

Password:

Polling frequency: @

Every ‘ 5 ‘ m
. Choose how often Scheduler will check
for ArcGIS Monitor alerts.

Cancel Add

D. Tasks Wizard

Whichever type of task is chosen, the tasks wizard will walk you through the necessary
steps in order to configure the task, including its steps, schedule or trigger, and task
completion options. Each step in the tasks wizard will be described below.

1.  General Settings

In the first step in the tasks wizard, enter the task name, a unique name for the task
being created. It is recommended that some basic description of the purpose of the
task be used in the name as well as any additional information to set it apart from

similar tasks (such as geographic area or a certain time period).
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Task tags is an optional field; here you can provide individual tags that can be used
to identify the task being created. This is useful to group together similar tasks so
they can be reviewed and managed together. These tags are only used within
Scheduler and are not related to tags for items, users and groups in your
organization.

Also optional is the drop-down to determine whether to run this task based on
content in a server event collection. The options available are based on the existing
server event collections, which are configured on the Satellites page. The contents of
the server event collection will determine if/when to run this task.

On the right, you will need to choose one or more organizations to use for the task.
Select one or more options from your current organizations that have been added
to Scheduler on the Identities page. Alternatively, you can select the option “Don't
use organizations for this task.” This option is recommended if you are planning to

run the task against servers or databases as opposed to an ArcGIS organization.

If you choose to create a task that runs in response to events in your organization,
you will need to choose the type of content to monitor: Items, Groups, Users,
Feature services or Survey123 forms. This will dictate the data that will trigger the
webhooks to start the task in Scheduler. Depending on the webhook type, different
organizations will be available to be selected.

AE OB O Add Custom Task

Select Task Type @ General Settings @

Task name: Select organizations for task: @

[] GEO Scheduler

[} Don't use organizations for this task @
Task tags: (optional) @
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2. Configure Steps

The Configure Steps portion of the wizard is where the individual steps in the task
are configured. It contains a list of the steps, as well as several buttons used to add

or modify steps for the task being created:

Some of the options available are described below:

a 0 0 Add Custom Task
.t Task Type @ General Settings @ Configure Steps @
imporirasksiopel Wi Eport TaskStope Show Visual View [l Add Step

Actions Step Tool Step Name (optional) Input Successful Results Action Failed Results Action Che

a. Add Steps - Tool Selection and Configuration

The Add Step button allows the user to select from a wide range of different
tools that can be used for the task. Not every tool can be used with every
type of organization; any tools that are not usable with the selected
organization(s) will be disabled in the menu here. The full list of tools is
available in Appendix B of this document.

Each tool has options to configure to determine how the tool will be run.
Once those options are selected, you can add the step to the task being
created.

b. Exporting and Importing Task Steps

The steps in the Configure Steps table can be exported as a JSON file using
the Export Task Steps button. This file can then be imported into a new task
using the Import Task Steps button. This functionality allows users to send a

task’s steps to another person so that they can recreate the task for
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themselves, and can also be used to copy a task’s steps and then modify
them without having to start from scratch. When exporting, users can choose
to include the configured values for step options, in which case someone else
who imports the task will be able to recreate it exactly, or to leave step
options blank, in which case someone else who imports the task can

configure the options themselves. If users wish to customize Scheduler’s

built-in task templates, they can export the template, import it into a custom
task, and make the desired modifications.

Importing a task created for a different set of identities or connections than
those currently being used may cause a problem if one or more steps uses
filters that are configured for the original identities or connections. If one or
more filters is configured for an identity or connection not being used in the
task, or one or more identities or connections being used in the task doesn’t
have a filter configured for it, this will lead to errors in task validation. Users
can manually replace the identities or connections in the filters, or they can
use the Rewire Steps tool. This option, which is found to the left of the
Validate button and only appears if there is a mismatch between the
identities or connections being used for step input filters and those being
used for the task, allows users to automatically replace the identities or
connections in the filters with those currently used for the task. Note that
users may still need to configure some values manually. For example, say a
user is importing a task created for Organization A into a task that's using
Organization B, and one or more steps uses a filter for items owned by User
X. The Rewire Steps tool can replace Organization A with Organization B in
the step filters, but if User X does not exist in Organization B, the user will
need to manually select a new user for that filter.
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c. Task Validation

Task Validation is a check system by which the user can ensure that all of
their assigned steps within a task are setup logically. For example, if a user
attempts to have a step receive input from a previous step that does not
produce an output, Task Validation will produce an error message informing
the user of the problem.

Validation Results

+ No problems were found

The Validate button validates the task steps to ensure that there are no
problems that will interfere with the task’s ability to run. Validation returns
two kinds of issues: errors, which will break the task and must be fixed
before saving, and warnings, which are issues that may cause a problem but
that also may be desirable under some circumstances. Errors include a tool
whose content type is incompatible with the content it is configured to
receive (for example, a users tool processing the content from a step that
returns items), a step whose input has not been set, or an invalid input
setting. Warnings include steps that are being skipped (this is usually not
desirable, but users may want to have a task temporarily skip one or more
steps for testing purposes) or a step that uses an event collection used by
another step or task.

Users can validate their steps at any time by clicking the Validate button. A
modal will open, reporting any problems. Validation will also run
automatically when the user moves to another step or saves the task. In this
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case, the modal will open if there are any errors or warnings, but if all steps
are valid, it will proceed immediately to the other step or to saving.

d. Visual View

The Show Visual View button will provide a visual representation of the
workflow being performed by the task in the form of a flow chart. Paths
taken through the workflow by successful or failed content can be configured
by clicking and dragging within the flow chart. Clicking and dragging from the
success or failure node of one step to another step will cause successful or
failed content to proceed to that step. Clicking and dragging from the success
or failure node of a step and releasing on the canvas will trigger content from
that step to exit reporting success or failure. This provides additional
flexibility in case issues arise during a task, allowing for branched workflows

past the initial point that an error occurs.

Select Template Task @ General Settings @ Configure Steps @
Export Task Steps Show Verbal View

> Instructions

v Legend

Output for successful results
Output for failed results

v Task Steps
1 Validate Web Maps Services
2 Remove Layers from Web Maps

e. Input

Within the steps table, for most steps, you have the option to configure the
input content that will be processed by the step (for some tools, such as
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portal security or operational health scans, there is no configurable step
input, in which case this field will be marked N/A). There are a variety of
options, including all content in the organization, content from any applicable
previous steps, and content that passes selected filters. These filters include
a variety of content properties, as well as values in a CSV, and various

I/ANTH "nou

selection methods such as “is”, “is not”, “matches regex”, “does not match
regex”, and many others depending on the property in question. Other input
options include options that switch from one type of content to another,
such as owners of the content from any applicable previous steps. If the task
is triggered by a webhook, the step input options will include the content
returned by the webhook. You can also filter by check flags (see below),

which are stored in the Scheduler database.

AE O & O Add Custom Task
Select Task Type @ General Settings @ Configure Steps @
it i ] By kS add iap

Actions | Step Tool Step Name (optional) Input Successful Results Action Failed Results Action Che

f. Successful Results Action and Failed Results Action

These fields in the steps table determine what will happen to the step’s
output content. You can configure these options to have the content exit
reporting success or failure (in which case it will not be processed by any
further steps) or have the content proceed to the step of your choosing. This
allows you to create different workflows for different pieces of content
depending on the results of each step.
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> Add Tool x

Not all tools can be used for every type of
organization. Tools that are not valid for one or
more of the identities selected on the previous
page are disabled.

~ Find and Export Content

ltems
Export ltems To CSV @
Export ltems To JSON @
Export Service Features To CSV e
Export Service Layers To CSV (2]
Export Service Object ID Changes to CSV @
Export Web Map Services To CSV 9
Find Items By Filters (2]
I
Find Services By Number Of Features @
| Find Web Maps By Layer Sharing (2] | b=

> Find ltems By Size @ x
Choose how to find items:
Find items above or below a certain size —

Select item size to search by:

greater than :H 50 MB —

Notes
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Select Task Type @ General Settings @

Import Task Steps | Export Task Steps

Tool Step Name (optional)

Select Step Input

Select the content that will be processed by this step:
O Allitems in the organization

Items that pass selected filters

Configure Steps @

Show Visual View | Add Step

X

Cancel ‘ Save Step Input

Select Task Type @ General Settings @ Configure Steps @
Actions ‘ Step Tool Step Name (optional) - Input Successful Results Action ‘ Failed Results Action Che
+ 1| Find Items By Size [ Allitems in the organization [#° [Goto nextstep 2] | [Gotonextstep ) x
1 2 |Export items To CSV Output from previous applicable step(s) [#" [Exitreporting success 2| | [Exitreporting failure &

8. Check Flags

Check flags are optional labels that can be attached to content to indicate
that the content has been processed by the step in question one or more
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times previously. In addition to the label, check flags include a timestamp for
when the flag was added. This allows a task to take an escalating series of
actions over a certain period of time. For example, you might want to disable
inactive users, but you might want to give them the opportunity to login first.
In this case, you could email the inactive users warning them that they will be
disabled if they don't login, and add a check flag to indicate that they have
been found once already by the task. In another step in the task, you could
disable users who are both inactive and have a check flag older than X days,
that is, users who have already been emailed and did not respond in the
given time period. Check flags are stored in the Scheduler database and do
not affect the content’s properties in your organization. In the Check Flags
field for each step, you can configure the step to add or remove check flags
from processed content. You can also filter by check flags in the step input
(see above). You can view and delete assigned check flags in the Check Flags
modal in the Logs table, and you can see an example of how to create a task
with check flags in the template task Disable Users Without Multi-factor
Authentication (MFA).

Select Task Type @ General Settings @ Configure Steps @
Import Task Steps || Export Task Steps Validate J ShowVisualView J Add Step
Actions | Step |l Step Name (optional) Input Successful Results Action Failed Res "< Action Check Flags
4! 1 ‘ All tems in the organization EI,‘ ‘Goto next step =} ‘( 3‘ z X
» 2 ‘ Ourput from pravious applicable stepl(s) EI,' ‘ Exit reporting success | | |Exitreporting iailure % |:I,‘ X
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Configure Check Flags x

Check flags are labels that can be attached to content to indicate that the content has been processed by the step in question one or more times previously. In
addition to the label, check flags include a timestamp for when the flag was added. This allows a task to take an escalating series of actions over a certain
period of time. Check flags are stored in the Scheduler database and do not affect the content’s properties in your organization. They can be added or

removed when a step runs (configurable below) and also used as step input filters (configurable in the Input field). @

Add Check Flags
Add the following check flags to content that exits reporting success:

flag1, flag2 ‘

Add the following check flags to content that exits reporting failure:

flag1, flag2 ‘

Remove Check Flags

Remove the following check flags from content that exits reporting success:

flag1, flag2 ‘

Remove the following check flags from content that exits reporting failure:

flag1, flag2 ‘

Cancel ‘ Save Step Check Flags

3. Schedule Options

From the drop-down here, there are three options to choose from. The first is to
have the task run on demand only. This will require the user to manually invoke
the task on the Tasks page of Scheduler by clicking the “Run now” button.

Add Custom Task

General Settings @ Configure Steps @ Create Schedule @

Choose when to run this task.

On demand only

4
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You can also set the task to run on a regular schedule. The frequency of the
schedule can be configured to be as high as a matter of minutes to as low as
years, per the needs of the user. The maximum frequency is every 5 minutes,
but very large organizations will likely want to run tasks less frequently. You can
also select/deselect certain days or times if you don’t wish the task to use system
resources at certain times. Finally, you can set the task to run regularly on
desired days of the month, i.e. the first or last Saturday of each month, in order
to avoid conflict with business activities.

Add Custom Task

General Settings @ Configure Steps @ Create Schedule @

Choose when to run this task.

4

On aregular schedule

(o] Every 1 days +| starting on | 12/18/2024 10:36 AMY

Sunday Monday Tuesday
Wednesday Thursday Friday
Saturday

The | first + | Sunday +| of every | month +| startingon  12/18/2024 10:36 AMBY
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The last option for setting a schedule is to do so through uploading a CSV with
the desired dates and times to run the task. The dates in the CSV can be either
formatted as Unix timestamps (in milliseconds) or as a text string (yyyy-mm-dd
hh:mm:ss). This option allows the user to be as flexible as they wish in
scheduling the task.

Add Custom Task
General Settings @ Configure Steps @ Create Schedule @

Choose when to run this task.

Custom schedule

L1

Type a list of dates separated by commas, or upload a CSV of dates. Dates can either be
Unix timestamps (milliseconds) or text strings in the format yyyy-mm-dd hh:mm:ss.

Upload CSV
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4. Select Triggers
If you elect to create a task that runs in response to an event, there are different
triggers to choose from, depending on the type of event being used:

a) Webhook Triggers

You have the ability to use organization, feature service and/or Survey123
webhooks to trigger tasks in Scheduler. You will need to be familiar with Esri's

documentation on webhooks in ArcGIS Enterprise and webhooks in ArcGIS

Online in order to use this option. For more information about viewing and

configuring webhooks in Scheduler, see the Webhooks section of this

document.

In Select Triggers, you'll have the option of either creating a new webhook or
using one that already exists. To create a new webhook, provide the identity
under which you want to create it, give it a unique name, then select the
trigger from the options available. For organization webhooks, the options
for the deactivation policy allow the user to choose when the webhook will
automatically be deactivated for the identity in question (webhooks are
deactivated if they fail to deliver their payload a certain number of times in a
certain time period, such as if the server that receives the payload, in this
case the Scheduler application, is down). If the webhook is deactivated, it can
be reactivated by navigating to the Webhooks page and doing so there.
Feature service webhooks are automatically deactivated after 5 failures (this
is not configurable). Finally, you can add filters to an organization webhook
so that it only responds to changes to certain content (for example, if you
have a webhook that responds to an item being shared, you can use a filter
so that the Scheduler task will only run if the item being shared is a feature
service). Feature service webhooks have an additional configuration for the
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webhook’s schedule, which determines how often the webhook checks for
changes. The maximum frequency is once every 30 seconds. In addition,
Scheduler implements a minimum frequency of at least once per week (when
webhooks check for changes infrequently, the amount of changes they must

retrieve is greater, which consumes more system resources).

b) Server and Database Driven Events

For server and database driven tasks, you'll choose whether to trigger the
task based on entries in the server logs and/or when a service accumulates a
selected number of updates. If the task is triggered by server logs, you'll need
to select the connection to be monitored via a dropdown, then create a filter
for the desired data in the logs that will trigger the task, whether it's specific
text, a specific severity level of log, a numerical code, or some other value.
The second option here is to trigger the task when a certain number of
updates (additions or deletions, as measured by changes in Object IDs) are
applied to a service. After checking this box, you can provide the number of
updates to trigger the task, the desired behavior the first time the task is run,
the connection you wish need to run the task against, and the filters for
services you wish to use to trigger the task. For the desired behavior the first
time the task is run, since these tasks work by checking service Object IDs
against a previous snapshot, you must choose what to do when the task is
first created and there is no snapshot to compare to. If you choose “Services
updated since the task was created”, the first snapshot will be created when
the task is created, and the first time the task is run, the object IDs will be
checked against that initial snapshot, meaning updates will be measured by
changes since the task was created. If you choose “All services that pass the
filters”, all services that pass the filters will trigger the task the first time. The
first snapshot will be created at that time, and going forward services will be

checked against that snapshot. If you choose “Services updated since the
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task was created”, there may be a delay when saving the task as the initial
snapshot is created.

c) ArcGIS Online Feature Service Driven Events

This option provides similar functionality to the option to trigger a task based
on changes in an Enterprise feature service (see above) but does so against
an ArcGIS Online organization, allowing you to trigger the task when a
feature service accumulates a certain number of updates. After checking this
box, you can provide the number of updates to trigger the task, the desired
behavior the first time the task is run, the identity you wish to run the task
against, and the filters for service items you wish to use to trigger the task
(see the previous section for a detailed explanation of how to determine the

desired behavior the first time the task is run).
d) ArcGIS Monitor Driven Events

For tasks triggered by events in ArcGIS Monitor, you can specify what type of
Monitor alerts you want the task to respond to. Select one or more alert
metrics, alert levels and alert states that will trigger the task. Additionally, you
can select what ArcGIS Monitor service components you want to watch for
these alerts, by choosing either all services or services that pass certain
filters.

5. Task Completion Options

You can choose to email CSVs of successful and/or failed content to a variety of
people, so you can be alerted right away if a problem is found, or know that your
tasks succeeded. This email can include a summary of the results of the task and/or
any files that were generated by the tasks. You can also choose the log level, which
determines what is recorded in the task’s log. The standard (low) level only records

critical errors and a general summary of which steps ran and how much content
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succeeded or failed. The verbose (medium) level records all errors, including errors

for individual content. The debug (high) level records all actions taken by the task. A

higher log level can provide more detail but can also cause a task to run more slowly

and consume more system resources. The default setting is standard. You can

change this setting at any time, so if a task encounters a problem or content is

failing, you can change the setting to verbose or debug, inspect the errors, and then

change the level back to standard.

A E 0 8 O

Add Custom Task

Select Task Type @

If content succeeds (the step triggers "Exit reporting success")

] Email a summary of successful results to the task's owner @

] Email a summary of successful results to all Scheduler admins

and superusers @

] Email a summary of successful results to the owners of the

content that succeeded @
] Email a summary of successful results to the addresses below: @
EilT: SRt
If you have selected one or more email options above, check the

box below to include all files generated by the task as attachments

to the above emails

< Previous
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Configure Steps @ Create Schedule @ Task Completion Options @

If content fails (the step triggers "Exit reporting failure") Log level: @

Email a summary of failed results to the task's owner @ Standard (low)

) Email a summary of failed results to all Scheduler admins and Log storage type: @
superusers @ JSON

Email a summary of failed results to the owners of the content

that failed @

Email a summary of failed results to the addresses below: @
email1, email2
If you have selected one or more email options above, check the

box below to include all files generated by the task as attachments

to the above emails:

Create Task
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E. The Tasks Table

In this view screen, the user is able to see a table that lists every task saved. The table
lists tasks in groups of 25. By default the table is sorted by Date Modified in descending
order, and will initially show tasks owned by the user who is currently logged in. The
user has the option to choose what field is the sorting field and/or whether the table is
then sorted in ascending or descending order. Furthermore, the user can apply filters to
the table to customize what tasks are shown.

AE OB Tasks
Filter method @ = Content that satisfies all filters ("AND") * Add Template Task Add Custom Task
Owner is amoulds_geo_jobe (Angel Moulds) [JE3 | & S KT PR IR Rowsperpage 25 ¢ @
O | Enabled Task Name Type Organizations Owner Date Modified Run Schedule
@@ et Custom https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/18/202410:58 AM | On demand =z ®
O [ o) test3 Custom https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 5:20 PM Triggered by ArcGIS Online event(s): Feature service updates =
(w] [ o] test Template https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 5:17 PM On demand @z ®
O @ et Custom https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 5:05 PM Triggered by ArcGIS Online event(s): Feature service updates =
@@ et Template https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 12:19 PM On demand =z ®

1. Disabling and Enabling Tasks

By default, all tasks are enabled to run when they're created. If you don’t want a task
to run, you can disable it by clicking the toggle in the Enable column. Disabling a task
will remove it from the queue, if it's a scheduled task, and will prevent it from being
run on demand. Enabling the task will add it back to the queue if it's a scheduled
task and allow it to be run on demand. You can also bulk enable and disable tasks
by selecting multiple tasks and using the Enable Tasks and Disable Tasks buttons

above the table.

®* B @ ¢

thod @ e that satisls 3l s | “AN Add Tempinte Task #Add Custorn Task
cric amauieds e jobe tAnget mautde) [JEI] | mousetaia | counicsatsie - R 5 2 @
Encbled Task Mame Type Dvgjanieatioes Ownat Date Modificd Bum Schedule
Dl [P p—"— amuichs g joke TANBI0RA10SEAM O durrerd =
[ e} O derna ®®
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2. Run Schedule

The Run Schedule column shows the conditions under which a task will run,
whether that's on demand, on a schedule or triggered by a webhook or other event.
If there are any problems that might prevent a task from running when it's
supposed to, a warning or error message will appear in this column. For example, a
message will show if one or more of the webhooks that trigger a task are disabled or
can't be found, or if a task runs on a custom set of dates and all of these dates have

passed.
A EO Q80 Tasks
athod @ | Content that satisfies all fiters {"AND") = Adel Tamplatn Task Add Custarn Task
e el |+ Ot s | S0wbi ks Forsparpoas 25+ @

Enabled Task Name Type Crganizations Cwner Date Modified Run Schadule
© XC
@ - st Online avant st service updat rg
@ - mpla e
@ - 655 Crline cvernifs) Framure ser " =
®© - : C4C)

3. Editing Existing Tasks

On the far right side of the task table, each task will have an icon of a pencil in a box.

]

This icon is the “Edit task” icon and clicking it allows the user to change any of
the task’s settings and configurations.

AE O G O Tasks

Zilter method @ Content that satisfies all filters ("AND") + Add Template Task Add Custom Task
Owneris amoulds_geo_jobe (Angel Moulds) [JE3 ©EnableTosks || ©DissbleTasks || & TransferTosks || M DeleteTasks | Download Teble  ~ [RESISS TN PLIY -

@

Enabled Task Name Type Organizations Owner Date Modified Run Schedule

0 & test Custom https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/18/2024 10:58 AM On demand =z ®
(w] @ e Custom https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 5:20 PM Triggered by ArcGIS Online ever lates =
0 @@ et Template https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 5:17 PM On demand =z ®
(w] @@ e Custom https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 5:05 PM Triggered by ArcGIS Online event(s): Feature service updates =
0 @@ e Template https://geo-jobe.maps.arcgis.com amoulds_geo_jobe 12/17/2024 12:19 PM On demand = ®
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AE OO 2O test

General Settings ~ Configure Steps = Schedule Options = Task Completion Options

Task name: Select organizations for task: @

test GEO Scheduler

[ Don'tuse organizations for this task (7]
Task tags: (optional) @

4. Running Tasks on Demand

While Scheduler can be used for task automation by way of setting a run schedule, it

also allows for the user to both set a task to be run “On demand only” and for a
scheduled task to be run on demand.

For each task, next to the Edit button is an icon of a play button surrounded by a

circle. @ Clicking this icon will run the associated task immediately.

F. Additional Notes on Tasks

1. Filtering The Tasks Table

Users can filter which tasks are shown on the task table. By clicking on the

icon at the top left corner of the table, the user can define a single filter or a
combination of multiple filters.

Tasks can be filtered by the following categories:

° Name

Page 101 of 269



302 Courthouse Road, Suite H

eo .obe Gulfport, MS 39503
g j (844) GEO-JOBE (436-5623)

° Date Created
° Date Modified
° Enabled

° Organization
° Owner

° Schedule Type

° Tag
° Task ID
) Type

2. Downloading The Tasks Table

The “Download Table" button allows users to download the tasks table in either a
CSV or a JSON format. The table can be downloaded either in its entirety or if a filter

is applied to the table, the filtered results can be downloaded.
Downloaded tables are automatically named in the following format:

“tasks”_YYYY_MM_DD_HHMMSS

Ill. Logs
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Task logs are records of activities that occurred when a task ran. Each time a task runs,

W

302 Courthouse Road, Suite H
Gulfport, MS 39503
(844) GEO-JOBE (436-5623)

Scheduler for ArcGIS

&S

Webhooks

one log is created for each identity that the task uses.

Filter metnod @ | Content that satisfies all filters ("AND") #|

Scheduled tasks cannot be deleted, but they can be removed from the queue and prevented from running by disabling the task on the Tasks page.

Calendar

Identities

M CheckFlags

il Delete Logs [EVTSWEATRENN Rowsperpage | 25 ¢ @

*Start time for tasks in the queue (tasks that are scheduled or waiting) is the scheduled start time. The task may run at a later time if other tasks are in the queue ahead of it.

O | Status Task - Organization - StartTime  « EndTime | SuccessfulResuts  « Failed Results - Initiated By - Details
RepoTsTU RepoTTs: T R

Emals: 1 Emails: 0
Users: 0 Users: 0

=] v Disable Inactive Users htips:/ . portal 7/17/2024 8:00AM | 7/17/2024 8:00 AM Scredule [
Groups: 0 Groups: 0
Groups: 0 Groups: 0
Users: 0 Users: 0

O v |WeeklyReports htips:// com 7/15/2024 9:00AM | 7/15/2024 9:00 AM tems: 2 tems: 0 Scredule ()

Administrative Reports: 1 | Administrative Reports: O

Emals: 1 Emails: 0
Users: 1 Users: 0

=] Disable Inactive Users https:/ poral 71202024 TA6PM | 7/12/2024 7:16PM Ondemand by G717 o [
Groups: 0 Groups: 0
Users: 1 Users: 0

O Disable Inactive Users htips:// poral TN202024TAAPM | 7/12/2024 7:14PM Ondemand by G o ()
Groups: 0 Groups: 0
Users: 1 Users: 0

=] Disable Inactive Users htps:/ Jporal 71202024 TA2PM | 7/12/2024 7:12PM Ondemand by G 3 [
Groups: 0 Groups: 0

The log is a JSON file that's stored in the logs folder location indicated in Settings.
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Settings

»
21
]
| &
7

Accessibility Mode
Enable or disable Ac
[[] Check this boxto e

ity Mede, which will provide additional functionality to make Scheduler fully accessible.

e Accessibility Mode

General Settings | Users

Logs Folder (Required)

Input the folder path where task logs will be stored. Each identity will be given a subfolder in this folder where task logs for that identity will be stored. Logs will have the file name
<Task Name>_<Start Date And Time>_log.json. To avoid problems when updating your Scheduler build, this folder should be located outside of the Scheduler application folder.

Delete Logs
Checking the box below will automatically delete logs and their associated log files after the chosen period of time.

[ Delete logs and log files after |30 | days

Taclk Outnnt Eilae Enldar (Banmiirad)

Within the logs folder location, each log file will be stored in a subfolder for its specific
identity. This subfolder will be labeled schedulerLogs_<identity_id>, where <identity_id> is
the MongoDB ID of the identity in question (you can find this property for each identity
in the Log Folder ID column in the organizations tables on the Identities page).

Name Date modified Type Size
schedulerLogs_6744fd7f183f0c342ab08cbd 12/17/2024 10:47 AM File folder
schedulerLogs_67605068af cff2b9%beb310b 12/17/2024 10:41 AM File folder

For tasks that don't use identities, only connections, log files are stored in a subfolder
called schedulerLogs_ConnectionOnlyTasks. Within each subfolder, the individual log files

are labeled in the following format:
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Unset

<task name>_<date>_<time>_log. json.

All log files must be kept in the same location. If users want to move the log files to a
different location, they should change the Logs Folder property in Settings.

Settings

»
=l
(]
| &
>

Accessibility Mode
Enable or disable Accessibility Mede, which will provide additional functionality to make Scheduler fully accessible.
[[] Check this box to enable Accessibility Mode
General Settings | Users
Logs Folder (Required)
Input the folder path where task logs will be stored. Each identity will be given a subfolder in this folder where task logs for that identity will be stored. Logs will have the file name
<Task Name_<Start Date And Time>_log.json. To avoid problems when updating your Scheduler build, this folder should be located outside of the Scheduler application folder.

C:\SchedulerLogs

Delete Logs
Checking the box below will automatically delete logs and their associated log files after the chosen period of time.

[ Delete logs and log files after |30 | days

Tael Mtk Gilae Enldar (Rammiradl

This will move the log files to the new location and also update the settings to allow
Scheduler to find the files in the new location. Do not move the log files manually,
otherwise, Scheduler will not be able to find them. A summary of each individual log
is also stored as a record in MongoDB. On the Settings page, users can choose to
automatically delete logs every X days, to keep the logs from taking up too much space.

This will delete both the database records and the files.
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A= 8¢ Settings

Accessibility Mode|

Enable or disable Acc

y Mode, which will provide additional functionality to make Scheduler fully accessible
[[] Check this box to enable Accessibility Mode

General Settings = Users

Logs Folder (Required)
Input the folder path where task logs will be stored. Each identity will be given a subfelder in this folder where task logs for that identity will be stored. Logs will have the file name
<Task Name>_<Start Date And Time>_log.json. To avoid problems when updating your Scheduler build, this folder should be located outside of the Scheduler application folder.

C:\SchedulerLogs

Delete Logs
Checking the box below will automatically delete logs and their associated log files after the chosen period of time.

[ Delete logs and log files after |30 | days

B. Logs Table

The logs table contains a record of both logs from tasks that have already run, and tasks
in the queue, that is, tasks waiting to be run. Tasks are sorted by start time with the
most recent first. Tasks in the queue are always at the top of the table. For scheduled
tasks, the queue contains the next scheduled run time.

Filter method @ | Content that satisfies all filters ("AND") # _ Check Flags
£ Refresh [PEVALTCR AP  Rows per page | 25 # e

*Start time for tasks in the queue (tasks that are scheduled or waiting) is the scheduled start tims. The task may run at a later time if other tasks are in the queue ahead of it.
Scheduled tasks cannot be deleted, but they can be removed from the queue and prevented from running by disabling the task on the Tasks page.

O | status Task Organization Start Time End Time Failed Results Initiated By Details
ACMIMISIrANVE REpOTT
Emails: 0
Users: 0
u] v Disable Inactive Users https:// . portal 7/17/2024 8:00 AM | 7/17/2024 8:00 AM Scredule i
Groups: 0
Groups: 0
Users: 0
(u] v Weekly Reports https://. L com 7/15/2024 9:00AM | 7/15/2024 9:00 AM tems: 2 tems: 0 Scredule ;)
Administrative Reports: 1 Administrative Reports: 0
Emails: 1 Emails: 0
Users: 1 Users: 0
u] v Disable Inactive Users https:// = rportal 7/12/2024 T:16PM | 7/12/2024 7:16 PM Ondemand by G717 o )
ol
(u] v Disable Inactive Users https:// B ‘portal 7/12/2024 T:14PM | 7/12/2024 7:14PM Ondemand by G o ;)
Users: 1 Users: 0
u] v Disable Inactive Users https:// B /portal 7/12/2024 T12PM | 7/12/2024 7:12PM Ondemand by G o i
Groups: 0 Groups: 0

When the task runs, a new run time will be calculated and inserted into the queue.
There will only be one scheduled task run per task per identity in the Logs table. When a
task is run on demand or triggered by a webhook or other event, it will also be added to
the queue. Since these tasks haven't run yet, they will not have log files. For tasks that
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have run, the table will show the task’s status (scheduled, pending, in progress,
succeeded or failed), start and end time, a summary of how many pieces of content
(items, users, groups, services, etc.) exited reporting success or failure, and what caused
the task to run (its regular schedule, run on demand by a user, or triggered by a
webhook or other trigger event).

The user has the capability to both choose what field is the sorting field and whether
the table is then sorted in ascending or descending order.

AE OB O Logs -

Filter method @ | Content that satisfies all filters ("AND") * M Check Flags
Deletelogs | CRefresh | DownloadTable ~ [SURRCECLRIPERRRY :- ]

*Start time for tasks in the /{Ueue (tasks that are scheduled or waiting) is the scheduled start time. The task may run at a later time if other tasks are in the queue ahead of it
Scheduled tasks can’  be deleted, but they can be removed from the queue and prevented from running by disabling the task on the Tasks page.
() Status Task Organization Start Time End Time Successful Results Failed Results Initiated By Details
ATMIMISATVE KEPOTTS: U™ | AGMIMISTATVE KEpOTts:
Emails: 1 Emails: 0
. N Users: 0 Users: 0
[u] v Disable Inactive Users hitps 5 portal 7/17/2024 B:00AM | 7/17/2024 8:00 AM Schedule ()
Groups: 0 Groups: 0

(u] v Weekly Reports https: com 7/15/2024 9:00AM | 7/15/2024 9:00 AM ()
Emails: 1
Users: 1
=] v Disable Inactive Users https portal 712/2020 716 PM | 7/12/2024 7:16 PM [:)
Gro
a] v https:// Jportal 7/12/20247:14PM | 7/12/2024 7:14 PM o ()
2
0 v 7/12/2024 7:12 PM 12/20: 1 veerst 1 Vers:0 Ond Gl ()
u] https B porta 2/2024T:12PM |7, 24 7:12 PM n demand by o
Groups: 0 Groups: 0

Furthermore, the user can apply filters to the table to customize what logs are shown.

Logs can be filtered by the following properties:

° Task Name
° Connection
° End Time

° Initiated By

° Organization
° Start Time
° Status
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AEO 8O Logs -

Filter method @ | Content that satisfies all filters ("AND") +

M Check Flags

Task Name 2| | contains +| | value or “Exact Value" E 1 Delete Logs PETEEEEES Rowsperpage | 25 ¢ @

Task Name N B
T . . . ... o aing)is the schedud str time. Tne task may runat laer tme i other asks are i the queue ahead of .

¢ Lonnection they can be removed from the queue and prevented from running by disabling the task on the Tasks page.
Ena fime Organization Start Time. End Time Successful Results Failed Results Initiated By Details
AGMIISHTaTVE KEPOTIST U | ACMINISIZ1VE KEpOTTs: T
Emails: 1 Emails: 0
t Users: 0 Users: 0
https://| portal 7/17/2024 8:00 AM 7/17/2024 8:00 AM Schedule [: ]
Status Groups: 0 Groups: 0
Task ID Groups: 0 Groups: 0
Users: 0 Users: 0
a v Weekly Reports https:/y —————— 5.com 7/15/2024 9:00 AM 7/15/2024 9:00 AM Items: 2 Items: O Schedule [:]

1. Successes, Failures, and Result Counts

Every successful task run returns a count of content that has succeeded and failed.

AE OB O Logs -

Filter method @ | Content that satisfies all filters ("AND") +

Task Name 2| | contains 2| |value or "Exact Value® E MreEsles [PENEREASEEN  Rows per page | 25

*Start time for tasks in the queue (tasks that are scheduled or waiting) is the scheduled start time. The task may run at a later time if other tasks are in thoys’ 2ue ahead of it.
Scheduled tasks cannot be deleted, but they can be removed from the queue and prevented from running by disabling the task on the Tasks page.

O | status Task Organization Start Time End Time Successful Results Failed Results Initiated By
Groups: 0 Groups: 0
Users: 0 Users: 0
(u] v Weekly Reports https:// com 7/22/2024 9:00 AM | 7/22/2024 9:00 AM 8 tems: 0 Schedule
Administrative Reports: 0 | Administrative Reports: 1
Emails: 1 Emails: 0
Users: 0 Users: 0
u] v Disable Inactive Users hittps:/| Ee——0rta] 7/17/2024 8:00 AM | 7/17/2024 8:00 AM Schedule
Groups: 0 Groups: 0
Groups: 0 Groups: 0
Users: 0 Users: 0
(u] v Weekly Reports hittps:/|, ee— O 7/15/2024 9:00AM | 7/15/2024 9:00 AM tems: 2 tems: 0 Schedule
Administrative Reports: 1 Administrative Reports: 0
Emails: 1 Emails: 0
_ Userss1 | sers 0

If a task fails before it can determine what content is to be processed, the Successful
Results and Failed Results columns will show N/A. It is important to note that
content is marked as successful if it exits the task reporting success, and failed if it
exits the task reporting failure. Content exits the task marked as success or failure
per conditions configured by the user in the task steps. Success or failure reflects
that content'’s final behavior, not its performance on each step, and is dependent on
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the user’s choices. Counts of content that succeeded and failed for each individual
step can be found in the summary section of the logs viewer modal (see below).

Consider a task which transfers items to a new owner. Content that is successfully
transferred exits reporting success, and content that fails to transfer proceeds to
the next step, which exports that content. Content that is exported successfully will
exit reporting success, and content that fails to export will exit reporting failure. In
this case, both content that transfers successfully and content that fails to transfer
to the new owner but that is able to be exported will be reported as successes, but
users will be able to see the content that failed to transfer by looking at the CSV. If
the user would like to mark that content as failed results in the log, they can
configure the export step to exit reporting failure even if the export succeeds.
Scheduler's default is for the last step in the tool's workflow to have successful
content exit reporting success, and failed content to exit reporting failure, but these
can be changed by the user.

For example, imagine that for the task shown below, the task attempts to transfer
100 items to a new owner. 75 items are successfully transferred, 20 fail to be
transferred but are successfully exported, and 5 fail to be transferred and also fail to
export. Successes and failures will be calculated differently depending on the

Import Task Template Export Task Template Show Visual View Add Step
Actions | Step Tool Step Name (optional) Input Successful Results Action Failed Results Action
N2 1| Move ltems [ ] | remsthatpass selected fiters [# [Exitreporting success  #] | [Go tonextstep ¢] x
1 2 | Export ltems to CSV l:l Output from previous applicable step(s) [ ‘ Exit reporting success :‘ ‘ Exitreporting failure ‘ x

If the task were configured as above, the items that were transferred successfully
would exit reporting success. The items that failed to transfer but that exported
successfully would also exit reporting success. Only the items that both failed to
transfer and failed to export would exit reporting failure. Thus, for the scenario

above, there would be 95 successful results and 5 failed results.
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Import Task Template Export Task Template Show Visual View Add Step
Actions | Step Tool Step Name (optional) Input Successful Results Action Failed Results Action

$ 1 Mok [ temstutpassccesicion [ [Ettpotngsuceess ¢ [Gotoromses  ¢| | x
» 2 |Export ltems to CSV [ ] |oututfromprevious applicable step(s) [#" [Exitreporting failure  #] | [Exit reporting falure 2| x

If the task were configured in this way instead, all items that failed to transfer would
exit reporting failure, even if they exported successfully. Thus, this version of the
task would have 75 successful results and 25 failed results. The ability to control
whether results are reported as successes or failures provides maximum flexibility

for users.

For tools that use items, groups, users or services as their input, successful results
plus failed results will equal the total number of items, groups, users, or services
that entered the task. It should be noted that under certain configurations, an item,
group, user, or service can enter the task more than once, if steps operate

independently of each other. Consider a different variant of the task above:

Import Task Template Export Task Template Show Visual View Add Step
Actions Step Tool Step Name (optional) Input Successful Results Action Failed Results Action

bt |vovetems [ ] Aiemsnteogenmin @ [t reporingsuceess 3| | [Bxtreponing e ]
+ 2 |Bportemsocsy | oo g o

In this case, both steps take all items in the organization as their input. If there are
1,000 items in the organization, every item will enter the task twice and exit the task
twice, and therefore, there will be 2,000 total results.

For administrative reports, the total number of results will reflect the total number
of reports created. For portal operational health and security scans, the total
number of results will reflect the total number of scans run; however, one scan can
return multiple issues, which can be viewed in the CSV report. For tools where there
is no content to count, such as Run Custom Scripts, the tool will have one successful
result if it succeeds and one failed result if it fails.
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C. Log Details
Clicking on the blue info-circle in the Details column opens the log file viewer for an

individual log.

A= OB O Logs ‘7‘-

Filter method @ ‘ Content that satisfies all filters ("AND") *

‘ Task Name 2| | contains N

value or “Exact Value" ‘ IZ] W Delete Logs

*Start time for tasks in the queue (tasks that are scheduled or waiting) is the scheduled start time. The task may run at a later time if other tasks are in the queue ahead of it
Scheduled tasks cannot be deleted, but they can be removed from the queue and prevented from running by disabling the task on the Tasks page.

O | status = Task - Organization - StartTime  « EndTime  + | SuccessfulResults Failed Results - Initiated By - l Details
Groups: 0 Groups: 0
Users: 0 Users: 0
u} V| WeeklyReports https:// .com 7/2212024 9:00AM | 7/22/2024 9:00 AM tems: 12 Ktems: 0 Schedule ()
Administrative Reports: 0 | Administrative Reports: 1
Emals: 1 Emails: 0
Users: 0 Users: 0
a v Disable Inactive Users hitps: /| Ee—————————————— 013 | 7/17/2024 8:00 AM 7/17/2024 8:00 AM Schedule o
Groups: 0 Groups: 0
Groups: 0 Groups: 0
Users: 0 Users: 0
a v Weekly Reports hitps:/, Se—COT| 7/15/2024 9:00 AM 7/15/2024 9:00 AM Items: 2 Items: 0 Schedule o
Administrative Reports: 1 Administrative Reports: 0.
Emails: 1 Emails: 0
_ _ _ L _ o Users: 1 Users: 0 _ I _

All logs contain a summary of all the steps that ran, download links for any files that

were created, and any critical errors.

Log: Weekly Reports, 7/22/2024 9:00 AM

Summary:
7/22/2024 9:00:30 AM — Executing step 1: Export ltems To CSV/
7/22/2024 9:00:31 AM — Completed step 1: Export ltems To CSV. 12 result(s)
7/22/2024 9:00:31 AM — Skipped step 2: Export Groups To CSV because no content passed the selected filters.
7/22/2024 9:00:31 AM — Skipped step 3: Export Users To CSV because no content passed the selected filters.
7/22/2024 9:00:31 AM — Executing step 4: Create Administrative Report
7/22/2024 9:00:31 AM — Completed step 4: Create Administrative Report. 0 result(s) succeeded. 1 result(s) failed and proceeded to Step 5: Send Email.
7/22/2024 9:00:31 AM — Executing step 5: Send Email
7/22/2024 9:00:32 AM — Completed step 5: Send Email. 1 result(s) succeeded and exited reporting success. 0 result(s) failed.

(exported and to Step 2: Export Groups To CSV. 0 results) failed.

Output Files:
Step 1:
c Files\i 1721656831399.csv

Identity: C o
Task log level: Debug
Log file: C:\Schedulerl ogs 63bde68b10b0000529ddcbb\Weekly Reports 2024 07 22 090014 log,json

Beneath the summary is the log messages table, which records each individual message

in the log file.
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Log: Weekly Reports, 7/22/2024 9:00 AM X
Log file: C:\SchedulerLogs\sc| erlogs ds 10b0000529ddc6bMWeekly Reports 2024 07 22 090014 log.json
[PESTAIPER AR Rows per page | 25 % e
Status Type Step Step Name Content Owner/ User Time Message
Info Task A |NA N/A NA 7/22/20249:00AM | Task complete,
Info Task NA [ NA N/A N/A 7/22/20249:00AM | Done running task steps
Completed step 5: Send Email, 1 result(s) succeeded and
Info Step 5 N/A N/A N/A 7/22/2024 9:00 AM
exited reporting success. 0 result(s) failed.
Info Step 5 Send Email N/A N/A 7/22/2024 9:00AM | Emails sent.
Info Step 5 Send Email N/A N/A 7/22/2024 9:00 AM | Sending email
Info Step 5 N/A N/A N/A 7/22/2024 9:00 AM | Executing step 5: Send Email
Info Step N/A N/A N/A N/A 7/22/2024 9:00 AM | Got step content.
Info Step N/A N/A N/A N/A 7/22/2024 9:00 AM | Getting step content
Completed step 4: Create Administrative Report. 0 result(s)
Info Step 4 |va N/A N/A 7/22/20249:00AM | succeeded. 1 result(s) failed and proceeded to Step 5: Send
Email
Failed to create Activity report: The weekly report is already
Error Step. a Create Administrative Report N/A N/A 7/22/2024 9:00 AM | generated. Report item id:

8809¢f53bf0145dfafb3104cda28c3c

The type and amount of messages logged depends on the log level selected for the task
(see Task Completion Options in the Tasks Wizard section for a detailed explanation of
log levels). Changing the log level will change what information is logged going forward,
but won't impact logs already created. The log messages table can be filtered in a
variety of ways, allowing you to see, for example, all messages pertaining to a particular
piece of content or a particular step, provided that the log level is configured to record
that information.

Log: Weekly Reports, 7/22/2024 9:00 AM X
Log file: C:\Schedulerl ogs\s Logs 63bde68b1060000529ddcbbiWeekly Reports 2024 07 22 090014 log,json
Message 2| contains ¢| | balue or "Exact Value El PR Rows perpage | 25 | @)
Status Type Step Step Name Content Owner / User Time Message
Info Task N/A N/A N/A N/A 7/22/2024 9:00 AM | Task complete.
Info Task A [NA N/A N/A 7/22/2024 9:00AM | Done running task steps.
Completed step 5: Send Email. 1 result(s) succeeded and
Info Step 5 N/A N/A N/A 7/22/2024 9:00 AM
exited reporting success. 0 result(s) failed.
Info Step. 5 Send Email N/A N/A 7/22/2024 9:00 AM | Emails sent.
Info Step. 5 Send Email N/A N/A 7/22/2024 9:00 AM | Sending email
Info Step. 5 N/A N/A N/A 7/22/2024 9:00 AM | Executing step 5: Send Email
Info Step N/A N/A N/A N/A 7/22/2024 9:00AM | Got step content.
Info Step N/A N/A N/A N/A 7/22/2024 9:00AM | Getting step content
Completed step 4: Create Administrative Report. 0 result(s)
Info Step 4 NA N/A N/A 7/22/20249:00 AM | succeeded. 1 result(s) failed and proceeded to Step 5: Send
Email.
Failed to create Activity report: The weekly report is alreadly
Error Step 4 Create Administrative Report N/A N/A 7/22/2024 9:00 AM | generated. Report item id:

145dfafb:

D. Downloading Logs
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1. Logs Table

Using the “Download Table” button, users have the ability to download the logs
table in either a CSV or a JSON format. The table can be downloaded either in its
entirety; or if a filter is applied to the table, the filtered results can be downloaded.

AE O 8 & Logs -

Filter method @ | Content that satisfies all ilters (*AND") * W Check Flags
Task Name 2| | contains +| | value o *Exact Value ogs [PEVINEENSNINN Rows perpage | 25 ¢ @)
queue (tasks that are scheduled t time. The task may run at a later time if other Export CSV
ot be deleted, but they can be removed from the qu nted from running by disabling the task on th ExportdSON
Task Start Time EndTi Initiated ., Details
(m] v w Reports hitps m; gis.com 7/22/20249:00AM | 7/22/2024 9:00 AM dul )
s
Us [ Users: 0
=] |Disable Inactive U http: ‘porta 7/17/2024 8:00AM | 7/17/2024 8:00 AM hedul )
Groups: 0 Groups: 0

Downloaded tables are automatically named in the following format:

“logs”_YYYY_MM_DD_HHMMSS

2. Log Files

Using the “Download Table” button, users have the ability to download the log
messages table in either a CSV or a JSON format. The table can be downloaded
either in its entirety; or if a filter is applied to the table, the filtered results can be

downloaded.
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Log: Weekly Reports, 7/22/2024 9:00 AM

Summary:
7/22/2024 9:00:30 AM — Executing step 1: Export ltems To CSV
7/22/2024 9:00:31 AM — Completed step 1: Export Items To CSV. 12 result(s) (exported sfully) and
7/22/2024 9:00:31 AM - Skipped step 2: Export Groups To C3V because no content passed the selected fiters.
7/22/2024 9:00:31 AM - Skipped step 3: Export Users To CSV because no content passed the selected fiters.
7/22/2024 9:00:31 AM - Executing step 4: Create Administrative Report
7/22/2024 9:00:31 AM — Completed step 4: Create Administrative Report. 0 result(s) succeeded. 1 resul(s) failed and proceeded to Step 5: Send Email
7/22/2024 9:00:31 AM - Executing step 5: Send Email
7/22/2024 9:00:32 AM — Completed step 5: Send Email. 1 result(s) succeeded and exited reporting success. 0 result(s) failed.

to Step 2: Export Groups To CSV. 0 result(s) failed.

Output Files:
Step 1:

C:\SchedulerFiles\i ly1721656831399.csv

Identity: —
Task log level: Debug

Log file: C:\Schedulerl lerlogs de68b1060000529ddcbbA\Weekly Reports 2024 07 22 090014 log.json

Status Type Step Step Name Content Owner/ User Tim
Info Task NA [N N/A N/A 7/22/2024 9:00 AM
Info Task NA A N/A N/A

“messages” YYYY_MM_DD_HHMMSS

Gulfport, MS 39503
(844) GEO-JOBE (436-5623)

[PEVOEERFES TR  Rows per page | 25 ¢ @

7/22/2024 9:00 AM | Done running task steps.

Export CSV/
Export JSON

Additionally, the log file link directly above the messages table will download the

J

SON log file itself.

E. Check Flags

Check flags are labels that can be attached to content to indicate that the content has
been processed by the step in question one or more times previously (see the Configure
Steps portion of the Tasks section for more information). The check flags modal in the
logs table, visible by clicking the “Check Flags” button in the upper right corner of the
Logs table, allows you to see all of the check flags stored in the Scheduler database, and

also

a

Filter met

*Start time for tasks in the queue (tasks that are s siting
Scheduled tasks cannot be deleted, but they can be removed from the queue and prevented from ru

to delete them.

= e & O Logs

thod @ | Content that satisfies all filters ("AND") ¢

juled or waiting) is the scheduled start time. The task may run at a later time if other tasks are in the queue ahead of it.

g by disabling the task on the Tasks page.
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Check Flags

Check flags are labels that can be attached to content to indicate that the content has been processed by the step in question one or more times previously. In addition to the label, check flags include a timestamp for when the flag was
added. This allows a task to take an escalating series of actions over a certain period of time. Check flags are stored in the Scheduler database and do not affect the content's properties in your organization. Check flags can be configured in

Delete Check Flags
[+ |
Download Table v [RRSUCRC e

the Configure Steps section of the tasks wizard, where they can be added and removed when steps run (configurable in the Check Flags field), as well as used as step inputfilters (configurable in the Input Tient, @

(m] | Flag - Content Name: - Content Identifier - Organization A‘ Timestamp -
IV. Calendar
A= 0 &
Scheduler for ArcGIS

Tasks Logs Calendar

] }'\ a

— (Jb
Services Webhooks Identities

The calendar shows scheduled tasks and when they will run. Only tasks that are
enabled will appear here, and the calendar will only show tasks scheduled for the future
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(to see tasks that have already run, use the Logs table). The exception to this is the
current day, which to avoid confusion will show all scheduled tasks, including those that
have already run. There is:

e A month view, which shows the whole month and a list of tasks for each day

Today | Back | Next December 2024 Month | Week | Day

Sun Mon Tue ‘Wed Thu Fri Sat
01 02 03 04 05 3 o7 Changes made here will only apply to the selected

Scheduled Tasks

scheduled task on the selected day. You can make

permanent changes to a task on the Tasks page.

Select... |
Monitor Credits Demo Org: 9:00 AM

Monitor Credits-Do not delete: 9:00 AM

15 16 17 18 19 20 pal
« Monitor Credits-Donot delete | « Monitor Credits-Do not delete  » Monitor Credits-Do not delete  » Monitor Credits-Do not delete
« Monitor Credits Demo Org * Monitor Credits Demo Org « Monitor Credits Demo Org « Moritor Credits Demo Org
22 23 24 25 26 27 28
« Monitor Credits-Donot delete  « Monitor Credits-Donotdelete  + Monitor Credits Do notdelete  » Monitor CreditsDonotdelete  » Monitor Credits-Do notdelete  « Monitor Credits-Do notdelete  » Moritor Credits-Do not delete.
« Monitor Credits Demo Org « Monitor Credits Demo Org * Monitor Credits Demo Org « Monitor Credits Demo Org « Monitor Credits Demo Org « Monitor Credits Demo Org « Moritor Credits Demo Org
29 30 31 01 02 03 04
* Monitor Credits-Donot delete  « Monitor Credits-Donotdelete  + Monitor Credits-Do notdelete  » Monitor CreditsDonotdelete Monitor Credits-Do notdelete = Monitor Credits-Do notdelete Moritor Credits-Do not delete.
« Monitor Credits Demo Org « Monitor Credits Demo Org * Monitor Credits Demo Org « Monitor Credits Demo Org « Monitor Credits Demo Org « Monitor Credits Demo Org « Moritor Credits Demo Org

e A week view

Today | Back | Next December 15 - 21 Month | Week = Day

15 Sun 16 Mon 17 Tue 18 Wed 19 Thu 20 Fri 215at

Selected Task

Click on eventto see its schedule settings. Only future
scheduled tasks are shown here; tasks that have already
12:00 AM been run can be viewed on the Logs page.

2:00 AM
4:00 AM
6:00 AM

8:00 AM

Monitor Cre Monitor Monitor Cre Monitor Monitor Cr¢ Monitor Monitor Cr¢ Monitor

10:00 AM

12:00 PM

2:00PM

4:00PM

6:00 PM

8:00 PM

10:00 PM
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e Aday view, which shows hour by hour.

Today Back Next Wednesday Dec 18 Month Week Day

The start time of the calendar block coincides with the start time of the task. In order to
create a visible block on the calendar for each task, all tasks are shown as taking 10
minutes, but this is solely for display purposes and does not reflect how long the task
will actually take. To avoid the calendar getting too crowded, tasks that run multiple
times per day will appear at the top as all-day events.

Users can get more information about a task’s run time by clicking on a day (in the
month view) or the task itself (in the week and day views). The sidebar will show the
tasks and what the expected run time is for each. Users can also edit a task’s schedule
for a particular day without changing the overall schedule. For example, if there’s going
to be server maintenance on a particular day and the user doesn’'t want the task to run
during that time, for that day only they can disable it or move it to a different time,
without changing the task’s schedule on other days.

V. Services
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S

Scheduler for ArcGIS

Tasks Logs Calendar

- .
= &S
Services Webhooks Identities

If you have one or more ArcGIS Server connections set up, the Services table will show
those connections’ services and their properties. Services have many properties, and
the properties present for each service will depend on the service's type and
configuration. The Services table displays a few common service properties, which may
not be present for every service; if users want to see a field that isn't currently in the
table, they can contact our support team to request it.

Filter method @ | Content that satisfies all filters ("AND") * & Database Tables m
5 Senice Workspaces DowniosdTle + RSPl

o Name Folder Name Enterprise Server Started Type Portal ltems Service

O | 1dw_RasterT. tps:// T server v Images: b0e96cab974ca6eda020c1c3cb360b7b ArcGISP| @

o |k Plants https// - Userver v MapServe 7d4980aa68f943b3b8d9ea35c0f770c1 AcGIS| @
42854a2ec71a4112a4d2611797d7859d,

O |sampleworldCities / https:/; - server v MapServer Map, Query, Data ©39ed9636d66462e9a: 5, ArcGISPr [4

63f0573e1e7a4dddad9

R . v Mo Vs, ey 5f20d0759517421fbédesffidfId6004, J "
) / tpSe// e server lapServer Map, Query, Data rcGIS Pr|
® - © ° LA fc9f1c4fb7e547b18a803ba3fd9aaa73 Z

O |EPAFacilitysummarizeTable

Z
B

eeeeee Vv  |GPsemer 13¢75c361d804823acbeee21 49fdceef ArcGlse [
51dd8d97c1534{90ae1452ecabb9c33c,

O |SampleWorldCities / https:/ Jserver v MapServer 2bcbeOadedsf42b69cib2bf6ceB2a9d1 ArcGISP [

2b7¢cc3bb797149eb80bdfcc24190f48c

5 |soe Teste v Meos Mo, Qo 81b37cd3918b41bb9d066Td7déa838ca wsrl @
] | SDE_TestPointsFLA / hitps:/ A server MapServer lap, Query, Data ArcGIS Pr
H - ° © o ey 51d789fc2ic7421cal6ba7fd8be55888 Z

O |public_works 2 / hitps/ oo S /server ' |MapServer Map, Query, Data 80f4420c

72439b9935141712975c67 acGls| @ |-

1-25 of 516 services 1]/2(/3|/4| 5| |Next| Last

The same applies to the filters. All of the properties for an individual service can be
viewed and edited by clicking the edit icon, which will open a JSON editor that shows all

of the service’s properties.
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Filter method @ | Content that satisfies all filters ('AND") * @ Database Tables S— ——
T — [EETTEl Rowsperpece | 25 ¢ @

(m] Name Folder Name Enterprise Server Started Type Operations Allowed Portal ltems Service

(Capabilities)
image, Metadata N
O |Icw_RasterT_1 https:/ server v ImageServer \ N b0e96ca6974cd6eda020c1c3ch360b7b ArcGIsE| (&
Mensuration
O |Power_Plants https:// server v MapServer Query, Map, Data 7d49802268943b3b8d9e235c0f770c1 <GIS [
42854a2ec71a4112adda611797d7859d,
O [sampleworldCities / https:/. server v MapServer Map, Query, Data 39ed9636d66462e933477dfbcAfadds,
63f057ae1e7ad4d4ad9c6d485a8875bb

ArcGIsP [

. e v o RE 5 5f20d0759517421fbéde6fffdf9d6004, GISP re
(m} / ttps:/s MapServer ap, y, Dat: A S Prl
o & https: server SpEREy RS fc9F1cdfb7e547b18803b531d9aaa73 e @

O |EPAFacilitysummarizeTable htps: server v GPServer 13¢75¢361d804823achccc2149fdceef ArcGISP] [
51dd8d97c1534f90ae1452ecabb9c33c,

O |sampleWorldCities / httpsz/ server v MapServer 2bcbe0aded5f42b69ci62bbee82a9d1 ArcGIse| [
2b7cc3bb797149b80bdfcc24190/48c
81b37cd3918b41bb9d066fd7d6a838c.

[ |SDE_TestPointsFLA https:/) server MapServer Map, Query, Data ArcGIS Pr| ’
- - ” v ’ 51d789fc2fc7421cal6ba7idBbc55888 =

O |Public_Works_2 / https:/: o server v MapServer Map, Query, Data 80f4420c4172439b99354171a975¢67 ArcGIS| 2

1-25 of 516 services 2((3|/4| 5| Next| Last

Users can make changes within the text editor and then click the Save button to update
the service.

View / Edit Service Data

‘:) Service Info JSON N

(] [a] [a]

The service manifest data, which provides information about the databases and other
resources that a service uses, can also be viewed in the JSON editor, though this data
can't be edited. Users can also bulk start and stop services using the buttons to the
upper right of the table.
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Filter method @ | Content that satisfies all filters ("AND") & & Database Tables. B Stop Services
S O s [XVNSWESYRENE Rows perpage | 25 ¢| @

Started Type Operations Allowed Portal Items Service
(Capabilities)

] Name Folder Name Enterprise Server

Image, Metadata,
Mensuration

Idw_RasterT_1 / https:// - © o /server v ImageServer b0e96cab974cabeda020c1c3ch360b7b ArcGISPr @

Scheduler can be used as a services viewer even if you don't intend to run tasks that

interact with the services.

A. Service Database Tables

If your services come from data stored in a database table, and if that database
is one of your database connections in Scheduler, you can configure Scheduler
to access that table. You can do this in the Database Tables modal on the

Services page.

superuser

Filter method @ | Content that satisfies all filters (“AND") & Database Tables B Stop Services
s [EEETEl Rowseerpece | 25 ¢ @

e Name Folder Name Enterprise Server Started Type Operations Allowed Portal Items
(Capabilities)

Enter the service layer information and the corresponding table, and for any
activity that uses the service layer, Scheduler will be able to find the
corresponding table. Optionally, you can select indexes to use when rebuilding
indexes. One usage of this functionality might be to create a triggered task that
runs when a feature service has been updated a certain number of times and

that rebuilds the indexes of the underlying tables for that service in order to

improve performance.

B. Service Workspaces

Page 120 of 269



302 Courthouse Road, Suite H

eo .obe Gulfport, MS 39503
g j (844) GEO-JOBE (436-5623)

Filter method @ | Content that satisfies all filters (‘“AND") * & Database Tables B Stop Services
e — TR Rowsperpece | 25 ¢ @
-] Name Folder Name Enterprise Server Started Type Operations Allowed Portal Items Service
(Capabilities)

Scheduler can also display all of the workspaces being used by your services in
the Service Workspaces table.

Service Workspaces X

This modal will display information about a service's workspaces (for example, the source database). You can choose to do this for the selected service(s), or for all services. Depending on the number of services selected, this operation can
take some time

Select the services to get workspace data for:

All services
Rows perpage | 25 ¢ @
Service Name Folder Name Enterprise Server Type Source Name Workspace
dw_RasterT_1 / hitps:/ o server ImageServer state_individual_incom_tax_rates_and_brackets.gdb Di\arcgisservendirectories\arcgissystem\arc
assignments_9173249304ef4b5c9ee83ddd 1bf Hosted hitps:/i . Wserver FeatureServer sde.DEFAULT (EC2AMAZ-1VGALM2.GPC.GEOPOWERED.CON db_rimth

This table pulls from the service manifest data and shows information about the
source database(s) and datasets being used by a service. The table displays one
row per workspace per service, so you can see all of the workspaces used by a
service, or all of the services that use a workspace. This can be useful if, for
example, you want to make changes to a database, but first you need to stop all
of the services that use that database. In that case you would simply filter by that
database workspace, and you could then stop all of the services that use it. For a
large number of services, loading service workspace information can take some
time, so you also have the option to select a subset of services from the Services
table and just get the workspace information for those selected services.

VIi. Webhooks

Scheduler gives you the ability to view and manage webhooks for organization content
(items, users and groups), hosted feature services and Survey123 surveys. Additionally,
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Scheduler can use webhooks to trigger tasks in response to actions involving items,
users, groups, services or Survey123 forms (see the section on Organization

Event-Driven Tasks for more information).

Note: If you want to use webhooks to trigger tasks, Scheduler must be installed on a server
with a fully qualified domain name and a valid certificate from an external certificate
authority (i.e. not self-signed). If you wish to run Scheduler on localhost and leverage
webhooks, you can do so by using a URL rewrite to create a fully qualified domain name for
localhost. Scheduler comes with a default web.config file that can be used to enable a URL
rewrite. If you simply want to view and manage webhooks for applications other than

Scheduler, you can do so without meeting these requirements.

A. What Are Webhooks?

Generally speaking, webhooks are event listeners that respond whenever a particular
action occurs. The webhook detects the action and then sends information about the
action (the payload) to the URL of the application configured to receive it. That
application can then perform some functionality based on the information contained in
the payload. For example, you could configure a webhook that fires when an item in
your organization is shared publicly. The payload would contain the item ID of the item
that was shared, and the receiving application could then do something to that item,
such as tag it or validate it, or simply alert an admin that the item had been shared.

Esri provides several kinds of webhooks for ArcGIS, including organization webhooks,
hosted feature service webhooks and Survey123 webhooks. Organization webhooks for
items, users, and groups are available in Enterprise 10.7 and above and detect actions
such as sharing content, changing ownership of content, or creating content. Hosted
feature service webhooks are available in ArcGIS Online and in Enterprise 11 and above.
These webhooks detect actions such as editing or adding features. Survey123
webhooks are also available in ArcGIS Online and in Enterprise 11 and above, and
detect when a Survey123 form response is submitted or updated. Organization and

Survey123 webhooks respond to events as soon as they occur, while service webhooks
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report changes in batches, at a frequency that can be configured in the “schedule”
property. You can learn more about webhooks by consulting Esri's documentation on
webhooks in ArcGIS Enterprise and webhooks in ArcGIS Online.

B. The Webhooks Tables

Scheduler provides a comprehensive interface for viewing organization, feature service
and Survey123 webhooks, as well as for creating, updating and deleting organization
and service webhooks in bulk. The Webhooks page shows all of the organization,
service and Survey123 webhooks for all identities, including both webhooks that are
used in Scheduler and those that are used in other applications.

Organization Webhooks | Service Webhooks = Survey123 Webhooks = Event Collections = Event Logs

Filter method @ | Content that satisfies all filters ("AND") *

1. Organization Webhooks

The organization webhooks table shows all organization webhooks for items, users
and groups for all the Enterprise identities that have been added to Scheduler. You
can also filter these webhooks by a number of different properties.

a. Table Columns

The table columns display the webhooks' properties, such as their name, the
organization they come from, and whether or not they are active.
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geo jobe

Webhook Name:

ftem add

Update group

Enable Test

Move Test

User added

Test

test

Item trigger

Enable Test

Update Test

Test Webhook

Test Webhook2

exgroup

1-25 of 112 webhooks

Organization
hitps://enterprise113.geopowered.com/porta
https://enterprise113.geopowered.com/portal
hitps://enterprise113.geopowered.com/porta
https://enterprise113.geopowered.com/portal
hitps://enterprise113.geopowered.com/porta

hitps://enterprise113.geopowered.com/portal

https://enterprize13.geopowered.com/portal
https://enterprise113.geopowered.com/portal
hitps://enterprise113.geopowered.com/porta
https://enterprise112.geopowered.com/portal
hitps://enterprise112.geopowered.com/porta
hitps://enterprise112.geopowered.com/portal

https://enterprise108.geopowered.com/portal

Nicholson Test Specific Group Delete Protectid https://enterprise108.geopowered.com/portal

Active

XL x x < xx

Valid for Scheduler

x

XX XKLL X X x %
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Events Tasks
fitems/add

/groups/update

fusers/enable

/tems/move

tusers/add

/

fiteme/delete

ftems/add

fusers/disable

/tems/update

fitems/add

/items/add

/groups/addUsers export groups (654856242b4404cf44230b9b)

/groups/4a00e041f6b64eb38E Nicholson Test Specific Group Delete Protectid

Event Collections

1](2]|3|[4]|5

The Valid for Scheduler column indicates whether a webhook can be used in

Scheduler. If a webhook's payload URL matches the Scheduler URL configured

on the Settings page (see the Settings section for details on configuring this

property), it is considered valid for Scheduler; otherwise, it is not. You can still

view and modify webhooks that aren’t valid for Scheduler, but you won't be able

to use them to trigger tasks.

Webhook Name:

ftem add

Update group

Enable Test

Move Test

User added

Test

test

Item trigger

Enable Test

Update Test

Test Webhook

TestWebhook2

exgroup

1-25 of 112 webhooks

Organization
https://enterprise113.geopowered.com/portal

hitps://enterprise113.geopowered.com/portal

https:/enterprise113.geopowered.com/portal
https://enterprise113.geopowered.com/portal
https://enterprisel 13.geopowered.com/porta
https://enterprise113.geopowered.com/portal
https://enterprise113.geopowered.com/porta
https://enterprise113.geopowered.com/portal
hitps://enterprise113.geopowered.com/porta
https://enterprise112.geopowered.com/portal
hitps://enterprise112.geopowered.com/porta

hitps://enterprise112.geopowered.com/portal

https://enterprise108.geopowered.com/portal

Nicholson Test Specific Group Delete Protectid https://enterprise108.geopowered.com/portal

Active

X CCLLLLCCOx X xx

Valid for Scheduler

x

XX X< X X X X

Events Tasks
fitems/add

/groups/update

fusers/enable

/tems/move

fusers/add

/

fitems/delste

ftems/add

fusers/disable

/tems/update

fitems/add

ftems/add

/groups/addUsers export groups (654856242b4404cf44230b9b)

/groups/4a00e041f6b64eb38E Nicholson Test Specific Group Delete Protectid

Event Collections

1](2]|3|[4]|5

The Tasks and Event Collections columns show what tasks or event collections,

if any, are using a webhook (for more information on event collections, see

below).
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a ‘Webhook Name - ‘Organization - Active  ~ | Valid for Scheduler Events - Tasks - Event Collections ‘

O |temadd https://enterprise113.geopowered.com/portal x x Jitems/add =z -

[ | Update group https://enterprise113.geopowered.com/portal x X /groups/update =

[ | Enable Test https://enterprise113.geopowered.com/portal v x Jusers/enable =

O | Move Test https://enterprise113.geopowered.com/portal x X /fitems/move =

[ | Useradded https://enterprise113.geopowered.com/portal x x Jusers/add =

O |[Test https://enterprise113.geopowered.com/portal v v ’ =

O |test https://enterprise113.geopowered.com/portal v v Jitems/delste =

O |temtrigger https://enterprise113.geopowered.com/portal v v Jfitems/add =

O |Enable Test https://enterprise113.geopowered.com/portal v X Iusers/disable [}

O | Update Test https://enterprise112.geopowered.com/portal v X Jfitems/update =

O | TestWebhook https://enterprise112.geopowered.com/portal v v Jitems/add =

O |TestWebhook2 https://enterprise112.geopowered.com/portal v v fitems/add [}

O |exgroup https://enterprise108.geopowered.com/portal v X Igroups/addUsers export groups (654856242b4404cf44a30b9b)| =

O | Nicholson Test Specific Group Delete Protectid https://enterprise108.geopowered.com/portal x v /groups/4a00e041f6b64eb38E Nicholson Test Specific Group Delete Protecti =z |-
« »

1-25 of 112 webhooks [2)[3](<][s)

b. Create Webhooks

Clicking the Create Webhook button opens the Create Webhook modal, which
will walk you through the process of setting up a webhook.

Organization Webhooks = Service Webhooks | Survey123 Webhooks | Event Collections = Event Logs

Filter method @ | Content that satisfies all filters ("AND") # &% Create Webhook

_ Delete Webhooks
[# Update Payload URL || @ Activate Webhooks | @ Deactivate Webhooks

Export Webhooks Download Table v [ A [=)

T ]

If you choose to create a webhook for use in Scheduler, the webhook’s payload
URL will automatically be set to the Scheduler URL, and there will be several
additional options available.
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Create Webhook X

Choose webhook type:

| A webhook for use in Scheduler :|

Choose what type of content to watch for changes:

| Select... ¢|

If you choose to create a generic webhook for use in another application, you

will input information in the same format as is used in Esri's REST APl interface in
your organization.

Create Webhook X

Choose webhook type:

| A generic webhook for use in another application

“

Select identity:

| Select...

“

Secret (optional):

Payload URL:

Changes:

| Select... ‘|

Config:

‘ e

Once you select your webhook type, you will need to choose what type of
content to watch, for Scheduler webhooks, and select an identity that the
webhook will be used with.
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Create Webhocok X

Choose webhook type:

| A webhook for use in Scheduler ¢|

Choose what type of content to watch for changes:

| Pelect... ¢|

Groups
Users

Cancel w
Create Webhook X

Choose webhook type:

‘ A webhook for use in Scheduler v|

Choose what type of content to watch for changes:

‘ ltems ¢|

Select identity:

‘ https:// ‘portal ¢|

Webhook name:

Select trigger:

‘ Select... ¢|

Deactivation Policy:
Deactivate this webhook if it fails to deliver its payload Times over the course of days @

] Filter webhook content @

You will then name your webhook, and select or enter the event that will trigger
the webhook. Webhooks can have multiple events, but Scheduler works best
with webhooks that have only a single event, because different events return
different information, which could lead to problems when running tasks.
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Create Webhook X

Choose webhook type:

| A webhook for use in Scheduler :‘

Choose what type of content to watch for changes:

| ltems :‘

Select identity:

| https://enterprise 108.geopowered.com/portal % ‘

Webhook name:

‘Tes’t'\ng Webhook ‘

Select trigger:

| pelect...

A specific item is unshared publicly
A specific item is updated

Anitem is added

An item is published

Any item is deleted

A specific item is deleted =
A specific item is reassigned
A specific item is shared publicly

Any item is reassigned
I Any item is shared publicly I

If you are creating a webhook for use in Scheduler, you will have an additional

option to filter the webhook content.
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Create Webhook X

Choose webhook type:

A webhook for use in Scheduler

Choose what type of content to watch for changes:

ltems

Select identity:

https://enterprise108.geopowered.com/portal

Webhook name:

Testing Webhook

Select trigger:

An item is added

Deactivation Policy:

Deactivate this webhook if it fails to deliver its payload |5 times over the course of |3 days @

[ Filter webhook content @

Out-of-the-box webhooks functionality allows you to watch an event for all
items, users or groups, or for specific IDs or usernames. Scheduler’s additional
functionality allows you to configure your webhook to, for example, only
respond to an event for feature services but not for other item types, providing
maximum flexibility. Information about filters is stored in the Scheduler
database, so using filters won't impact how the webhook is configured in your
organization. Webhooks with filters will still be triggered in your organization
regardless of whether they pass the filters, but when Scheduler receives them it
will ignore them if the content they reference doesn't pass the filters. This
functionality is unique to Scheduler, so it will not work when using the webhook

with another application.

When you click Create, Scheduler will create the webhook. If an error occurs,
make sure that your environment is properly configured (see the note earlier in

this section about requirements for webhooks).
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Create Webhook X

Choose webhook type:

&

| A webhook for use in Scheduler

Choose what type of content to watch for changes:

Rl

| ltems

Select identity:

hLd

| https://enterprise108.geopowered.com/portal

Webhook name:

Testing Webhook ‘

Select trigger:

| An item is added s

Deactivation Policy:
Deactivate this webhook if it fails to deliver its payload times over the course of days @

[ Filter webhook content @

c. Delete Webhooks

You can select one or more webhooks and bulk delete them. Scheduler will first
report how many tasks or event collections are using the selected webhooks, to
ensure that you don't delete webhooks that will interfere with your tasks.

d. Update Payload URL

You can bulk update the payload URL of webhooks. This changes the application
which will receive the webhook’s payload. Each webhook can send its payload to
a single application. You can use this tool to migrate webhooks used in other
applications to Scheduler, or vice versa.
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e. Activate and Deactivate Webhooks

You can bulk activate and deactivate webhooks. Inactive webhooks will not fire
and will not trigger tasks.

Filter method @ | Content that satisfies all filters ("AND") # & Create Webhook |l Delete Webhooks
[# Update Payload URL | @ Activate Webhooks | @ Deactivate Webhooks
Import Webhooks Export Webhooks SRS Rowsperpage | 25 ¢| @

Filter method @ | Content that satisfies all filters ("AND") # & Create Webhook |l Delete Webhooks
[# Update Payload URL @ Activate Webhooks © Deactivate Webhooks
Import Webhooks Export Webhooks Download Table v [IEENNEAIPERY - |

f. Import and Export Webhooks

You can use these tools to clone webhooks or to bulk update properties other
than the payload URL. Simply export the webhooks to CSV, make the desired
changes (such as changing the identity), then import them.

Filter method @ | Content that satisfies all filters ("AND") # & Create Webhook |l Delete Webhooks
[# Update Payload URL | @ Activate Webhooks | @ Deactivate Webhooks
Import Webhooks Export Webhooks Download Table v AR PR -

Filter method @ | Content that satisfies all filters ("AND") & Create Webhook | il Delete Webhooks
[# Update Payload URL | @ Activate Webhooks | @ Deactivate Webhooks:
Import Webhooks Export Webhooks SRS Rowsperpage | 25 ¢| @

2. Service Webhooks
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The service webhooks table displays feature service webhooks for all Enterprise 11+
and ArcGIS Online identities. Due to changes in Esri's API, fetching service webhooks
for Enterprise 11.2 and below is more time-consuming and resource-intensive than
fetching service webhooks for Enterprise 11.3 and above and for ArcGIS Online,
depending on the number of services in your organization. Because of this you are
given the option to only display the webhooks for a single identity, and, for
Enterprise 11.2 and below, for a single service for a particular identity. You can also
choose to view webhooks for all identities or all services. You can filter webhooks by

a number of different properties.

A E O a8 o Webhooks

Organization Webhooks = Service Webhooks = Survey123 Webhooks | Event Collections = Event Logs

Select identity
Enterprise 112 (https://, ‘portal)

Select how to view webhooks

Select...

View webhooks for an individual service

View webhooks for all services

Organization Webhooks | Service Webhooks = Survey123 Webhooks = Event Collections = Event Logs

Select identity

Enterprise 113 (https:/. — portal)

Get Webhooks

a. Table Columns

The table columns display the webhooks' properties, such as their name, the
service they're assigned to, the organization they come from, and whether or not
they are active.
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Filter method @ | Content that satisfies all filters ("AND") #
s 255/
[u] Webhook Name Service Organization Active Valid for Scheduler Change Types Failure Count Failure Messa
[ | Create Test Hosted/Publish_Test/FeatureServer https:/ - L oortal v X FeaturesCreated =

The Valid for Scheduler column indicates whether a webhook can be used in
Scheduler. If a webhook’s payload URL matches the Scheduler URL configured
on the Settings page (see the Settings section for details on configuring this
property), it is considered valid for Scheduler; otherwise, it is not. You can still
view and modify webhooks that aren’t valid for Scheduler, but you won't be able
to use them to trigger tasks.

The Tasks column shows what tasks, if any, are using a webhook.

Filter method @ | Content that satisfies all filters ("AND") #
Fowsperpe (357 @
O Organization Active Valid for Scheduler Tasks Schedule Failure Count Failure Messages Change Types
[m] https:/) portal v x Every 30 seconds FeaturesCreated 3

The Schedule column shows how frequently the webhook checks for updates.

Filter method @ | Content that satisfies all filters ("AND") ¢
T
[u] Organization Active Valid for Scheduler Tasks Schedule Failure Count Failure Messages. Change Types
[m] https:// portal v x Every 30 seconds FeaturesCreated =

The Failure Count and Failure Messages columns show information indicating
when a webhook payload failed to be delivered (for example if the Scheduler
server is down). Service webhooks will automatically deactivate after five failures.
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1l Delete Webhooks

[# Update Payload URL @ Activate Webhooks © Deactivate Webhooks
Bl Rows per page =)

A‘ Failure Count A‘ Failure Messages A‘ Change Types

‘ FeaturesCreated | =

Filter method @ ‘ Content that satisfies all filters ("AND") ¢

Export Webhooks

Organization

- ‘ Active  ~ ‘ Valid for Scheduler  « ‘ Tasks - ‘ Schedule

v

b3 ‘ Every 30 seconds

portal

b. Create Webhooks

Clicking the Create Webhook button opens the Create Webhook modal, which
will walk you through the process of setting up a webhook.

Organization Webhooks | Service Webhooks | Survey123 Webhooks | Event Collections | Event Logs

Select identity
Enterprise 113 (https:// /portal) B

Get Webhooks

1l Delete Webhooks

[# Update Payload URL © Activate Webhooks © Deactivate Webhooks
B Rows oer page =)
_l

I

Filter method @ ‘ Content that satisfies all filters ("AND") ¢

Srhadula T T

Brtiva - | VabidfarSohodular -

If you choose to create a webhook for use in Scheduler, the webhook’s payload
URL will automatically be set to the Scheduler URL, and there will be several

additional options available.
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Create Webhook X
Choose webhook type:
| A webhook for use in Scheduler ¢|

Select identity. Service webhooks are avsilable for Enterprizse 11+ and for ArcGIS Onlins.

| https:/] /portal E |

Select service. To create webhooks, s service must have change tracking enabled.

| Hosted/SensitivelnformationTest (hups:/| : server/rest/services/Hosted/SensitivelnformationTest/FeaturaServer) ¢|

Webhook name:

| Test 2 |
Active:

| True ¢|
Events:

B Festures created Festures updsted

B Festures deleted Festures edited

B Attachments crested B Attachments updated

B Attachments deleted Layer schema changed

B Layer definition changed Feature service definition changed

Schedule Info:
Name:

| [check for Sensitive Information modification |

Start date:

| 12/17/2024 05:47 PM ] |
State:

| Ensbled ¢|

Recurrence info: @

If you choose to create a generic webhook for use in another application, you
will input information in the same format as is used in Esri's REST APl interface in

your organization.
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Create Webhook X

Choose webhook type:

A

| A generic webhook for use in another epplication

Select identity. Service webhooks are available for Enterprizse 11+ and for ArcGIS Online.

RL3

| https://enterprise112.geopowerad.com/portal

Select service. To create webhooks, a service must have change tracking enabled.

| Hosted/SensitivelnfermationTest (hups://enterprise 1 12.geopowered.com/server/rest'services/Hosted/SensitiveInformationTesw/FeatureServer) +

Webhook name:

Change Types:

| )

Signature key (optional):

Hook URL (payload URL):

Contenttype:

A

| epplication/json

Payload format:
| JSON

A

Active:

L3

| Select...

Schedule info:
{

"name": ",

"startAt”: 1734479616025,

"state”: "enabled",

“recurrencelnfo”: {
"frequency”: "second”,
"interval®: 30

}

}

Once you select your webhook type, you will need to choose the identity and
service to assign the webhook to.
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Create Webhook X
Choose webhook type:
| A webhook for use in Scheduler B

Select identity. Service webhooks are available for Enterprise 171+ and for ArcGIS Online.

| https:/] /portal 2

Select service. To create webhooks, & service must have change wacking enabled.

| Hosted/SensitivelnformationTest (hips/| : server/rest/services/Hosted/SensitivelnformationTest/FestureServer) B
1
Webhook name:
Test 2 |
Active:
| True s
Events:
B Featres created Features updated
B Festures deleted Festures edited
B Attachments crested B Auachments updated
Atrtachments delsted Layer schema changed
B Layer definition changed Feature service definition changed

Schedule Info:

Name:

| fcheck for Sensitive Information modification |

Start date:

| 12/17/2024 05:47 PM [w] |
Stete:

| Enabled 2

Recurrence info: @

You will then select or enter the event(s) that will trigger the webhook and set its
schedule, which determines how often the webhook checks for updates.
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Create Webhook X
Choose webhook type:
| A webhook for use in Scheduler :|

Selectidentity. Service webhooks are svailsble for Enterprise 11+ and for ArcGIS Online.

| https:/] /portal ] |

Select service. To create webhooks, & service must have change acking enabled.

| Hosted/SensitivelnformationTest {https/] : server/rest/services/Hosted/SensitivelnformationTest/FeatureServer) ¢|
Webhook name:

Test 2 |
Active:

| True ¢|
Events:

B Festures created Festurss updsted

B Festwres deleted Festurss edited

B Attachments created B Atachments updated

B Attachments deleted Layer schema changed

B Layer definition changed Festure service definition changed

Schedule Info:

Name:

| [check for Sensitive Information modification |

Start date:

| 12/17/2024 05:47 PM [w] |
State:

| Enabled ¢|

Recurrence info: @

The maximum frequency is every 30 seconds, a restriction imposed by Esri.
Scheduler also imposes a minimum frequency of once per week. This is because
getting a webhook's full payload consumes more resources the more changes
have accumulated, and webhooks that fire infrequently will accumulate more
changes.
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Create Webhook X
Choose webhook type:
| A webhook for use in Scheduler ¢|

Select identity. Service webhooks are avsilable for Enterprizse 11+ and for ArcGIS Onlins.

| https:/] /portal E |

Select service. To create webhooks, s service must have change tracking enabled.

| Hosted/SensitivelnformationTest (hups:/| : server/rest/services/Hosted/SensitivelnformationTest/FeaturaServer) '|

Webhook name:

| Test 2 |
Active:

| True ¢|
Events:

B Festures created Festurss updsted

B Festures deleted Features edited

B Attachments crested B Attachments updated

B Attachments deleted Layer schema changed

B Layer definition changed Festure service definition changed

Schedule Info:
MName:

| [check for Sensitive Information modification |

Start date:

| 12/17/2024 05:47 PM ] |
State:

| Ensbled ¢|

Recurrence info: @

Depending on how frequently changes to a particular service occur, you may
want to observe how your service webhooks function in Scheduler tasks and
then adjust their schedule accordingly.

¢. Delete Webhooks

You can select one or more webhooks and bulk delete them.
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Get Webhooks

Filter method @ | Content that satisfies all filters ("AND") # & Create Webhook 1l Delete Webhooks
[# Update Payload URL | @ Activate Webhooks | @© Deactivate Webhooks
Import Webhooks Export Webhooks [l R Rowsperpage | 25 ¢ @)

‘ (] Webhook Name Service Organization Active Valid for Scheduler Change Types Failure Count Failure Messa ‘
I

Scheduler will first report how many tasks are using the selected webhooks, to

ensure that you don't delete webhooks that will interfere with your tasks.

Delete Service Webhooks X

Are you sure you want to delete 1 service webhook(s)? These webhooks are used in a total of 0 task(s).

d. Update Payload URL

You can bulk update the payload URL of webhooks. This changes the application
which will receive the webhook's payload. Each webhook can send its payload to
a single application. You can use this tool to migrate webhooks used in other

applications to Scheduler, or vice versa.

Get Webhooks
Filter method @ | Content that satisfies all filters ("AND") ¢ & Create Webhook 1l Delete Webhooks
[# Update Payload URL || @ Activate Webhooks [| @ Deactivate Webhooks
Import Webhooks Export Webhooks LR Rowsperpage | 25 ¢ @)

e. Activate and Deactivate Webhooks

You can bulk activate and deactivate webhooks. Inactive webhooks will not fire
and will not trigger tasks.
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GetWebhooks

Filter method @ | Content that satisfies all filters ("AND") ¢

Import Webhooks [l Export Webhooks

& Create Webhook [| i Delete Webhooks
[ Update Payload URL || @ Activate Webhooks | ® Deactivate Webhooks
[ Downlosd Table  ~ [ECTENNELRIPEREY )

f. Import and Export Webhooks

You can use these tools to clone webhooks or to bulk update properties other
than the payload URL. Simply export the webhooks to CSV, make the desired
changes (such as changing the identity), then import them.

Get Webhooks

Filter method @ | Content that satisfies all filters ("AND") ¢

& Create Webhook |l Delete Webhooks

[# Update Payload URL | @ Activate Webhooks | © Deactivate Webhooks
EEEEI o 25 < @
=

3. Survey123 Webhooks

The Survey123 webhooks table shows all Survey123 webhooks for all Enterprise 11+
and ArcGIS Online identities. Fetching Survey123 webhooks can be time-consuming
and resource-intensive depending on how many Survey123 items are in your
organization. Because of this you are given the option to only display the webhooks
for a single identity, and then for a single survey. You can also choose to view
webhooks for all identities or all surveys for a specific identity.

Organization Webhooks | Service Webhooks | Survey123 Webhooks | Event Collections | Event Logs

Select how to view webhooks

[Select...

View webhooks for an individual survey
View webhooks for all surveys
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Organization Webhooks | Service Webhooks | Survey123 Webhooks | Event Collections | Event Logs

Select how to view webhooks

View webhooks for all surveys

Select identity

Select...

All identities

Enterprise 112 (https:// - portal)
Enterprise 113 (https:/! : . portal)

GEO Jobe DEMO (https:/fgmms naps.arcgis.com)

maps.arcgis.com)

You can filter webhooks by a number of different properties. Because of the unique
structure of Survey123 items, you cannot create, edit or delete Survey123
webhooks in Scheduler, and instead should perform these activities in the
Survey123 interface in your ArcGIS organization. However, you can still use
Survey123 webhooks to trigger tasks.

a. Table Columns

The table columns display the webhooks' properties, such as their name, the
survey they're assigned to, the organization they come from, and whether or not
they are active.

Filter method @ | Content that satisfies all filters ("AND") ¢

PR ANIR Rowsperpage | 25 ¢ @

(m) Webhook Name Survey Title Organization Active Valid for Scheduler Tasks.

O [Test AED Inventory https:// a0 t/portal v x

The Valid for Scheduler column indicates whether a webhook can be used in
Scheduler. If a webhook’s payload URL matches the Scheduler URL configured
on the Settings page (see the Settings section for details on configuring this

property), it is considered valid for Scheduler; otherwise, it is not. You can still
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view webhooks that aren't valid for Scheduler, but you won't be able to use them

to trigger tasks.

Filter method @ | Content that satisfies all filters ("AND") ¢

[T Rowsperpage | 25 < @

fa} Webhook Name Survey Title Organization Active Valid for Scheduler Tasks

O |Test AED Inventory https:// a0 tm/porta v x

The Tasks column shows what tasks, if any, are using a webhook.

Filter method @ | Content that satisfies all filters ("AND") ¢

[T Rowsperpage | 25 < @

[a] Webhook Name Survey Title Organization Active Valid for Scheduler Tasks

O |Test AED Inventory https:// a0 tm/porta v x

C. Event Collections

A= 08 Webhooks -

Organization Webhooks = Service Webhooks | Survey123 Webhooks = Event[Collections = Event Logs

Filter method @ | Content that satisfies all filters ('/AND") * S
CEETR Rowsperpage |25 ¢ @

(u] Name Webhooks File Name Tasks

Organization webhook triggers are powerful tools that can allow Scheduler to
respond immediately to events that occur in an organization. However, for events
that occur frequently, it may not be desirable to run a task every time the event
occurs. For example, a Scheduler user may want to know about items being shared
publicly, but in a large organization where items are shared publicly often, it would
be untenable to have a task run every time this occurs. To solve this problem,
Scheduler has event collections. Event collections use organization webhooks just
like organization event triggered tasks do, but rather than causing a task to run,

when the webhook fires, the content it returns will be written to a file. This file can
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then be used as input for a scheduled task that will process all the content the file
contains. So in the example above, a user could configure an organization webhook

event collection that will record when items are shared, and then set up a scheduled
task that runs once a day to validate the items.

aAaE0 B Webhooks -

Organization Webhooks | Service Webhooks | Survey123 Webhooks = Event Collections = Event Logs

Filter method @ | Content that satisfies all filters ("AND") ¢

(m] | Name - ‘ Webhooks - File Name

ollection 1l Delete Event Collections
Bl Rows per page =)

N Tasks N ‘
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Add Event Collection @ X

To watch for changes to items, users and groups, Scheduler will create webhooks in your organization. To learn more about , see Esri's documentation or our blog atticle. To learn more about

Scheduler's requirements for using webhooks, see the Scheduler Users' Guide.

Event collection name:

‘Public Sharing Check ‘

File name (JSON):

‘ public_sharing_check json ‘

Choose what type of content to watch for changes:

‘ ltems e‘

Choose how to clear content from the event collection file: @

‘ Clear only content that finished successfully from the file after running the task e‘
Choose how to create the trigger: Trigger - Webhook Name - Identity - Webhook a ‘ ‘
| Crste New Webhosk ¢

Select identity:

‘ https:// B fportal :‘

Webhook name:

‘Chsck Public Sharing ‘

Select trigger:

‘ Any item is shared publicly e‘

Deactivation Policy:
- . . . [ — e

Add Event Collection

Add Event Collection @ X

‘pub\ic,shar'mg,checkqson | X

Choose what type of content to watch for changes:

‘ ftems c|

Choose how to clear content from the event collection file: @

[ Clear only content hat finished suceessfully from the file afer running the task <
Choose how to create the trigger: Trigger a Webhook Name a Identity a Webhook a | ‘
| Creste New Webhook 4

Select identity:

‘ https:// o Vportal :‘

Webhook name:

‘Check Public Sharing ‘

Select trigger:

‘ Any item is shared publicly :‘

Deactivation Policy:
Deactivate this webhook if it fails to deliver its payload times
over the course of days @

[ Filer webhook content @

eate Webhook

Add Event Collection

Event collections are not used with service webhooks because service webhooks
already check for changes on a schedule, rather than responding instantly as

Page 145 of 269



302 Courthouse Road, Suite H

geo jo be Gulfport, MS 39503

(844) GEO-JOBE (436-5623)

organization webhooks do. If you want tasks triggered by service webhooks to run

less frequently, you can simply adjust the schedule (see the Service Webhooks
section above).

To prevent the same content from being processed over and over again, the event
collection will be cleared after each time it is run, with an option to only clear
content that exited the task successfully, which will result in the task retrying failed
content until it succeeds. Because running the task clears the event collection, it is
recommended that only one task use a particular event collection.

Event collection files are stored on the machine where Scheduler is installed in the
folder specified in the Event Collection Files Folder setting on the Settings page (see
the Settings section of this document for more information).

A= e o Settings -

Calendar Settings
Choose how many years of scheduled tasks to display on the calendar.

Number of years: |5

Check for Feature Service Updates Frequency
For tasks triggered by updates to feature services, choose how frequently to check for updates.

Check feature services for updates every |1 hours

Scheduler URL for Webhooks and Scheduler Satellite

Input the URL of the location where Scheduler is currently running, which can be used as the payload URL for webhooks, and/or as the parent URL for Scheduler Satellite to
communicate with the main application. If you do not intend to use webhooks or server eventtriggers, you can leave this blank. If you are using the default IIS web.config settings,
this URL will end in /api. @

hitp: prise10 . uler/api

Validate for Webhooks Validate for Satellite

Event Collection and Event Log Files Folder

Input the folder path where webhook event collection and event log files will be stored

CiEremCatecions

Email Settings

Configure email settings. These settings are optional, but you must have them configured in order to receive emails when tasks are completed, to
SMTP Connection

eceive email reminders when tokens are expiring, and to use tools that send emails.

SMTP Hostname: smip.gmail.com

SMTP Port: 587

SMTP Email noreply@geo-jobe.com

SMTP Username eername

All event collections must be kept in the same location. If users want to move the
event collection files to a different location, they should change the Event
Collection Files Folder property in Settings. This will move the event collections to
the new location and also update the settings to allow Scheduler to find the files in
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the new location. Do not move the event collection files manually, otherwise
Scheduler will not be able to find them.

D. Event Logs

Event logs will log the payload of one or more organization webhooks to a file, which
can then be displayed in the event logs viewer. This allows you to create a record of
events in your organization. For example, you can tie an event log to a webhook that

tracks user logins in order to have a record of every time someone logs in.

Organization Webhooks | Service Webhooks | Survey123 Webhooks | Event Collections | Event Logs

Filter method @ | Content that satisfies all filters ("AND") # + Create Event Log Wl Delete Event Logs
IR Rowsperpage | 25 ¢ @)

Name Organization Webhooks File Name

. Login (2864323¢3b749cd8b727421b8dc670) _
User Login and Logout https:/” Vportal userLoginEventlogjson ZB
logout (2473712d3d445e0becc5a6616a63f20)

Event logs will display the event that occurred, the webhook it’s tied to, the item,
user or group involved, the user who took the action that triggered the webhook,
the time the action occurred, and any other relevant information recorded by the

webhook.

Organization Webhooks | Service Webhooks | Survey123 Webhooks | Event Collections | Event Logs

Filter method @ | Content that satisfies all filters ("AND") # + Create Event Log Wl Delete Event Logs
IR Rowsperpage | 25 ¢ @)

Name Organization Webhooks File Name

. Login (2864323¢3b749cd8b727421b8dc670) .
User Login and Logout https:/” Vportal userLoginEventLog,json ZB
logout (2473712d3d445e0becc5a6616a63f20)

You can view, create and delete event logs in the Event Logs table, and you can view
the log records by clicking the “View file” button for an event log's entry in the table.
Within the View Event Log File modal, records in the log are ordered with the most

recent first. You can filter these records, or clear them by clicking Clear File.
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View Event Log File: User Login and Logout

File location: C:\EventCollections\Eventlogs\userLoginEventLog.json

Content Title / Username 3| | contains +| |value or "Exact Value El [EVTSNEREMER Rows perpage | 25 ¢

Webhook Name Operation Source Content Title / Usename Content ID Date Triggering User
Login signin user portaladmin portaladmin 12/17/2024 4:55 PM portaladmin
Login signin user portaladmin portaladmin 12/16/2024 10:45AM | portaladmin
Login signin user portaladmin portaladmin 12/14/2024 3:14 PM portaladmin
Login signin user portaladmin portaladmin 12/11/2024 9:20 AM portaladmin
Login signin portaladmin portaladmin 12/11/2024 8:50 AM portaladmin
Login signin portaladmin portaladmin 12/5/2024 2:21 PM portaladmin
Login signin portaladmin portaladmin 12/4/2024 3:48 PM portaladmin
Login signin portaladmin portaladmin 12/4/2024 3:25 PM portaladmin
Login signin portaladmin portaladmin 12/4/2024 3:24 PM portaladmin
Login signin user portaladmin portaladmin 12/4/2024 9:48 AM portaladmin
Login signin user portaladmin portaladmin 12/3/2024 2:09 PM portaladmin

View Event Log File: User Login and Logout

File location: C:\EventCollections\Eventl ogs\userl oginEventl og.json

ContentTitle / Username 2| | contains +|[value or *Exact value El [ESSWETREINE Rows perpage | 25 ¢

Webhook Name Operation Source Content Title / Usemame Content ID Date Triggering User
Login signin user portaladmin portaladmin 12/17/2024 4:55 PM portaladmin
Login signin user portaladmin portaladmin 12/16/2024 10:45AM | portaladmin
Login signin user portaladmin portaladmin 12/14/2024 3:14 PM portaladmin
Login signin user portaladmin portaladmin 12/1172024 9:20 AM portaladmin
Login signin user portaladmin portaladmin 12/11/2024 8:50 AM portaladmin
Login signin user portaladmin portaladmin 12/5/2024 2:21 PM portaladmin
Login signin user portaladmin portaladmin 12/4/2024 3:48 PM portaladmin
Login signin user portaladmin portaladmin 12/4/2024 3:25 PM portaladmin
Login signin user portaladmin portaladmin 12/4/2024 3:24 PM portaladmin
Login signin user portaladmin portaladmin 12/4/2024 9:43 AM portaladmin
Login signin user portaladmin portaladmin 12/3/2024 2:09 PM portaladmin

Vil. Scheduler Satellite and Server Logs

Scheduler Satellite is an additional application that comes free with Scheduler. Its
purpose is to allow Scheduler to access local files on an ArcGIS Server machine,
particularly local files that contain log file data. While Scheduler can access most data in
your organization from anywhere via the REST API, in order to directly read local files,
an application must run on the machine where the files are located. Satellite make this
process easier. Say you have an ArcGIS environment with three ArcGIS Server machines.
Rather than having a separate installation of Scheduler on each machine and needing

to access three different applications to see those log files, you can install the main

Page 148 of 269




302 Courthouse Road, Suite H

eo .obe Gulfport, MS 39503
g j (844) GEO-JOBE (436-5623)

Scheduler application wherever is convenient, and then one Satellite on each machine.
This will allow you to see and use the server logs from all three machines in a single
application.

Scheduler Satellite does not have its own interface; rather, all aspects of it are managed
from the main Scheduler application. For information on installing and configuring
Satellite, see the Configuring Scheduler Satellite subsection of the Introduction to
Scheduler section of this document.

A. Scheduler Satellite

The Satellites page provides access to information about all of your configured

Satellites, as well as server event collections.

1. The Satellites Table

The Satellites table shows each Satellite, whether it is functioning properly, its
associated connections, and its URL.

o D

. XN O o 5 2 ©
‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘‘

’ ZB

You can also view the Satellite logs by clicking the “View satellite logs” button.
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The Satellite logs record errors that occur while Satellite is checking the server logs,
triggering tasks, and performing other actions. In the log file modal you can clear

this log file, or download it.

General Log File for Scheduler Satellite X

This file displays errors that occurred in Scheduler Satellite. Clear Log File Download Log File

12/16/2024 5:12:14 PM: Failed to check for settings for scheduled log deletion: undefined

12/16/2024 5:45:58 PM: Failed to check for settings for scheduled log deletion: undefined

12/16/2024 8:59:26 PM: Failed to check for settings for scheduled log deletion: undefined

12/16/2024 10:09:23 PM: No messages found in file C:\arcgisserver\logs\EC2AMAZ-OE151ALIWA-PORTAL.GEOPOWERED.COM\server\server-
20241210.170332-4492-0.0.log.

The Satellite logs are separate from both the task logs and the server logs, and exist
solely for diagnosing errors with Satellite. Logs for tasks triggered by Satellite will
appear on the main Logs page like all other task logs, and server logs are visible for
individual connections in the Connections tab of the Identities page (see below). If
you remove a connection, Scheduler’s information will be removed from the
connection, you will not be able to access server logs for that connection, and
tasks for that connection triggered by server logs won't run.
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You can edit a Satellite by changing any of its properties.

Satellites ~ Server Event Collections

Fitarmethod @ | Contont s atsfes f rs CAND') &
Bl rovsrerpre 25 ¢ @

Update Satellite Information

Select connections for this Satellite. Only one connection of each type may be selected. A connection
cannot be used for more than one Satellite.

Enterprise 11.4 (ArcGIS Server Machine)

Satellite Name: @

‘ Enterprise 114

Scheduler Satellite URL: @
Enter the URL where Satellite is running. If you are using the default IIS web.config settings, this URL will
end in /api.

https://enterprise114.geopowered.com/schedulersatellite/api ‘

Log files path(s): @
Ci\arcgisserver\logs\EC2AMAZ-OE151ALIWA-PORTAL. GEOPOWERED.COM

Polling frequency: @

Every ‘5 H minutes =

Event collection files path (optional): @

‘ D:\Satellite Event Collections ‘

Delete Satellite Server Logs:

Checking the box below will automatically delete server logs stored in Scheduler Satellite after the
chosen period of time. @
Delete server logs stored in Scheduler Satellite after days
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You can also delete the Satellite itself.

,,,,,,

Deleting a Satellite will remove the Satellite’s information from the Scheduler parent,
stop any jobs running on the Satellite (such as checking server logs) and delete the
Satellite database on the Satellite machine, meaning the copies of the server logs
and all other data generated by Satellite in MongoDB will be deleted. This will not
uninstall the Satellite application or stop the Satellite service, which must be done
manually, but the Satellite will no longer perform any functionality and will not be

accessible from the parent.

2. Server Event Collections

Scheduler can use server logs to trigger tasks (see the Server and Database-Driven
Tasks subsection of the Tasks section of this document). However, sometimes you
may want Scheduler to respond to events in the server logs, but you may not want a
task to run every time a log occurs. To solve this problem, Scheduler has server
event collections. Server event collections respond when server logs that match the
given conditions occur, but rather than trigger a task, they write the contents of the
log to a file. You can then use that file as the input of a scheduled task to respond to
the server logs at a time that is convenient. This can prevent tasks triggered from
server logs from running too frequently.

Tasks that use server event collections will run if any logs are found in the event
collection. To prevent the same logs from being processed over and over again, the
event collection will be cleared after each time it is run. For this reason, it is not
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recommended to use a given server event collection for more than one task. Server
event collection files are stored on the machine where Satellite is installed in the
folder specified in the “Event collections files path” option in the Satellite’s settings.

B. Server Logs

As part of its ability to interact with ArcGIS Server machines, Scheduler for ArcGIS
provides access to ArcGIS Server logs. Scheduler's Server Logs Viewer allows users to
view, filter and download server logs. Scheduler can also trigger tasks based on events
in the server logs (see the Server and Database Driven Events subsection of the Tasks
section of this document). To use server logs, users must add a connection to an ArcGIS
Server machine (see the Setting Up Identities subsection of the Introduction to
Scheduler section of this document) and then install Scheduler Satellite on that machine
and connect to it in the main Scheduler application (see the Configuring Scheduler
Satellite subsection of the Introduction to Scheduler section of this document).

Note: The following discussion applies to working with server logs via Scheduler Satellite.
Scheduler has a tool, Export Server Logs, that can export server logs via the APl without the
need to configure Scheduler Satellite. In this case, users would be limited to the query they
configure the tool for. This method of getting the server logs may also be inefficient for
organizations with large server logs. The similar tool Export Portal Logs also does not require
Scheduler Satellite.

1. What Are Server Logs?

Server logs are created by Esri as part of the standard ArcGIS Server functionality.
When events occur on the server, a record of it will be written to a log file within the
installation of ArcGIS Server. What events are logged depends on the server log
level, which can be configured in ArcGIS Server Manager. A Scheduler Satellite
installed on the ArcGIS Server machine can read the logs, transfer their content to a
database, and then send the data to the main Scheduler application. This allows for

faster processing and more versatile querying than getting the logs via the API.
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2. Viewing Server Logs

Server logs are created by Esri as part of the standard ArcGIS Server functionality.
On the ArcGIS Server machine, the log files are stored in a folder called “logs” in the
ArcGIS Server installation. The path of that location depends on where the user has
chosen to install ArcGIS Server, but it generally looks something like
C:\arcgisserver\logs. Within this logs folder are one or more folders corresponding to
ArcGIS Server machines. Users should input the paths of these folders, for example
C:\arcgisserver\logs\<machine name> in the Log file path(s) property when
configuring Satellite. These folders have their own folders called errorreports, server
and services. Scheduler pulls from the server and services folders; the content of
the errorreports folder is not human readable and therefore is not included. These
inner folders should not be included in the Log file path(s) property, as Scheduler is
already configured to look for them. Because these log folders and files are created
by Esri, users should not move or modify them. Satellite also does not modify these
files, rather, it creates copies of them in MongoDB and then interacts with those
copies. Changing or deleting the log file records in MongoDB will not affect the
original log files.

In Scheduler, users can view server logs for an ArcGIS Server machine by going to
the Connections tab of the Identities page and clicking on the “View server logs”
button next to the connection.

======

Satellite must be reachable in order to view the server logs. The Server Logs Viewer
will then open with a table displaying the server log records in MongoDB. A variety
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of filters can be used to search these logs, and they can also be downloaded as a
CSV or JSON.

Server Logs Viewer: Enterprise 11.4 (https:/enterprise 114.geopowered.com/server) x

The server logs will only record logs at the specificad server |

above. Changing the server log level will affect logs going forward butwil not apply retroactively to logs already reco

Server log lovel: WARNING.

Server logs directory: Cr\arcgisservenlogs

Wessage < [ comtains <[t o “Eract ot S refesh Fows perpsge 25 ¢ @
Lovel  ~ Time N Message - Source. N Machine Expont CSV -
ExporiJSON =
202751456.15 R Eves oo’ oo Err 1 ting s o R e, hsne
WARNING  12/10/2024 11:03:09 AM - Admin EC2AMAZ-OE 151A1IWA-PORTAL. GEOPOWERED.COM
o200, e, s -0 et 4-0) o 217820408 e
2275115, s,
s e 126371420 4487 3 262751429, o Eert
WA " i CCOAMAZ O 151AL A PORTAL GEOPOUEREDCOM
- sasszo i EC2AMAZ 151U PORTAL GEOPOMEAED COM
Themcine :
—" M ot St | din ECOAMAZ OE151AL A PORTAL GEOFOWEREDCOM

Webhook log: Fetching messages from Queue “df26e377-6205-4d87-9ced:

262751482189_FS_Raw_Events_Quouo” failed. Error in geting messages rom RabbitMQ queue. connection

ol

WARNING | 12/6/2024 5:31:49 PM e Admin EC2AMAZOE151A1 WA PORTAL GEOPOWERED.COM
2 ow.Everss.

22751u289_FS_Raw_Events_Queue.

202751da2189_FS_Aggregated Events Cueue" faled. Errr in getting messages from RebbithiQ queve.

WARNING | 12/6/2024 5:31:49 PM Admin EC2AMAZ OE151ALIWA- PORTAL GEOPOWERED.COM
Quaveld: _FS_Aggregated. Events Q o

2027514a2189_ S Aggregated Events Queve.

WARNING | 12/6/2024 4:17:44 PM EC2AMAZ O 151A1 WA PORTAL GEOPOWERED.COM

1-9 0f 9 server logs

Users should note that what logs are recorded depends on the server log level,
which is based on the severity of the event, as determined by Esri.

Server Logs Viewer: Enterprise 11.4 (https://enterprise114.geopowered.com/server) X
The server logs will only record logs at the specificed servar log level and above. Changing the servar log leval will ffect logs going forward but will not apply retroactively to logs already recorded.
Server log level: WARNING
Serverlogs directory: C-\arcgissanvertiogs
Vessage | [[comains | [vaue o “Bxact Vit x Rows perpsce 25 ¢ @
Lovel ~ Time < Message < G N et | Bponcsy -
. . Export JSON -
2627510a2189_F5_Raw. Events_ Queve fied. Error in geting messages from RabbiM quese. channel s
shurdown; protocol
WARNING 127102024 11:03:09.AM Admin EC2AMAZOE151ALIWA-PORTAL GEOPOWERED.COM
codon200, teplytext=OK, lassid=0, mathod:id=0). Queueid: di260377-6205-4d87-Sced.
262751a2189_FS_Row._Events
arcis qaeun 266377-6206-4c87 950k 262751 c2489_FS. R, Evorts Queue
WARNING M Admin EC2AMAZ.OE151A1 WA PORTAL GEOPOWERED.COM
WARNING si335290 Admin EC2AVIAZ OF151A1 WA PORTAL GEOPOWERED COM
The machine ‘
WARNING 12 M operation. Tne. Admin EC2AMAZ OE151ALIWA PORTAL GEOPOWERED.COM
262751da2189_FS Raw_Events Queue’ faied. Etor in geting messages from RabbitMO quede. connection
onnection reset. Queueld:
WARNNG | 12/6/2024 5:31:49 PM Admin EC2AMAZ OF151ALIWA PORTAL GEOPOWERED.COM
1266377.6206-4c87-9¢0d 262751a2/89_FS._Raw_Evarss Queue. Excharge name:
2627510:2159_FS R Events Q.
26275152189_F5_Agorogated_Events_Queve” e, Eror i gating massages from Reb5iMQ quave.
WARNING | 12/6/2028 5:31:49 PM Admin EC2AMAZ OE151ALIWA PORTAL GEOPOWERED.COM
Queveld: 5 Aggregated Events ( ram
262751a2189.F5. Aggregeted. Events. Quave.
WARNING | 12/6/2028 417144 PM again Admin EC2AMAZ OF151A1IWA PORTAL GEOPOWERED.COM
1-9.0f 9 server logs '

If an event is below the severity level specified in the server log level setting in
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ArcGIS Server Manager, it will not be recorded in the logs. Changing the log level
setting will change what logs are recorded going forward, but it won't apply
retroactively. Additionally, Esri will delete the original log files after a certain period
of time. The default setting is 90 days, which can be changed in ArcGIS Server
Manager. There is a separate setting within Satellite for how long Satellite should
keep the copies of the server logs in MongoDB. Satellite will regularly delete server
log records in MongoDB that are older than the configured setting. This does not
delete the original log files, and Esri's deletion of the original log files will not delete

the records in MongoDB.

Vill. Troubleshooting

Below are some tips for troubleshooting potential issues that might arise in Scheduler,
whether that's trouble connecting to your organization or errors in individual tasks.

General Issues

e Ensure that the machine where Scheduler is installed meets the system
requirements (see the Installation Requirements in the Introduction to Scheduler
section of this document).

e Ensure that Scheduler is not installed on the same machine as ArcGIS Monitor,
which can interfere with IS (Scheduler and ArcGIS Monitor can be present in the
same environment, and Scheduler can even interact with ArcGIS Monitor, but
they should not be installed on the same machine).

e Ensure that both the Scheduler service and the MongoDB service are running

(you can do this by opening the Windows Services viewer).
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& Services - o X

File Action View Help

¢+ @ e Em »rmun

. Services (Local)

Select an item to view its description.  Name Description Status Startup Type Log On As

@; Retail Demo Service The Retail D.. Manual Local System
£} Routing and Remote Access  Offers routi... Disabled Local System
@RPC Endpoint Mapper Resolves RP..  Running  Automatic Network Se..
&k Scheduler Server Running  Automatic Local System
@Secondary Logon Enables start.. Manual Local System
15} Secure Socket Tunneling Pro.. Provides sup.. Running  Manual Local Service
{6 Securitv Accounts Manaaer  Thestartun . Runnina  Automatic Local Sustem

Sﬁ Services

File Action View Help

e @ d= HE » e un

T Tl
Select an item to view its description.  Name R Description Status Startup Type Log On As
@ Microsoft Storage Spaces S..  Host service . Running  Manual Network Se...
@Miaosoft Store Install Service Provides infr.  Running  Manual Local System
@Miaosoﬁ Update Health Ser.. Maintains U.. Disabled Local System
@Miaosoft Windows SMS Ro.. Routes mess... Manual (Trigg..  Local Service
'\m MongoDB Server (MongoDB) MongoDB D..  Running  Automatic Network Se...
). Mozilla Maintenance Service  The Morilla .. Manual Local System
@ Natural Authentication Signal aggre.. Manual (Trigg.. Local System
S84 Mot Trn Dart Charinn Sansica  Drrvidac ahil Micahlad | Aral Sonvira

Also ensure that the website in IIS and the service in the Services viewer are both
pointing to the correct location of the Scheduler installation.
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andler HTTP Logaing  MIME Types  Modules Qutput Reg
PR Advanced Settings ? x P
v (General)
Application Pool DefaultAppPool
Physical Path C\inetpub\wwwroot\scheduler
Physical Path Credentials
Physical Path Credentials Logon ClearText
Preload Enabled False
Virtual Path /scheduler
v Behavior
Enabled Protocols http
Virtual Path
[path] URL path for the application.

oK Cancel
J Scheduler Server Properties (Local Computer) X }
General LogOn Recovery Dependencies b

3
ail  Service name:  Scheduler Server S
1 Display name: Scheduler Server S
M: o1
e¢  Description: - s
ol - S
u Path to executable: S
u C:\inetp i exe S
ul . S
d Startup type: Automatic v <
| .
15t S
15t o
ve Service status: Running 5
e S
A Start Stop Pause Resume s
arl  You can specify the start parameters that apply when you start the service S

from here.

arf S
anl  Siat parameters S
M S
W o1
i OK Cancel Apply s
ot S

e Ensure that your organization’s authentication type (OAuth2 or IWA) matches
what is in your Scheduler license. If you believe that your Schedule license may
have the wrong authentication type, reach out to GEO Jobe and we can correct
the problem.

e If you are having trouble logging in to an organization, either to login to
Scheduler or to add an identity, ensure that the URL where Scheduler is running
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has been added to the “Allow origins” section of the application item in your
organization that you are using for Scheduler. Instructions on how to do this can
be found here (the document refers to Admin Tools, but the process is the same
for Scheduler).

e Within Scheduler, the General Log File records errors that occur in Scheduler
that are not associated with specific tasks (for example, errors that occur when
Scheduler attempts to automatically refresh tokens). You can view the general
log file in the Help tab, accessible by clicking on the question mark in the upper
left bar of the Scheduler application. You can also find the general log file in the
root directory of your Scheduler installation, where it will be called
schedulerLogs.txt.
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Help

052 any issues. Click the button below to view the general log file

Search scheduler Q

B Details

The Scheduler application is running but requests to your organization are failing
(for example, you can’t login or tasks can’t create a cache).

If this problem occurs, it may be resolved by one or more changes to the nodeconfig
settings. To change the nodeconfig file, stop the Scheduler service and open the file,
located at server-side/config/nodeconfig within your Scheduler installation. Make the
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necessary changes, then save the file and restart the service.

I D2NR8PZ3

8 G)-CAM-MON

e Changing useAdvancedFetch to true will send requests with additional headers,
which can be required for some organizations depending on their security
settings.

e Changing debugRequestLogging to true will cause every request to your
organization and its response to be logged in its entirety to the general log file.
This option should be used with caution as it can cause Scheduler to run slowly,
and can cause the log file to become very large. When debugging with this
option, you should only run tasks with the minimum amount of content
necessary (for example, only a single item) and you should set it back to false as
soon as the problem is resolved.

e If the problem appears to be caused by a self-signed certificate, change
rejectUnauthorized to true.

A task or content in a task is failing.
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You can get more information on problems with a specific task by viewing the task’s log.
Task logs record errors that occur during individual tasks (see the Logs section of this
document), such as a piece of content failing to transfer to a new owner because that
user cannot own items.

Scheduler has a task that uses a custom script. The script runs without issue in
the command line but fails in Scheduler.

This generally happens because the user that the command line is running under is
different from the user that the service is running under, and the command line user
has permissions that the service user lacks. This is particularly common if the script
uses ArcPy. In order for ArcPy to work, the Scheduler service must be running as a user
who has a seat in ArcGIS Pro. If the service user cannot use Pro, then ArcPy won't work.
In other situations, the service user might lack permissions to access files or directories
being used by the script. To solve this problem, either give the service user the
necessary permissions or change the service user. To see what user the Scheduler
service is running as, open Windows Services, find the Scheduler service, and look at
the Log On As field.To see what user the command line is running as, type whoami in
the command line and hit enter.
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. Scheduler Server Properties (Local Computer) X

General LogOn  Recovery Dependencies

Di
| Logonas: ]
i Local System account | 4
1 Allow service to interact with desktop <
1 :
| ©Thisaccount: domain\portaladmin| Browse... <

Password: ~ eesesssscscsces £

Confirm password: ~ ®eeeessssssssss

OK Cancel Apply

Scheduler has a task that accesses a network drive. The drive is accessible from
the machine where Scheduler is installed, but Scheduler can't find it.

Scheduler comes with a script called startup.bat, where you can add custom code that
will create access to network drives.
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You can specify the drive letter, network path, and credentials. Once the network drive
is mapped, both the network path and drive letter will be available for use in Scheduler.

E  startupbat . +

File Edit View

@echo off

[ED =s==ssssssososss

rem To Use Network Mapped Drives with Scheduler:
e

rem Specfiy the drive letter, network path, <USERNAME>, and <PASSWORD> in an example such as below (removing the rem statements)
rem Setting this will give the Scheduler service user access to this map, and will work with either this drive letter
rem or the network location itself.

if not exist Z:\ (
net use Z: \\networklocation\directory\ /user:<USERNAME> <PASSWORD>
)

After modifying the startup.bat, the Scheduler service should be restarted.

IX. Security
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GEO Jobe products are designed with security in mind. The information below lays out
steps GEO Jobe takes to keep your organization and data safe, and additional steps that
you can take as well.

GEO Jobe is committed to your privacy. Scheduler does not in any way communicate
with GEO Jobe or send data to GEO Jobe, and no Scheduler data is stored on GEO Jobe's
servers; all information is stored on the machine where Scheduler is deployed, or in
your ArcGIS organization. GEO Jobe does not have access to any information about you
or your organization beyond what you provide us when you purchase our products. For
debugging purposes, GEO Jobe support may request logs or other files generated by
Scheduler, but we do not have access to these files unless you send them to us, and you

can always choose what information you want to send.

In order for Scheduler to access your organization’s data, as per Esri's best practices,
GEO Jobe Products for ArcGlIS leverage OAuth 2.0 to generate a token that represents
your session and is used to commit actions against the platform on your behalf. Please
note that GEO Jobe Products installed on-prem may provide an (opt-in) feature to store
credentials in the database as an encrypted string. This is only used for the automatic
refresh of the login token, which ensures that functionality is not interrupted due to
expired tokens. Any credentials stored are encrypted via AES-256-CBC in the local
database on the Scheduler server.

GEO Jobe's products use OAuth 2.0 through Esri's REST API (already part of the existing
Esri Enterprise environment), so the port is 443 if installed for HTTPS with SSL.

All code related to GEO Jobe Products for ArcGIS runs locally in your browser and on
your machine where the application is installed, and executes requests directly against

the platform through Esri's REST API.

Scheduler uses IIS to provide access to the application interface. Below are some best

practices for serving the Client-Side application in IIS:
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e Be sure to enable HTTPS bindings to run the Scheduler client-side application.

e Use a legitimate signed certificate for your HTTPS binding instead of a self-signed
certificate.

e For additional security, keep the client-side application inside your internal

network, away from facing the public.

A. Enabling Security on a MongoDB Installation

NOTE: If you are running any other GEO Jobe products on the same server, this
workflow may cause issues with the other applications unless you also follow the
same instructions and adjust the connection information in each product’s

config/nodeconfig.json.

1. If you have MongoDB version 6 or earlier installed, please skip to step 4.
2. If you have chosen to install MongoDB Compass when you installed MongoDB,

Click the “Open MongoDB Shell” in MongoDB Compass. Skip to step 6.

* MongoDB Compass - localhost:27017/Databases - [m]

Compass -]
{} My Queries Open MongoDB shell | [T IER FITNES Refresh
CONNECTIONS {1 = View B b
vl +
A .
admin
~ [} localhost:27017 +
Storags size: Collections: Indexes:
» @ AdmirTools2 RT3k N -
AdminTools2
Collectio Indes
» & conf
» 2 local BackupMyOrg

Storage size: Collestions: Indexes:
913.41kB

CleanMyOrg
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¢ MongoDB Compass - localhost:27017/Shell

3 mongosh: localhost:27017 <
Compass L]

>_MONGOSH

test>

3. Ifyou did not install MongoDB Compass when you installed MongoDB, you can
either install it now from the link here, or install Mongo Shell from the link here.
One installed, skip to step 6.

4. In Command Prompt, navigate to the MongoDB installation directory with
mongo.exe, the default is
cd /D “C:\Program Files\MongoDB\Server\x.y\bin"

5. Type mongo from this directory in the command prompt to start the mongo
shell. (Note: if you are already using authentication with MongoDB, you will need
to log in with administrator credentials.)

6. Type:
use Scheduler
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>_MONGOSH

use Scheduler
switched to db Scheduler
Scheduler) |

7. Copy and paste in the following lines, changing yourusername and yourpassword
to the desired values:
db.createUser({"user": "yourusername", "pwd":"yourpassword","roles":[{
"role": "dbOwner", "db":"Scheduler"}]})
db.grantRolesToUser("yourusername", [ { role: "readWrite", db: "Scheduler"

)

>_MONGOSH

use Scheduler
switched to db Scheduler
Scheduler ) db.createUser ({"user": "yourusername"™, "pwd":"your Al :[{ "role": "dbOwner", "db"
db. grantRolesToUser|(" e", ole: "r " eduler" } Jlil

8. Type exit to leave the mongo shell.

Scheduler) exiy
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9. To enable mongoDB with authentication, edit the file in the default MongoDB
installation directory (x.y is your version number. In this image, the version
number is 8.0, but your version may vary) C:\Program
Files\MongoDB\Server\x.y\bin\mongod.cfg

I = + | bin - m] X
Home Share View v e
« v 4 » ThisPC » Local Disk (Cj) » ProgramFiles » MongoDE » Server » 8.0 » bin v O Search bin »

~
o Name Date modified Type Size

#F Quick access
4 InstallCompass 10/17/2024 6:15 PM Windows PowerS... 2KB

I Desktop * E X
| monged.cfg 12/7/2024 1:05 AM CFG File TKB
= Documents 4 monged 10/17/2024 7:46 PM Application 73,608 KB
4 Downloads  # | monged.pdb 10/17/2024 7:46 PM PDE File 1,201,660 KB
& Pictures  # 4 mongos 10/17/2024 7:46 PM Application 46,830 KB
bin | mongos.pdb 10/17/2024 7:46 PM PDEB File 781,876 KB

Scheduler Data
SchedulerSatellit

wwwroot

™ This PC

B 3D Objects
I Desktop

= Documents
4 Downloads
J Music

&= Pictures

B videos

2 Local Disk (C)
- DATA(D:)

~ DATA(D) W

6 items

[T
m

10. Find the line starting with #security and paste the following lines underneath:
security:

authorization: enabled
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.'3 mongod - Notepad
File Edit Format View Help
k mongod. conf

# for documentation of 211 options, see:
# http://docs.mongodb.org/manual/reference/configuration-options/

# Where and how to store data.
storage:
dbPath: C:“\Program Files‘\MongoDB\Server\8.@\data
# where to write logging data.
systemlog:
destination: file
loghAppend: true
path: C:\Program Files\MongoDB\Server\8.8\log\mongod.log
# network interfaces
net:
port: 270817
bindIp: 127.8.8.1
#processManagement:
#security:
#operationProfiling:
#replication:
#sharding:
## Enterprise-Only Options:

#auditlog:

Ln1,Col 1 100%  Unix (1
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.ﬂ *monged - Notepad
File Edit Format View Help
# mongod.conf

# for documentation of all options, see:
# http://docs.mongodb.org/manual/reference/configuration-options/

# Where and how to store data.
storage:

dbPath: C:\Program Files\MongoDB\Server\8.0\data
# where to write logging data.
systemlLog:

destination: file

loghppend: true

path: C:\Program Files‘\MongoDB\Server\8.8%log\mongod.log
# network interfaces
net:

port: 27817

bindIp: 127.8.8.1

#processManagement:

security:
authorization: enabled

#operationProfiling:
#replication:

#sharding:

## Enterprise-Only Options:

#auditlog:
<

11. Save the file and close.
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12. In the Schedulerdirectory, edit the file called: <Scheduler install
directory>\Scheduler\server-side\config\nodeConfig.json

1 4 < | config m} X
File Home  Share  View ~ @
« v 4 > ThisPC » LocalDisk (C:) > inetpub > wwwroot > scheduler > server-side > config v~ @& Searchconfig »
~
A Name Date modified Type Size
o Quick access
) nedecenfig.json 12/7/2024 1:00 AM JSON File 2KB
B Desktop  # A )
] versien json 12/7/2024 1:00 AM JSON File 1KB

% Documents #
¥ Downloads
& Pictures o
bin
Scheduler Data
SchedulerSatellit

wwwroot

= This PC

W 3D Objects
B Deskiop

i Documents
4 Downloads
b Music

& Pictures

B Videos

2 Local Disk (C)
~- DATA (D)

« DATA (D)) v

2items EI

13. Edit the “url” line of “mongoDB" to read:
"url":

"mongodb: //yourusername: yourpassword@localhost:27017/Scheduler

"
’
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| nodeconfig,json - Notepad
File Edit Format View Help

"port”: 7501,
"hostname": "https://localhost:7581",
"licenseFilename”: "SCHED-geojobe.license.txt”,
"useHTTPS": false,
“certs”: {

"certificate": "certificate.pem”,
key": "key.pem”,
pfx™: ",
"pfxImport™:

fl
"rejectUnauthorized”: false,
“proxy”: {

"useProxy": false,

"proxyURL": "http://1.2.3.4:808"

Is
"mongoDB": {
"url™: "mongodb://127.0.@.1:27@17/Scheduler”,
"database": "Scheduler”
il
"useSecurefuth": false,
“useloginfuth”: {
"enabled”: false,
"login": "demo",
"password”: “password”
fl
“useArcGISAuth”: {
"enabled": false,
"assignRoles": false,
"superUsers”: [
"portaladmin®
1
}

gl
adminEmail”: »
"serverLoglL:

Ln1, Col1 100%  Windows (CRLF) UTF-8

7] *nodeconfig.json - Notepad
= File Edit Format View Help

PR
“port": 7501,
"hostname”: "https://localhost:7501",
"licenseFilename™: "SCHED-geojobe.license.txt”,
"useHTTPS": false,
"certs": {
"certificate": "certificate.pem”,
“key™ key.pem"”,
TpfxT: ",
"pfxImport”:

s
"rejectUnauthorized”: false,
"proxy™: {

“useProxy”: false,

"proxyURL": "http://1.2.3.4:808"

fl
"mongoDB": {
"url™:
"mngadb:Hyour‘user‘name:yuur‘paszur'ddl27.B.B.1:ZTBITIS(heduler"',
"database": "Scheduler™
b
"useSecureAuth”: false,
"useloginfuth": {
"enabled": false,
"login”: “"demo”,
"password”: "password”
f]
"useArcGISAuth™: {
"enabled": false,
"assignRoles": false,
"superUsers": [
"portaladmin™
1
s

:adminEl.nai.l": " ©

<

Ln 19, Col 42 100%  Windows (CRLF) UTF-8
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geo jobe

14. Save the file and close.

15. Open Windows Services and restart the “MongoDB Server” windows service.

i Services —
File Action View Help
e | H B2 HE > e nw»
.. Services (Local) “’ Senvices (Local)
~
MongoDB Server (MongoDB) Name Description Status Startup Type Log On As
“CxMicrosoft Edge Update Serv... Keeps your ... Automatic (.. Local Syste..
Stop the service G Microsoft Edge Update Serv... K Manual (Trig... Local Syst
Festart the service L Microso ge Update Serv... Keeps your ... anual (Trig..  Local Syste...
‘ChMicrosoft iSCS| Initiator Ser...  Manages In... Manual Local Syste...
“SxMicrosoft Passport Provides pr... Manual (Trig...  Local Syste..
qusmpt[;ﬂgn[; base S ‘C:Microsoft Passport Container  Manages lo... Manual (Trig... Lecal Service
(MoonrlggooDB] atabese Server ‘G Microsoft Software Shadow... Manages so... Manual Local Syste...
5k Microsoft Storage Spaces S..  Host service... Manual Metwork 5.,
Microsoft Store Install Service  Provides inf... Manual Local Syste...
MongoDB Server (MongoDB) MongeDB ... Running  Automatic Metwork 5...
5k Met.Tcp Port Sharing Service  Provides abi... Disabled Local Service
Gk Netlogon Maintainsa.. Running Automatic Local Syste...
Lk Network Connection Broker  Brokers con...  Running  Manual (Trig...  Local Syste...
u 7] B H
16. Restart the “Scheduler Server” windows service.
i Services
File Action View Help
= mECR HE »mn®p
L. Services (Local) . Services (Local)
~
Scheduler Server MName Description Status Startup Type Log On As
. ‘&1 Remote Desktop Services U...  Allowsther.. Running Manual Local Syste...
%z:;:i’;‘:ﬁe ‘). Remote Procedure Call (RPC) The RPCSSs.. Running  Automatic Metwork 5...
Restart the service ‘&) Remote Procedure Call (RP...  In Windows... Manual MNetwork 5.
‘&1 Remote Registry Enables rem... Automatic (T.. Local Service
‘) Resultant Set of Policy Provi... Providesan.. Manual Local Syste...
‘£hRouting and Remote Access  Offers routi... Disabled Local Syste...
5L RPC Endpoint Mapper Resolves RP... Running  Automatic Metwork 5...
&) Scheduler Satellite Automatic Local Syste...
% Scheduler Server Running  Automatic Local Syste...
£} Secondary Logon Enables star... Manual Local Syste...
‘&) Secure Socket Tunneling Pr...  Provides su... Manual Local Service
‘£ Security Accounts Manager  Thestartup .. Running  Automatic Local Syste...
‘L) Sensor Data Service Delivers dat... Disabled Local Syste...

X. Appendix A: Frequently Asked Questions

How does Scheduler store data?

Like our other products, Scheduler uses MongoDB to store data. It also stores log files
(as JSON), event collections and event logs (as JSON), and output files generated by tools
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(whatever format the user has selected). Any data Scheduler stores will be on the
machine where Scheduler is installed. Nothing is sent to GEO Jobe or saved to GEO Jobe
servers. All passwords stored in MongoDB are encrypted. Scheduler can use the same
instance of MongoDB as other GEO Jobe products, with each product having its own
database within MongoDB.

What is the storage and resources usage?

The common items stored are the databases, including the caches and the log files, as
well as any output files that may be generated (for example, if a task exports content to
CSV). Storage usage is directly related to the output generated by users, such as (but
not limited to) CSV, JSON, or log files. A potential issue with storage comes with
generating many or large log files. If you have a large organization, are running many
tasks, and/or have set the log level to Verbose or Debug for your tasks, the number of
log files and the data they contain will accumulate and can grow quite large. On the
Settings page, there is an option to automatically delete log files every X days, and
adjusting the task log level (see the Tasks section) can control the amount of content

recorded.
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General Settings | Configure Steps | Schedule Options | Task Completion Options

Settings

»
Bl
(]
| &
%

Accessibility Mode
Enable or disable Accessibility Mode, which will provide additional functionality to make Scheduler fully accessible
[J Check this box to enable Accessibility Mode

General Settings | Users

Logs Folder (Required)
Inputthe folder path where task logs will be stored. Each identity will be given a subfolder in this folder where task logs for that identity will be stored. Logs will have the file name

<Task Name_<Start Date And Time>_log.json. To aveid problems when updating your Scheduler build, this folder should be located outside of the Scheduler application folder.

D:\Scheduler Data\Tasks\Logs

Delete Logs

Checking the box below will automatically delete logs and their associated log files after the chosen period of time.

[ Delete logs and log files after [30 | days

Task Output Files Folder (Required)
Input the folder path where task specific output files (e.g. downloaded CSVs) will be stored. You can override this by entering a full file path in the output file name for a particular task.
To avoid problems when updating your Scheduler build, this folder should be located outside of the Scheduler application folder.

D:\Scheduler Data\Tasks\Output

Set Task Run Concurrency

In terms of resource usage, the biggest factors are the size of your organization and the
specifications of the server running Scheduler.

Resource usage can also depend on the nature of the tasks created. Each tool has a
“resource intensiveness” property that describes its resource usage relative to other
tools for the same organization, to give users a ballpark idea of whether their task is
low-intensity or high-intensity. For high-intensity tasks, consider scheduling them during
off hours. If using webhooks, tasks that use webhooks that fire frequently may lead to
high resource usage. To mitigate this, you can use event collections. Rather than
running a full task, event collections respond to webhooks by simply writing the
information to a file, which is significantly less resource intensive. You can then use the
event collection as the input for a scheduled task (see the section on Event Collections

for more information).
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Will webhooks overwhelm my server with requests?

Users who hear about webhooks might be concerned that frequent requests from
webhooks might overwhelm the machine where Scheduler is installed. Users will need
to use their discretion to configure webhooks in a way that is appropriate for the
amount of content in their organization and the frequency with which the events they
want to watch occur. Beyond that, organization webhooks have a property that will
deactivate them after X failures in Y days (where X and Y are configurable, both are 5 by
default), at which point they will no longer fire. Feature service webhooks will always
deactivate after 5 failures (this property is not configurable). This means that if
Scheduler is unable to receive the webhook payloads, for example if the server on
which it's running goes down, the webhooks will be deactivated after the given failure
limit. This ensures that when Scheduler is able to receive webhook requests again, it
won't be hit with all of the webhook requests that accumulated when it was not
available, and that your organization will not continue to send requests that fail. (Note:
if this occurs, the user will have to reactivate the webhooks if they want to keep using

them, which can be done in Scheduler).

Can | use my existing organization and feature service
webhooks in Scheduler?

Yes. Scheduler provides an interface to manage all organization and feature service
webhooks in all of your licensed organizations, whether they're being used in Scheduler
or not. This interface provides all the functionality that is available in Esri’'s API (activate,
deactivate, create, update, delete). A particular webhook can only be used in one
application at a time, so if you want to use an existing webhook in Scheduler, it will no
longer be able to be used in the application it's currently assigned to. You can change
the application that receives a webhook by updating the payload URL in Scheduler.
Alternatively, you can use the Export/Import Webhooks functionality to clone
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webhooks. Simply export the webhooks to CSV, change the identity, payload URL, or
other parameter, then import them.

Can | use the /delete webhook to prevent content from
being deleted?

No. The /delete webhook only fires after content has been deleted; by the time the
webhook fires, the content is already gone and cannot be accessed in any way.
Scheduler can export deleted content based on its record in the cache (in most cases),
allowing the user to see what was deleted, but that's all Scheduler can do in this
situation. For groups, there is another webhook that will detect when delete protection
is removed. It takes time for Scheduler to receive the webhook and run the task, so if
the group is deleted immediately after removing delete protection, Scheduler likely
won't be able to respond in time. However, if the group is not deleted immediately,
Scheduler could detect that delete protection had been removed and then perform a
configured task, for example, emailing the person who triggered the webhook and
telling them not to delete that group. There is no webhook for removing delete
protection for items, but you can use the Monitor Changes tools to detect whether
delete protection has been added and/or removed.

What if | have ArcGIS Online and want to watch for
changes to content?

Organization webhooks are only available in ArcGIS Enterprise. As an alternative to
organization webhooks for ArcGIS Online, our Monitor Changes tools can be used in
scheduled tasks to take a snapshot of items, users, and group properties. Each time the
tool is run the new snapshot will be compared to the old one, and in this way Scheduler
can detect when items, groups, and users have been added, deleted or changed in
ArcGIS Online. These tasks will still need to be scheduled rather than triggered, but they
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are a good option in many cases when you can't use organization webhooks.

v Monitor Changes

Items
Detect Added ltems @
etect Changes To ltems Properties @

etect Deleted ltems @

(.

Gy

roups
etect Added Groups @
t Changes To Groups Properties @

etect
etect Deleted Groups @

[N i

Users

™

Detect Added Users @

™

Detect Changes To Users Properties @

Detect Deleted Users @

What if | want to watch for a type of change that is not
captured by webhooks?

Webhooks capture many activities in an organization, but not all. One important activity
that users may be interested in watching that Esri does not have a webhook for is
adding or removing delete protection from items (there is a webhook for adding or
removing delete protection from groups). Additionally, organization webhooks do not
always contain the desired level of specificity. For example, the /update webhook fires
whenever an item, user or group's details change, such as tags, title, description, etc.
However, the /update webhook does not contain information on which of those
properties was changed, so there would be no way to trigger a task that ran in response
to, for example, changes to tags but not changes to other properties. For both of these
cases, users can use the Monitor Changes tools. The Monitor Changes tools can be

configured to detect changes to any combination of individual properties for items,
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users or groups. For the first example, Detect Changes to Items Properties could be
used to find items that have had delete protection changed. Similarly, the Monitor
Changes tools could be configured to only watch for changes to tags, and not to any
other details.

Xl. Appendix B: Tool List

Find and Export Content

Export Items To CSV

Description: This tool exports items to a CSV with the selected fields.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items, File

Resource Intensiveness: Moderate (if including the Groups, Number of Shared
Groups, JSON Data, Comments Enabled, Item Control or Size fields) or Low (if not
including any of the above fields)

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
name. Additionally, including the Groups, Number of Shared Groups, JSON Data,
Comments Enabled, Item Control or Size fields will cause the export to take longer, as
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these properties require additional API calls.

v Find and Export Content

Items

Export tems To CSV (7]

Export tems To JSON (2]

Export Service Features To CSV @
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters @

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Export Items To JSON

Description: This tool exports items to JSON.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items, File

Resource Intensiveness: Moderate

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
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name.

v Find and Export Content

Items

Export tems To CSV (7]

Export tems To JSON (2]

Export Service Features To CSV @
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters @

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Export Service Features To CSV

Description: This tool exports features in feature service layers to CSV. The tool creates
a zip file with a folder for each service and, within that folder, one CSV for each layer.
Users can choose to export all features or features based on a query.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items (Feature Services, Map Services), File

Resource Intensiveness: Variable depending on the number of features in the service
and the options selected.

Additional Considerations: You will be given the option to input a file name for the zip
file. If the file name is not unique to each task run, the zip file will be overwritten each
time the task is run. If you want a file name that will be unique each time the task is run,
you can use the Text Generator to include the date and time in the file name.
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v Find and Export Content

Items

Export tems To CSV (7]

Export tems To JSON (2]

Export Service Features To CSV @
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters @

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Export Service Layers To CSV

Description: This tool exports properties of service layers to CSV. In addition to
properties such as field names and extent, it can optionally include the number of
features in each layer. If the previous step outputs services with layers, this tool can
also be configured to export only those layers from the previous step.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items (Feature Services, Map Services), File

Resource Intensiveness: Moderate (if exporting all layers) or Low (if exporting layers
found in a previous step)

Page 183 of 269




302 Courthouse Road, Suite H

€0 .Obe Gulfport, MS 39503
g ’ (844) GEO-JOBE (436-5623)

Additional Considerations: None

v Find and Export Content

Items

Export tems To CSV (2]

Export tems To JSON (2]

Export Service Features To C5V (2]
Export Service Layers To CSV @

Export Service Object ID Changes to C3V @
Export Web Map Services To CSV @
Find ltems By Filters (7]

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Export Service Object ID Changes To CSV

Description: This tool exports changes to Object IDs in service layers to CSV. The
resulting CSV will contain the number of features added or deleted in each layer
since the last time the task was run.

Organization Type: ArcGIS Online and Enterprise

Input: Items (Feature Services, Map Services)

Output: Items (Feature Services, Map Services), File

Resource Intensiveness: Moderate

Additional Considerations: This tool will only show the number of features added or
deleted. It will not include attribute information and it will not find updates to
existing features. For more nuanced information about changes to services, we
recommend using feature service webhooks. This tool is intended to be used
primarily for services where feature service webhooks can't be used. If a new layer
is added to a service being tracked by the task after the task has been saved, all of
that layer's features will be returned as added features the first time the task was
run. You will be given the option to input a file name for the output file. If the file
name is not unique to each task run, the output file will be overwritten each time the
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task is run. If you want a file name that will be unique each time the task is run, you
can use the Text Generator to include the date and time in the file name.

v Find and Export Content

Items

Export tems To CSV o

Export tems To JSON (2]

Export Service Features To CSV (7]
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters @

Find ltems By Size (7]

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Export Web Map Services To CSV

Description: This tool exports information about web maps services in the form of a
CSV. If this tool receives input from a preceding step that outputs web map layers, you
will be able to choose whether to export all layers on the web maps or only the layers
output by the preceding step.

Organization Type: ArcGIS Online and Enterprise

Input: Items (Web Maps)

Output: Items (Web Maps With Layers), File

Resource Intensiveness: Moderate

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
name.

Page 185 of 269




302 Courthouse Road, Suite H

€0 .Obe Gulfport, MS 39503
g ’ (844) GEO-JOBE (436-5623)

v Find and Export Content

Items

Export tems To CSV (7]

Export tems To JSON (2]

Export Service Features To CSV @
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters @

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Find Items By Filters

Description: This tool finds items that meet conditions indicated by filters, for the
purpose of passing them on to another step.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Low

Additional Considerations: When running an item tool, you will be able to set filters
within the tool. This tool is designed primarily for situations where items are passed to a
tool of a different content type (for example, a users tool that acts on the owners of the
found items).
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v Find and Export Content

Items

Export tems To CSV (7]

Export tems To JSON (2]

Export Service Features To CSV @
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters @

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Find Items By Size

Description: This tool finds items based on their size, either by finding all items above
or below a certain size, or by finding a selected number of the largest items.
Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate
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Additional Considerations: None

v Find and Export Content

Items

Export tems To CSV (2]

Export tems To JSON (2]

Export Service Features To C5V (2]
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters (7]

Find ltems By Size @

Find Services By Number Ot Features @
Find Web Maps By Layer Sharing @

Find Services By Number Of Features

Description: This tool finds services based on the number of features they contain. You
can choose to search for services with greater than or less than a certain number of
features. By default, a service is returned if at least one layer matches the criteria,
however, you can choose to only include certain layers from a service when checking
for number of features, or to exclude certain layers.

Organization Type: ArcGIS Online and Enterprise

Input: Items (Feature Services, Map Services)

Output: Items (Feature Services, Map Services)

Resource Intensiveness: Moderate
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Additional Considerations: None

v Find and Export Content

Items

Export tems To CSV (2]

Export tems To JSON (2]

Export Service Features To C5V (2]
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters (7]

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Find Web Maps By Layer Sharing

Description: This tool finds web map layers whose corresponding items have the
indicated sharing level. The additional option to find layers not publicly accessible finds
any layers that would interfere with a web map being publicly accessible, whether
because their sharing level is org or private, or because they're not publicly accessible
via their URL.

Organization Type: ArcGIS Online and Enterprise

Input: Items (Web Maps)

Output: Items (Web Maps With Layers)

Resource Intensiveness: High
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Additional Considerations: None

v Find and Export Content

Items

Export tems To CSV (2]

Export tems To JSON (2]

Export Service Features To C5V (2]
Export Service Layers To CSV @

Export Service Object ID Changes to CSV @
Export Web Map Services To CSV @
Find ltems By Filters (7]

Find ltems By Size @

Find Services By Number Of Features @
Find Web Maps By Layer Sharing @

Export Groups To CSV

Description: This tool exports groups to a CSV with the selected fields.

Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups, File

Resource Intensiveness: Moderate (if including the Provider Group Name, Users or
User Membership fields) or Low (if not including any of the above fields)

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
name. Additionally, including the Provider Group Name, Users or User Membership
fields will cause the export to take longer, as these properties require additional API
calls.
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Find Web Maps By Layer Sharing @

Groups

Export Groups To CSV @
Export Groups To JSON @
Find Groups By Filters @

Users

Export Users To C5V (7]

Export Users To J5ON ©

Export Users Group Roles to CSV @
Find Empty User Folders @

Find Users By Filters @

Find Users By Groups @

Find Users By Number Of ltems @

Export Groups To JSON

Description: This tool exports groups to JSON.

Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups, File

Resource Intensiveness: Low

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
name.
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Find Groups By Filters

Description: This tool exports groups to JSON.

Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Low

Additional Considerations: When running a group tool, you will be able to set filters
within the tool. This tool is designed primarily for situations where groups are passed to
a tool of a different content type (for example, a users tool that acts on the owners of
the found groups).
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Export Users To CSV

Description: This tool exports users to a CSV with the selected fields.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users, File

Resource Intensiveness: Moderate (if including the Groups or Entitlements fields) or
Low (if not including either of the above fields)

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
name. Additionally, including the Groups or Entitlements fields will cause the export to
take longer, as these properties require additional API calls.
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Export Users To JSON

Description: This tool exports users to JSON.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users, File

Resource Intensiveness: Moderate

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
name.
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Export Users Group Roles to CSV

Description: This tool exports information about user group roles. It can export
information about only certain roles (member, manager or owner) or all roles, and
about all groups in the organization, or groups that pass selected filters. The output CSV
will contain one row per group per user.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users, File

Resource Intensiveness: Moderate

Additional Considerations: You will be given the option to input a file name. If the file
name is not unique to each task run, you can choose to append to the file or overwrite
it each time the task is run. If you want a file name that will be unique each time the
task is run, you can use the Text Generator to include the date and time in the file
name.
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Find Empty User Folders

Description: This tool finds user folders with no items.
Organization Type: ArcGIS Online and Enterprise
Input: Users

Output: Users, Folders

Resource Intensiveness: Moderate

Additional Considerations: None
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Find Users by Filters

Description: This tool finds users that meet conditions indicated by filters, for the
purpose of passing them on to another step.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Low

Additional Considerations: When running a users tool, you will be able to set filters
within the tool. This tool is designed primarily for situations where users are passed to a
tool of a different content type (for example, an items tool that acts on items owned by
the found users).
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Find Users by Groups

Description: This tool finds users who have the selected role(s) in groups that meet the
conditions indicated by the filters.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Low

Additional Considerations: None
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Find Users By Number Of Items

Description: This tool finds users based on the number of items they own. You can
choose to search for users with greater than or less than a certain number of items.
Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Low

Additional Considerations: None
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Update Content

Add Items To Categories

Description: This tool adds items to one or more categories.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: An item cannot be assigned to more than 20 categories.
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Remove Items From Categories

Description: This tool removes items from one or more categories.
Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: None
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Add Tags To Items

Description: This tool adds tags to items, either appending to existing tags or replacing
them.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: None
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Remove Tags From Items

Description: This tool removes tags from items.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: If the tool is running on a version of Enterprise that
requires items to have at least one tag, the tool will not remove an item's last tag.
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Move Items

Description: This tool moves items either to a different owner or to a different folder
belonging to the same owner. If moving the items to a new owner, the user can choose
whether to move the item to a folder with the same name as the source folder, or select
a different folder belonging to that owner. If a folder with the selected name does not
already exist for the selected user, one will be created. If the folder name is left blank,
the items will be moved to the root folder.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: Some types of related items, such as views, cannot be
moved themselves, and instead will be moved when their parent item is moved. If a
user selects one of these items without also selecting its parent item, the item will fail to
be moved. If a user moves a parent item, its related items will be moved even if they
were not selected.
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Rebuild Indexes For Feature Service Layers

Description: This tool rebuilds the spatial indexes of hosted feature service layers in
ArcGIS Online, which can improve performance.

Organization Type: ArcGIS Online only

Input: Items (Hosted feature services)

Output: Items (Hosted feature services)

Resource Intensiveness: Moderate

Additional Considerations: None
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Remove Layers From Web Maps

Description: This tool removes layers from web maps. It takes as its input layers from
web maps in previous steps.

Organization Type: ArcGIS Online and Enterprise

Input: Items (Web Maps With Layers)

Output: Items (Web Maps With Layers)

Resource Intensiveness: Moderate

Additional Considerations: None
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Share Items

Description: This tool updates the sharing (access) property of items.
Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: None
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Share Web Map Layers

Description: This tool updates the sharing (access) property of layers on web maps.
Optionally, the user can share web map layers that belong to another of your
organizations that is licensed for Scheduler, provided that it has a current token.
Organization Type: ArcGIS Online and Enterprise

Input: Items (Web Maps)

Output: Items (Web Maps With Layers)

Resource Intensiveness: High

Additional Considerations: A user cannot update the sharing of layers that belong to
an organization not licensed for Scheduler. Additionally, because one of the primary
uses of this tool is to ensure that all layers of a publicly shared web map are also shared
publicly, a map will only be reported as a success if all layers are shared successfully.
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Update Items Delete Protection

Description: This tool enables or disables delete protection for items.
Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: None
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Add Tags To Groups

Description: This tool adds tags to groups, either appending to existing tags or
replacing them.

Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: None
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Remove Tags From Groups

Description: This tool removes tags from groups.

Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: If the tool is running on an organization whose version
requires groups to have at least one tag, the tool will not remove a group's last tag.
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Add Users To Groups

Description: This tool adds users to groups. The Scheduler user has the option to wait
for the user to accept an invitation, or add the user immediately. The tool takes groups
as its primary input and users as its secondary input. Groups can come from another
step, or by selecting the "all content", "quick filter" or "event collection" input options.
Users must come from another step.

Organization Type: ArcGIS Online and Enterprise

Input: Groups, Users

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: Only users with permission to own items can be added to
groups with the shared update capability.
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Remove Users From Groups

Description: This tool removes users from groups. It takes groups as its primary input
and users as its secondary input. Groups can come from another step, or by selecting
the "all content", "quick filter" or "event collection" input options. Users must come
from another step.

Organization Type: ArcGIS Online and Enterprise

Input: Groups, Users

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: Because every group must have an owner, this tool cannot
remove a group's owner.
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Share Groups

Description: This tool updates the sharing (access) property of groups.
Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: None
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Share Items With Groups

Description: This tool adds (shares) items to groups. The tool takes groups as its
primary input and items as its secondary input. Groups can come from another step, or
by selecting the "all content", "quick filter" or "event collection" input options. Items
must come from another step.

Organization Type: ArcGIS Online and Enterprise

Input: Groups, Items

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: If the owners of the items aren't already members of the
groups, they will be added.
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Unshare Items From Groups

Description: This tool removes (unshares) items from groups. The tool takes groups as
its primary input and items as its secondary input. Groups can come from another step,
or by selecting the "all content”, "quick filter" or "event collection" input options. ltems
must come from another step.

Organization Type: ArcGIS Online and Enterprise

Input: Groups, Items

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: None
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Update Groups Delete Protection

Description: This tool enables or disables delete protection for groups.
Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: None
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Update Groups Owners

Description: This tool updates the ownership of groups.
Organization Type: ArcGIS Online and Enterprise
Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: None
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Add Tags To Users

Description: This tool adds tags to users, either appending to existing tags or replacing
them.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: None
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Remove Tags From Users

Description: This tool removes tags from users.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: If the tool is running on an organization whose version
requires users to have at least one tag, the tool will not remove a user's last tag.
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Email Users

Description: This tool emails users in the organization, using the email address in their
organization profile. Optionally, a user can choose to include all files generated in
previous steps as attachments.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: Users must have valid email addresses in their
organization profiles. Additionally, email settings for Scheduler must be set on the
Settings page.
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Enable / Disable Users

Description: This tool enables or disables a user's ability to login.
Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: None
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Update Groups Delete Protection @
Update Groups Owners @

Users
Add Tags To Users @

Remove Tags From Users (2]

Enable / Disable Users @
Remove Users Entitlements @
Update Users Access @
Update Users Type And Role @

Remove Users Entitlements

Description: This tool removes entitlements (licenses) from users.
Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: None
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SNare Lroups &
Share ltems With Groups @
Unshare ltems From Groups (7]
Update Groups Delete Protection @
Update Groups Owners @

Users
Add Tags To Users @

Remove Tags From Users (2]

Enable / Disable Users @
Remove Users Entitlements @
Update Users Access @
Update Users Type And Role @

Update Users Access

Description: This tool updates the sharing (access) property of users.
Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: None
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SNare Lroups &
Share ltems With Groups @
Unshare ltems From Groups (7]
Update Groups Delete Protection @
Update Groups Owners @

Users
Add Tags To Users @

Remove Tags From Users (2]

Enable / Disable Users @
Remove Users Entitlements @
Update Users Access @
Update Users Type And Role @

Update Users Type And Role

Description: This tool updates a user's type and role.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: The organization must have enough of the given license
type for the users selected.
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SNare Lroups &

Share ltems With Groups (7]
Unshare ltems From Groups (2]
Update Groups Delete Pratection @
Update Groups Owners @

Users
Add Tags To Users (2]

Remove Tags From Users (2]

Enzable / Disable Users @
Remove Users Entitlements @
Update Users Access @
Update Users Type And Role @

Validate Content

Validate Items Details

Description: This tool checks items for validity based on whether the item has one or
more of the following: a description, a summary, access and use constraints (terms of
use), credits (attribution), valid metadata, a thumbnail, at least the selected number of
tags, no more than the selected number of tags, at least the selected number of
categories, and/or no more than the selected number of categories. Items that meet
the criteria will be returned as successful results, while items that don't meet the
criteria or that cannot be accessed will be returned as failed results.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate (if validating metadata) or Low (if not validating
metadata)

Additional Considerations: None
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~ Validate Content

Items

Validate ltems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details @
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Validate Web Maps Services

Description: This tool validates the services on web maps. Web maps whose layers are
valid will be returned as successful results, while web maps with one or more invalid
layers will be returned as failed results. There are several issues a user can choose to
check for:

e "Services that return a valid response" checks to see whether a service with a
URL returns a success response. Services that return an error response or that
time out will fail this check.

e "Services whose item ID is found in the organization" checks to see whether the
service's item ID corresponds to an item in the organization the web map
belongs to. Services that don't have an item ID, services whose item ID
corresponds to an item that has been deleted, or services whose item ID belongs
to another organization will fail this check.

e "Services whose URL matches the accompanying item ID" finds services that
have an item ID that corresponds to an item with the same URL as the service.
Services that don't have an item ID property or whose item ID corresponds to an
item with a different URL will fail this check.

Organization Type: ArcGIS Online and Enterprise
Input: Items (Web Maps)

Output: Items (Web Maps With Layers)

Resource Intensiveness: High
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Additional Considerations: Services that return an invalid response will not be able to
be displayed on a map. A missing or invalid item ID won't affect the service's ability to
be displayed on a map, but it may affect the service's ability to display saved popups,
symbology, labels, etc. It will also affect the service's ability to be found as a
dependency of the map, which will interfere with tools, including some GEO Jobe tools,
that rely on dependency trees.

~ Validate Content

Items

Validate lkems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details @
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Validate Text In Service Field Attributes

Description: This tool searches for text in service fields. The user can type in text to
search for or search by custom regular expression. Users can choose whether valid
services are those that contain or do not contain the input text. Among other things,
this tool can be used to ensure that publicly accessible services do not contain sensitive
information.

Organization Type: ArcGIS Online and Enterprise

Input: Items (Feature Services, Map Services, Tables)

Output: Items (Feature Services, Map Services, Tables)

Resource Intensiveness: High (if searching for plain text) or Very High (if searching by
regular expression). If searching by regular expression, resource intensity will depend
on the number of features in the service and the maximum number of features that can
be returned by a query.
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Additional Considerations: Services that return an invalid response will not be able to
be displayed on a map. A missing or invalid item ID won't affect the service's ability to
be displayed on a map, but it may affect the service's ability to display saved popups,
symbology, labels, etc. It will also affect the service's ability to be found as a
dependency of the map, which will interfere with tools, including some GEO Jobe tools,
that rely on dependency trees.

~ Validate Content

Items

Validate lkems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details @
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Validate Text In Service Field Names

Description: This tool searches for text in service field names. You can type in text to
search for or search by custom regular expression. You can choose whether valid
services are those that contain or do not contain the input text in any of their field
names. Among other things, this tool can be used to ensure that publicly accessible
services do not contain sensitive information.

Organization Type: ArcGIS Online and Enterprise

Input: Items (Feature Services, Map Services)

Output: Items (Feature Services or Map Services With Layers)

Resource Intensiveness: Moderate

Additional Considerations: None

Page 229 of 269




302 Courthouse Road, Suite H

€0 .Obe Gulfport, MS 39503
g ’ (844) GEO-JOBE (436-5623)

~ Validate Content

Items

Validate ltems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details @
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Validate Groups Details

Description: This tool checks a group's details for validity based on whether the group
has one or more of the following: a description, a summary, a thumbnail, at least the
selected number of tags, and/or no more than the selected number of tags. Groups
that meet the criteria will be returned as successful results, while groups that don't
meet the criteria or that cannot be accessed will be returned as failed results.
Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Low

Additional Considerations: None
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~ Validate Content

Items

Validate ltems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details @
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Validate Groups Items

Description: This tool checks a group's details for validity based on whether the group
has one or more of the following: group has at least the selected number of items,
group has no more than the selected number of items, the sharing level of the items is
equal to/higher than/lower than the sharing level of the group, items have a
description, items have a summary, items have access and use constraints (terms of
use), items have credits (attribution), items have valid metadata, items have a
thumbnail, items have at least the selected number of tags, items have no more than
the selected number of tags, items have at least the selected number of categories,
and/or items have no more than the selected number of categories. Groups that meet
the criteria will be returned as successful results, while groups that don't meet the
criteria or that cannot be accessed will be returned as failed results.

Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: None
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~ Validate Content

Items

Validate ltems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details @
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Validate Groups Users

Description: This tool checks a group's users for validity based on one or more of the
following: group has at least the selected number of users, group has no more than the
selected number of users, users have a description, users have a thumbnail, users have
an email, users have ever logged in, users are enabled to login, users have Multi-Factor
Authentication (MFA) enabled, users have at least the selected number of tags, users
have no more than the selected number of tags, users have at least the selected
number of categories, and/or users have no more than the selected number of
categories. Groups that meet the criteria will be returned as successful results, while
groups that don't meet the criteria or that cannot be accessed will be returned as failed
results.

Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: None
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~ Validate Content

Items

Validate ltems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details @
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Validate Users Details

Description: This tool checks a user's details for validity based on whether the user has
one or more of the following: a description, a summary, an email address, last login
date (has logged in), an enabled account, MFA enabled, a thumbnail, at least the
selected number of tags, no more than the selected number of tags, at least the
selected number of categories, and/or no more than the selected number of categories.
Users that meet the criteria will be returned as successful results, while users that don't
meet the criteria or that cannot be accessed will be returned as failed results.
Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Low

Additional Considerations: None
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~ Validate Content

Items

Validate ltems Details @

Validate Web Maps Services @

Validate Text In Service Field Attributes @
Validate Text In Service Field Names @

Groups

Validate Groups Details (7]
Validate Groups ltems @
Validate Groups Users @

Users
Validate Users Details @

Manage Server Content

Export Service Workspaces to CSV

Description: This tool exports service workspaces (manifest data) to CSV. This
includes properties such as the source machine and database a service uses.
Connection Type: ArcGIS Server Machine

Input: Services

Output: Services, File

Resource Intensiveness: Moderate

Additional Considerations: You will be given the option to input a file name for the
output file. If the file name is not unique to each task run, the output file will be
overwritten each time the task is run. If you want a file name that will be unique
each time the task is run, you can use the Text Generator to include the date and
time in the file name.
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~ Manage Server Content

Find and Export Services
Export Service Workspaces To CSV (2]

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services ©

Update Service Instance Settings (2]

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Health @

Check Service Status @

Export Portal Logs @

Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Create / Update Layer From File

Description: This tool publishes a service from a CSV or GeoJSON, or creates a KML
layer from a KML file. When the tool runs for the first time, it will create a service or
layer if one with the given name does not exist already. Subsequent runs of the tool will
update the existing service or layer.

Organization Type: ArcGIS Online and Enterprise

Input: File

Output: Service / Layer

Resource Intensiveness: Variable depending on the size of the file

Additional Considerations: The file must be located on the machine where Scheduler
is installed. When creating a layer from a CSV, you will be asked to specify the fields, if
any, used for location information. The schema of a CSV layer, including the location
fields, field names and field types, cannot be changed after the layer is initially created.
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For KML files, due to caching in your organization, changes to a KML layer may not
immediately appear in Map Viewer. If this happens, you can cause Map Viewer to
display the latest data by logging out and logging back in, or by opening the map in
private browsing.

v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV o

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services e

Update Service Instance Settings (2]

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezalth @

Check Service Status @

Export Portal Logs @

Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Start Services

Description: This tool starts Enterprise services.
Connection Type: ArcGIS Server Machine
Input: Services

Output: Services

Resource Intensiveness: Low

Additional Considerations: None
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services ©

Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Health @

Check Service Status @

Export Portal Logs @

Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Stop Services

Description: This tool stops Enterprise services.
Connection Type: ArcGIS Server Machine
Input: Services

Output: Services

Resource Intensiveness: Low

Additional Considerations: None
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services ©

Update Service Instance Settings @

Status and Health
Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs (7]

Validate Portal Operational Health @
Validate Portal Security Practices (7]

Update Service Instance Settings

Description: This tool updates services' instance types, changing them from shared to
dedicated or vice versa. If the new instance type is dedicated, the tool also sets the
minimum and maximum number of instances per machine. More information about
configuring instance settings can be found here: Configure Service Instance Settings.
Connection Type: ArcGIS Server Machine

Input: Services

Output: Services

Resource Intensiveness: Low

Additional Considerations: Only map services published from ArcGIS Pro can use the
shared pool. Additionally, map services using the shared pool can only have the feature
access, WFS, WMS and KML capabilities; all other capabilities must be turned off.
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services ©

Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs (7]

Validate Portal Operational Health @
Validate Portal Security Practices (7]

Check Tile Cache Status

Description: This tool checks the status of a tile cache to determine whether caching is
sufficiently complete, based either on the total percentage of tiles cached or the
percentage of each level cached.

Connection Type: ArcGIS Server Machine

Input: Services (Map Service or Tile Services)

Output: Services (Map Service or Tile Services)

Resource Intensiveness: Moderate

Additional Considerations: None
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services ©

Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs (7]

Validate Portal Operational Health @
Validate Portal Security Practices (7]

Create Tile Cache Status Report

Description: This tool creates a CSV report of the status of a tile cache, including the
percentage complete for each level.

Connection Type: ArcGIS Server Machine

Input: Services (Map Services or Tile Services)

Output: File

Resource Intensiveness: Moderate

Additional Considerations: None

Page 240 of 269




302 Courthouse Road, Suite H

€0 .Obe Gulfport, MS 39503
g ’ (844) GEO-JOBE (436-5623)

v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services ©

Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs (7]

Validate Portal Operational Health @
Validate Portal Security Practices (7]

Check Portal Health

Description: This tool runs Esri's portal health check to ensure that all portal machines
are running and free of problems.

Organization Type: Enterprise only

Input: Portals

Output: Portals

Resource Intensiveness: Low

Additional Considerations: None
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services ©

Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Repet @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs (7]

Validate Portal Operational Health @
Validate Portal Security Practices (7]

Check Service Status

Description: This tool checks the status of individual services. Services that are running
will be returned as successful results, while those that are stopped or have errors will
be returned as failed results.

Connection Type: ArcGIS Server Machine

Input: Services

Output: Service

Resource Intensiveness: Low

Additional Considerations: None
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions
Create / Update Layer From File @

Start Services @
Stop Services ©
Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs (7]

Validate Portal Operational Health @
Validate Portal Security Practices (7]

Export Portal Logs

Description: This tool exports portal logs based on a variety of criteria.

Organization Type: Enterprise only

Input: Portals

Output: File

Resource Intensiveness: Variable depending on the options selected

Additional Considerations: The options you select within the tool will be superseded
by your portal's log settings. Regardless of the log level you select in the tool's options,
the tool can only return logs at the level you have selected for the portal to record. If
you select the Debug log level option, but your portal log level is set to Warning, then
the tool will only return logs with severity level of Warning and above. Additionally, the
tool can only return logs for the time period that you have selected for the portal to
retain logs. If you select logs for the last 180 days, but your portal is set to retain logs for
90 days, then the tool will only return logs for the last 90 days. You can find out more
about portal log settings here: Specify portal log settings.
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions
Create / Update Layer From File @

Start Services @
Stop Services ©
Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs (7]

Validate Portal Operational Health @
Validate Portal Security Practices (7]

Export Server Logs

Description: This tool exports server logs based on a variety of criteria.

Connection Type: ArcGIS Server Machine

Input: ArcGIS Server Machines

Output: File

Resource Intensiveness: Variable depending on the options selected

Additional Considerations: This tool creates a snapshot of server logs from a
particular period of time using Esri's REST API. It does not require Scheduler Satellite.
For more comprehensive viewing and filtering of server logs, or to use server logs to
trigger tasks, you can configure Scheduler Satellite on the server machine.

The options you select within the tool will be superseded by your server's log
settings. Regardless of the log level you select in the tool's options, the tool can only
return logs at the level you have selected for the server to record. If you select the
Debug log level option, but your server log level is set to Warning, then the tool will only
return logs with severity level of Warning and above. Additionally, the tool can only
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return logs for the time period that you have selected for the server to retain logs. If you
select logs for the last 180 days, but your server is set to retain logs for 90 days, then
the tool will only return logs for the last 90 days. You can find out more about server log

settings here: Specify server log settings.

v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions
Create / Update Layer From File @
Start Services @
Stop Services o
Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Validate Portal Operational Health

Description: This tool checks for common issues with your organization's operational
health and exports any issues found to a CSV. This tool checks for common issues with
your organization's operational health and exports any issues found to a CSV. The tool
runs the same scans as a script that Esri provides with some versions of Enterprise. You
can find out more about those scans here: Scan your organization for operational
health issues.

Organization Type: Enterprise only

Input: Portals

Output: File
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Resource Intensiveness: Variable depending on the options selected
Additional Considerations: None

v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services o

Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report @
Check Portal Hezlth @

Check Service Status @

Export Portal Logs @

Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Validate Portal Security Practices

Description: This tool checks for common issues with portal security and exports any
issues found to a CSV. The tool runs the same scans as a script that Esri provides with

some versions of Enterprise. You can find out more about those scans here: Scan your
portal for security best practices.

Organization Type: Enterprise only

Input: Portals

Output: File

Resource Intensiveness: Variable depending on the options selected

Additional Considerations: None
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v Manage Server Content

Find and Export Services
Export Service Workspaces To CSV @

Service Actions

Create / Update Layer From File @
Start Services @

Stop Services (2]

Update Service Instance Settings @

Status and Health

Check Tile Cache Status @

Create Tile Cache Status Report (2]
Check Portal Health @

Check Service Status @

Export Portal Logs @

Export Server Logs @

Vzlidate Portal Operational Health (2]
Validate Portal Security Practices @

Cancel Geoprocessing Jobs

Description: This tool cancels geoprocessing jobs that have been running for a certain
period of time and may be stuck.

Connection Type: ArcGIS Server Machine

Input: Services

Output: Services

Resource Intensiveness: Moderate

Additional Considerations: None
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Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Geoprocessing Jobs
Cancel Geoprocessing Jobs @

Export Geoprocessing Jobs To C5V @

Database Management

Export Geoprocessing Jobs To CSV

Description: This tool cancels geoprocessing jobs that have been running for a certain
period of time and may be stuck.

Connection Type: ArcGIS Server Machine

Input: Services

Output: Services, File

Resource Intensiveness: Low

Additional Considerations: The tool can only return geoprocessing jobs for the time
period that you have configured the server to retain geoprocessing jobs (the default is 6
hours). If you select geoprocessing jobs for the last 12 hours, but your server is set to
retain geoprocessing jobs for 6 hours, then the tool will only return geoprocessing jobs
for the last 6 hours. You can find out more about retaining geoprocessing jobs here:

Work with current geoprocessing jobs in Manager.

AL LA Al LS e

Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Geoprocessing Jobs
Cancel Geoprocessing Jobs @

Export Geoprocessing Jobs To CSV @

Database Management
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Rebuild Indexes

Description: This tool rebuilds the indexes of tables in a database, which can improve
database performance.

Connection Type: Database

Input: Database Tables

Output: Database Tables

Resource Intensiveness: Moderate

Additional Considerations: Rebuilding indexes can negatively impact database
performance while the tool is running. GEO Jobe recommends that this operation be
performed outside of peak hours.

ARIL AR Al LAY S

Export Server Logs @

Validate Portal Operational Health @
Validate Portal Security Practices @

Geoprocessing Jobs
Cancel Geoprocessing Jobs @

Export Geoprocessing Jobs To CSV @

Database Management

Monitor Changes

Detect Added Items

Description: This tool finds items that have been added since the last time the task ran.
Each time the tool runs, Scheduler will compare the current items in the organization
against a snapshot of items taken the last time the tool was run. If an item is in the
current organization but not the snapshot, it will be marked as added.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations.
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v Monitor Changes

Items
Detect Added ltems @

Detect Changes To ltems Properties @
Detect Deleted ltems @

Groups

Detect Added Groups @

Detect Changes To Groups Properties @
Detect Deleted Groups @

Users
Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Changes To Items Properties

Description: This tool finds items whose properties have changed since the last time
the task ran. The first time the task is run, the user can choose whether to return all
content indicated by the step input, or only content that has changed since the task was
created. For all future times the task is run, it will return the content indicated by the
step input whose selected properties have changed since the last time the task was run.
Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations, as
well as to watch for certain changes that aren't captured by webhooks. To track changes
to item properties, Scheduler stores the selected properties in a separate cache and
compares them to the item's current properties each time the tool is run.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties o
Detect Deleted ltems @

Groups

Detect Added Groups @

Detect Changes To Groups Properties @
Detect Deleted Groups @

Users
Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Deleted Items

Description: This tool finds items that have been deleted since the last time the task
ran. Each time the tool runs, Scheduler will compare the current items in the
organization against a snapshot of items taken the last time the tool was run. If an item
is in the snapshot but not the organization, it will be marked as deleted. The deleted
item will then be removed from the cache after it is found by the tool. If a record of the
deleted item is desired, it should be exported to CSV or JSON.

Organization Type: ArcGIS Online and Enterprise

Input: Items

Output: Items

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations. To
track items that have been deleted, Scheduler stores items to be watched in a separate
cache and compares them to see whether an item has been deleted.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties @
Deatect Deleted ltems @

Groups
Detect Added Groups @
Detect Changes To Groups Properties @

Detect Deleted Groups @

Users

Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Added Groups

Description: This tool finds groups that have been added since the last time the task
ran. Each time the tool runs, Scheduler will compare the current groups in the
organization against a snapshot of groups taken the last time the tool was run. If a
group is in the current organization but not the snapshot, it will be marked as added.
Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties @
Deatect Deleted ltems @

Groups
Detect Added Groups @
Detect Changes To Groups Properties @

Detect Deleted Groups @

Users

Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Changes To Groups Properties

Description: This tool finds groups whose properties have changed since the last time
the task ran. The first time the task is run, the user can choose whether to return all
content indicated by the step input, or only content that has changed since the task was
created. For all future times the task is run, it will return the content indicated by the
step input whose selected properties have changed since the last time the task was run.
Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations, as
well as to watch for certain changes that aren't captured by webhooks. To track changes
to group properties, Scheduler stores the selected properties in a separate cache and
compares them to the group's current properties each time the tool is run.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties o
Detect Deleted ltems @

Groups

Detect Added Groups @

Detect Changes To Groups Properties @
Detect Deleted Groups @

Users
Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Deleted Groups

Description: This tool finds groups that have been deleted since the last time the task
ran. Each time the tool runs, Scheduler will compare the current groups in the
organization against a snapshot of groups taken the last time the tool was run. If a
group is in the snapshot but not the organization, it will be marked as deleted. The
deleted group will then be removed from the cache after it is found by the tool. If a
record of the deleted group is desired, it should be exported to CSV or JSON.
Organization Type: ArcGIS Online and Enterprise

Input: Groups

Output: Groups

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations. To
track groups that have been deleted, Scheduler stores groups to be watched in a
separate cache and compares them to see whether a group has been deleted.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties @
Deatect Deleted ltems @

Groups
Detect Added Groups @
Detect Changes To Groups Properties @

Detect Deleted Groups @

Users

Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Added Users

Description: This tool finds users that have been added since the last time the task ran.
Each time the tool runs, Scheduler will compare the current users in the organization
against a snapshot of users taken the last time the tool was run. If a user is in the
current organization but not the snapshot, it will be marked as added.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties @
Deatect Deleted ltems @

Groups
Detect Added Groups @
Detect Changes To Groups Properties @

Detect Deleted Groups @

Users

Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Changes To Users Properties

Description: This tool finds users whose properties have changed since the last time
the task ran. The first time the task is run, the user can choose whether to return all
content indicated by the step input, or only content that has changed since the task was
created. For all future times the task is run, it will return the content indicated by the
step input whose selected properties have changed since the last time the task was run.
Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations, as
well as to watch for certain changes that aren't captured by webhooks. To track changes
to user properties, Scheduler stores the selected properties in a separate cache and
compares them to the user's current properties each time the tool is run.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties o
Detect Deleted ltems @

Groups

Detect Added Groups @

Detect Changes To Groups Properties @
Detect Deleted Groups @

Users
Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Detect Deleted Users

Description: This tool finds users that have been deleted since the last time the task
ran. Each time the tool runs, Scheduler will compare the current users in the
organization against a snapshot of users taken the last time the tool was run. If a user is
in the snapshot but not the organization, it will be marked as deleted. The deleted user
will then be removed from the cache after it is found by the tool. If a record of the
deleted user is desired, it should be exported to CSV or JSON.

Organization Type: ArcGIS Online and Enterprise

Input: Users

Output: Users

Resource Intensiveness: Moderate

Additional Considerations: For Enterprise organizations, GEO Jobe recommends the
use of webhooks for monitoring most changes to content. This tool is primarily meant
to provide an alternative to organization webhooks for ArcGIS Online organizations. To
track users that have been deleted, Scheduler stores users to be watched in a separate
cache and compares them to see whether a user has been deleted.
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v Monitor Changes

Items

Detect Added ltems @

Detect Changes To ltems Properties o
Detect Deleted ltems @

Groups

Detect Added Groups @

Detect Changes To Groups Properties @
Detect Deleted Groups @

Users
Detect Added Users @

Detect Changes To Users Properties @
Detect Deleted Users @

Miscellaneous

Create Administrative Report

Description: This tool creates and downloads one or more administrative reports. All
report types are supported for ArcGIS Online. Item and Member reports are supported
for Enterprise 10.9 and above. Administrative reports are not supported for Enterprise
10.8 and below.

Organization Type: ArcGIS Online (all report types) and Enterprise 10.9+ (Item and
Member reports only)

Input: None

Output: Administrative Reports, Files

Resource Intensiveness: Moderate (for reports covering longer time periods) or Low
(for reports covering shorter time periods or snapshots)

Additional Considerations: Some administrative reports are generated for a selected
time period, while others are snapshots of your organization at the time the report is
made. For reports that use time periods (Activity, Credit, ltem View Count and Service
Usage reports), if you select the past day, the report will be generated for the previous
day from 12:00 AM to 11:59 PM. if you select the past week, the report will be generated
for the most recent full week starting Monday at 12:00 AM and ending Sunday at 11:59
PM (for example, if the task runs on Thursday, the report will be from the preceding full
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week from Monday to Sunday). If you select the past month, quarter or year, the report
will be generated for the most recent full month, quarter or year starting on the first
day at 12:00 AM and ending on the last day at 11:59 PM. You can only create one
administrative report of a given type for a given time period (for example, you can only
create one Activity report for a particular week), so your task should not run more
frequently than the selected report time period. Reports that generate snapshots (Item
and Member reports) cannot be created more than once per hour.

~ Miscellaneous

Create Administrative Report @
Fetch External Data @

Meonitor Credits Usage @

Run Custom Script ©

Validate URL @

Fetch External Data

Description: This tool fetches data from an external URL and writes it to a file.
Supported formats are CSV, GeoJSON and KML. JSON is supported if the query is not
paginated.

Organization Type: N/A

Input: None

Output: File

Resource Intensiveness: Variable depending on the nature of the data

Additional Considerations: This tool does not support fetching data that is paginated
or that requires any form of authentication (other than a static token, client key or
similar that can be entered as a query parameter).
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~ Miscellaneous

Create Administrative Report (7]
Fetch External Data @

Monitor Credits Usage @

Run Custom Script (7]

Validate URL @

Monitor Credits Usage

Description: This tool runs checks to monitor an organization's credits usage.
Organizations can be monitored for one or more of the following: total credits are
below a certain amount, credits usage in the last 24 hours is below a certain amount,
daily credits usage has increased by a certain percentage compared to the average
usage of the past seven days, daily credits usage has decreased by a certain percentage
compared to the average usage of the past seven days, and/or the organization has a
certain number of days' worth of credits left, based on the average credits usage per
day over the past seven days.

Organization Type: ArcGIS Online only

Input: None

Output: None

Resource Intensiveness: Low

Additional Considerations: None

v Miscellaneous

Create Administrative Report (7]
Fetch External Data @

Monitor Credits Usage @

Run Custom Script @

Validate URL @
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Run Custom Script

Description: This tool runs a custom script on the server Scheduler is installed on,
either as a file or as a command line command.

Organization Type: N/A

Input: Custom Script

Output: None

Resource Intensiveness: Variable depending on the nature of the script
Additional Considerations: If you are using ArcPy, make sure the service user of
Scheduler is a user that also has access to ArcGIS Pro.

~ Miscellaneous

Create Administrative Report (7]
Fetch External Data @

Monitor Credits Usage @

Run Custom Script @

Validate URL @

Send Email

Description: This tool sends an email to a list of addresses. Optionally, the files
generated by previous steps can be included as attachments.

Organization Type: N/A

Input: None

Output: None

Resource Intensiveness: Low

Additional Considerations: Email settings must be configured for Scheduler on the
Settings page to use this tool.
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~ Miscellaneous

Create Administrative Report (2]
Fetch External Data @

Monitor Credits Usage @

Run Custom Script @

Validate URL @

Validate URL

Description: This tool validates one or more URLs to see whether they are returning a
valid response, which is defined as any 200 or 300 level response..

Organization Type: N/A

Input: None

Output: None

Resource Intensiveness: Low

Additional Considerations: None

~ Miscellaneous

Create Administrative Report (7]
Fetch External Data @

Monitor Credits Usage @

Run Custom Script (7]

Validate URL @

Xl. Additional Assistance

If you require additional assistance with using or maintaining Scheduler for ArcGIS, or if
you have a feature request, please contact GEO Jobe's Support Division. You can do so
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through the live chat on our website (https://geo-jobe.com), via phone (+1 844.436.5623,
ext. 2), or through email (support@geo-jobe.com).

If you would like to renew or expand your license, please contact GEO Jobe's Sales
Department. They can be contacted via phone (+1 844.436.5623, ext. 1) or email
(sales@geo-jobe.com).
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Xll. Glossary

API - An API, or Application Programming Interface, is the way different software
applications communicate.

ArcGIS Enterprise - Esri's software for creating maps, processing and interpreting data
with a geospatial context, and presenting that information in an accessible way.

ArcGIS Server- Responds to requests issued to the GIS web services. ArcGIS Server can
draw maps, run tools, serve imagery, synchronize databases, project geometry, search
for data, and perform many other operations offered by ArcGIS.

CSV - CSV stands for “Comma-Separated Values”. This is a file format that allows
information from a table to be stored in plain-text.

Federated Server - integrates the security and sharing models of your Portal for
ArcGIS with one or more ArcGIS Server sites. Federation is optional with the following
exception: Configuring your site with a Security Assertion Markup Language (SAML)
identity provider requires federation.

Geoprocessing - A framework and set of tools for processing geographic and related
data. The comprehensive suite of geoprocessing tools can be used to perform spatial

analysis or manage GIS data in an automated way. Geoprocessing is for everyone that
uses ArcGIS Pro.

Internal Superuser - This superuser account will login with credentials saved to
Scheduler and will not interact with the organization to login. The internal superuser
account can serve as a backup account in case you are not able to login with your
organization credentials. Superusers are able to perform all functions on all licensed
identities.
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JSON - An open standard file format and data interchange format that uses
human-readable text to store and transmit data objects consisting of attribute-value
pairs and arrays. It is a common data format with diverse uses in electronic data

interchange, including that of web applications with servers.

MongoDB - A source-available cross-platform document-oriented database program.
Classified as a NoSQL database program, MongoDB uses JSON-like documents with
optional schemas.

Multi-factor authentication (MFA) - A multi-step account login process that requires
users to enter more information than just a password. For example, along with the
password, users might be asked to enter a code sent via text or email, answer a secret

question, or scan a fingerprint.

Organization Superuser - This superuser account will login with credentials from one
of the ArcGIS organizations licensed for Scheduler. Superusers are able to perform all
functions on all licensed identities.

Rest API- REST is a software architectural style that was created to guide the design and
development of the architecture for the World Wide Web. REST defines a set of
constraints for how the architecture of a distributed, Internet-scale hypermedia system,
such as the Web, should behave.

SMTP - The Simple Mail Transfer Protocol is an Internet standard communication
protocol for electronic mail transmission. Mail servers and other message transfer

agents use SMTP to send and receive mail messages.

SQL Server - Is a relational database management system (RDBMS). Applications and
tools connect to a SQL Server instance or database, and communicate using
Transact-SQL (T-SQL).

Superuser - In computing, the superuser is a special user account used for system
administration. Specifically in Scheduler for ArcGIS, a superuser can perform all
activities, including creating, editing, and deleting users, identities, and connections.
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Superusers can also access and use all identities licensed for Scheduler. Scheduler must
have at least one superuser to function. There are two types of superusers for

Scheduler, organization superusers and internal superusers.

Tile Caching - Is the process by which images are downloaded and saved to a cache for
faster retrieval, thus improving performance of client applications.

Unix time - Unix time is a representation of a date and time as the number of seconds
that have passed since January 1st, 1970.

Webhooks - The term webhook generally means posting an event to another system

over the web through an API.
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Webhooks
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